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ABSTRACT
The modeling of critical subnetworks of the national power grid conducted at Oak Ridge National Laboratory (ORNL) is building a computational simulation of the electrical grid.  The possibility of evaluating the effect of intrusions on these subnetworks will create better emergency responses and protection this critical infrastructure.  The VERDE system at ORNL was created to visualize the health of the electrical grid and receive the results of models and simulation.  As part of this effort, conversion of population information to electric power customers is required to predict areas for additional power capacity.  Conversion factor data was developed from a model of households and business firms for each county in the United States using Census 2000 data and implemented into the VERDE system for callable predictions of customer outages from population data.  To interface with VERDE, the service area/outage area program module was rewritten into the Java programming language.  MATLAB code was converted to Java to create a graphical representation spatial distributions prediction of substation service/outage areas.  Inputs include electrical substation geo-location data, electricity consumption data, and population data from LandScan USA to determine the range, magnitude, and priority of risks involved with intrusions of many critical substations.  Upon refactoring output results were compared with known Michigan data supplied by Consumers Energy and evaluated using generated geo-spatial metrics for verification and validation.  These comparisons validated the Java program that is to be implemented into the VERDE system on a national scale.
1.  Introduction

To begin, the reasons behind performing the work for this project need to be addressed.  This project was required to update the system of Visualizing Energy Resources Dynamically on Earth (VERDE).  VERDE is a program that was created in 2007 by a team at ORNL and is used to simulate the electrical grid providing a common operating picture for both emergency responders and for utility companies.  VERDE uses Google earth as a platform to display current real time status of transmission lines, with live weather updates and overlay, and is able to conduct energy infrastructure awareness.  With overlays on coal and rail lines, refinery and offshore production platforms, natural gas pipelines, transportation and evacuation routes, population impacts from LandScan USA, and finally structures such as hospitals, police and fire stations, VERDE is able to monitor the electrical grid and how electrical outage areas will impact these critical infrastructures.  FEMA will be able to use this as a common operating picture to monitor the electrical grid, and, in the case of a national disaster, determine the areas that need the most assistance. With the knowledge of where the outage areas are and how much population that it will be affecting, FEMA is able to determine how many people are in need of assistance in order to prepare necessary materials that would help in disaster areas, and where these people that have been affected are located.  They can also determine which substations need to be repaired first in order to get these previously defined critical infrastructures up and running. In addition to VERDE assisting FEMA, it was later discovered that VERDE could be a very helpful tool for the electrical companies.  If the customer population rather than just the population can be predicted then the electrical companies can determine the substations that need their attention first in order to get most of their customers with power.  Also both the electrical companies and FEMA can determine the best places to station repair or service crews to be the most efficient in getting to the areas that would need the most help.  This way instead of having crews that may be trapped within a storm they can be positioned to be able to go straight in, and able to start assistance on substations that impact the grid the most.  In order to better predict the population effect by electrical outages, the program of modified Moore-based algorithm needs to be put into the language of Java.  This program, which will be explained later in the methodology, will be helpful because it will be a very trustful way of predicting the population per substation.  Each year new and existing electrical substations locations are publically available through Federal Energy Regulatory Commission.  Every electrical company is required to file this knowledge annually.  Although the substation location is known there is no available information on the geographic areas that these substations provide.  The only way that ORNL received this information was to gain non-disclosure agreements with utility companies across the nation.  Therefore if there were to be a reliable way to predict the geographic service areas of the substations, there would not have to be non-disclosure agreements to every utility company in the USA.  It is very improbable that ORNL could get these types of agreements with over 3000 utility companies across the nation.  Finally, to improve the VERDE system the correction factor and modified Moore-based algorithm will be uploaded into real-time VERDE data to better predict outage areas and the population and customer population that is affected (Omitaomu, Fernandez, (2009)).
2. METHODOLOGY

The research objectives for this project are to determine the correction factor for each county in the US, to program the modified Moore-based algorithm created by my mentor Olufemi Omitaomu, and finally to validate each one (one what?) by comparison of known data for each.   The correction factor data will be very useful for utility companies so that they can convert the  population estimate to customer estimate.  This will help utility companies in preparing crews to restore electricity to the areas on the grid that contain a certain population of customers. The Moore model will be used to determine the area that could be affected if certain substation were to lose power. This could help in determining which areas on the grid are critical and need the most protection.
2.1
CORRECTION FACTOR 

Correction factor is a constant that varies for the different areas that you calculate it for such as by country, state, and county.  In the case of this project, it was decided that determining the correction factor for every county in the US would give the greatest results.  Correction factor is used to convert the population of an area into the customer count for that same area. , In order to do this, these equations were used:
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The abbreviations used in the formulas are as follows: correction factor (CF), population in 2000 (Pop2000), households or nighttime population in 2000 (House2000), firms in 2000 (Firms2000), population in 2008 (Pop2000), and customers in 2008 (Customers).  Households in 2000 are the number of nighttime population, and firms in 2000 are the number of businesses in 2000.  All the data, excluding the CF and customers, was found by using Census 2000 data.  The correction factor and customers were found by putting this data researched from the Census 2000 and putting the information from each county into these equations. Microsoft Excel was used to organize the data and  apply the equations.  A correction factor was assigned to every county in the US where it was then combined with LandScan USA population database.  In LandScan USA the population of the US in 2008 (or current year) is split up into 1km by 1km cells across the USA (Bhaduri, Bright, Coleman, Dobson, (2002)).  Each one km by one km square is assigned a correction factor number based on the county that it resides in.  The following is a graph of all the county correction factors in the US put into a histogram representation.  According to this graph, the national average correction factor is between 2.1 to 2.2.  This is a good representation of a normal curve and shows that approximately 68% of the counties vary by a standard deviation of 1, and that 95.1% vary by a deviation of 2 and 99.7% vary by a deviation of 3.  

[image: image1.wmf] 
Figure 1. This is a histogram representation of the correction factor. 

This figure will be better represented later in the paper in a graph that shows the variation of correctional factor by county throughout the US.   

2.2
Modified Moore-based Algorithm

The next task was to write the modified Moore-based algorithm into Java code.  This code is originally written in MATLAB and therefore was basically translated from this code to Java code.  In order to do this both the programming languages of Java and MATLAB had to be learned.  The modified Moore-based algorithm is a way to predict the electrical substation outage areas.  

[image: image9.wmf]Legend

counties_test

Correction Factor

1.256757 - 1.679397

1.679398 - 1.880786

1.880787 - 1.986974

1.986975 - 2.072005

2.072006 - 2.151424

2.151425 - 2.236053

2.236054 - 2.339809

2.339810 - 2.494391

2.494392 - 2.738462

2.738463 - 3.150787

3.150788 - 4.660821

[image: image2.png]


[image: image3.png]


 [image: image4.png]Combined Data





Figure 2a, 2b, and 2c: 2a) A grid of demand data. 2b) A grid of the supply data, 2c) The two sets of data are combined.  These show how the inputs will line up on a 1km by 1km grid. 

The input consists of both a supply grid and demand grid where each cell in the grid is approximately 1km by 1 km in land area.  The grid is a rectangle surrounding the state that is being researched and only takes the state being tested into consideration.  The supply grid consists of cells that possess substations; therefore, these cells would have a number that consists of the electrical supplies that these substations can provide.  The demand grid consists of a number representing the average demand, or electrical power used, that each 1 km by 1 km cell uses.  In the grids 0’s represent areas that contain no load or supply and could therefore also represent places that are not reachable for the electrical lines.  Places like bodies of water and mountains are taboo cells and are therefore seen as sections that have large amounts of power loss.  These sections are avoided to increase the efficiency of these power lines.  In this model each substation location in the supply grid lines up to areas in the demand.  It is believed that each substation will provide for customers that are closest to it without crossing these taboo cells.  Therefore a spread model is put into effect where the demand load of cells closest to the substation will be assigned to that substation and the demand number will be subtracted from the current supply.  This will be done until every demand cell is empty or the supply has no more load to offer the remaining demand cells (Omitaomu, Fernandez, (2009)).
3. VALIDATION
For the validation and results of this project two different verifications were used.  In order to verify the correction factor we took seven different counties  to compare the customer predicted to the actual customer data known.  In each of these seven counties in Florida and Maryland there are utility companies that ORNL has a partnership with.  The special thing about these seven counties is that these utility companies are the only electrical supply for these counties.  This is important because if there were extra companies providing electrical supply to certain customers in these counties then the actual data would not be reliable.  In the comparison, the correction factor found for these counties was divided by the total population in these counties.  The ratio of predicted to actual customers for this data is found to be 100.7% ± 13.6%.  This verifies the reliability of this correction factor number due to the confidence of 100.7.  This number is going to be off by a certain percentage shown by the standard deviation of 13.6 because this is after all just a prediction.  For future verification more counties could be tested to get a better standard deviation and to validate the model better.

To start off with the Java program, current tests are underway.  Currently the Java output is being compared with the MATLAB output.  To do this we have been comparing the number of supply data sets that have been matched with demand data. This number is slightly off and future work will be done to complete the code.

For future verification of this program, these geo-spatial metrics have been research and improved to determine the validation of this model.  To do this validation, each substation will be examined individually and then averaged with the rest of the substation results in order to get a good representation of the validity of the code.  To validate a substation, the area around the substation will be taken into consideration.  Lets say we have the following grid where S represents the substation.  The area around the substation is represented by the numbers would be the substations areas.
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	1
	2
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The substations neighborhood would be represented by r, and test trials would have to be performed to determine the exact radius needed to get a good reading.  Therefore r = 2*R where R represents the number of cells away from the substation.  In the above example R would equal 1, and in the neighborhood around the cell r would equal 2.  After this is found, four variables would be labeled in each cell around the substation: correct negative (CN), correct positive (CP), false negative (FN), and finally false positive (FP).  A correct positive cell is a correctly identified 1 km by 1 km cell as having the correct electrical substation provider that is being observed and correct negative is correctly identifying a 1km by 1 km cell as not having the electrical substation as its provider.  False negative is incorrectly identifying 1 km by 1 km cell as not having the electrical substation provider and false positive is incorrectly identified 1 km by 1 km cell as having the electrical substation provider.  The following chart sufficiently describes the four possible labels.

	
	MATLAB Negative
	MATLAB Positive

	Java Negative
	Correct Negative (CN)
	False Negative (FN)

	Java Positive
	False Positive (FP)
	Correct Positive (CP)


After labeling all the cells as one of the four possible labels, the following formulas would be used to determine the validation of the code to predict service area.  Total is the total number of cells being observed or (r * 2 + 1)2.

	Proportion Correct 
	[CP + CN] / Total

	Probability of Detection 
	CP / [CP + FN]

	Probability of False Detection
	FP / [CN +FP] 

	Chance 
	[CP +FN] [CP + FP] / Total

	Frequency Bias Index 
	[CP +FP] / [CP +FN]

	False Alarm Ration 
	FP / [CP + FP]

	Threat Score 
	CP / [CP + FP + FN]


After finding the results to the previous formulas for all substations in the matrix, averaging the results of all the substations will produce the desired results (Sabesan, Abercrombie, Ganguly, Bhaduri, Bright, Coleman, (2007)).
4. CONCLUSIONS

In conclusion, the correction factor constants have already been uploaded into real-time VERDE data.  The following is a graph of the correction factor produced in ArcMap that links the charts of the map and correction factor values by the common factor of county name or id.
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Figure 2. This is a graphical representation of the correction factor by county.

This graph visually allows the correction factor and illustrates how land can affect the correction factor number.  We are not exactly sure how and why certain areas of the US have such different correction factor numbers, but if I can draw your attention to the Appalachian area, you can see how different the correction factor is in these counties.  This difference in correction factor could be highly effected by land topography.  A reason that this visual graph is so important to a program like VERDE is because it shows the diversity of correction factor in areas along the coastlines.  In the areas off the Gulf of Mexico, many counties have very different correction factor numbers. The previous version of VERDE consisted of the correction factor by state.  In places like the southern tip of Florida, if a natural disaster such as a hurricane were to hit, the numbers would be more accurate with correction factor by county rather than by state.  Also, further inland in Texas has a much different correction factors than along the coast.  So, depending on how large or strong a storm is these, counties could be affected and therefore create better predictions of customer numbers.  The program of VERDE is already being used by a team at ORNL with the correction factor number already programmed into the database, and the modified Moore-based algorithm is being pushed to be finished to be imported into real-time VERDE feed.  At the moment many interested buyers are looking at VERDE to help with the protection of the electric grid.

5. FUTURE RESEARCH
For future research on this project or improvements that could be made on the VERDE system is the prediction of materials that could be lost in a natural disaster.  If during the modified Moore-based algorithm, each substation could determine the demand cell would be the greatest distance away, or just knowing how many demand cells that each substation has could give a good estimate of how many wires and poles could be connected to that substation.  This could be done similarly to the correction factor data and give an estimate of number of pole and wires are in a square km of demand.  By multiplying this constant to the number of cells that each substation supplies then the number of poles and length of wires would be known.  Combining this with research of past disasters could provide estimates of how many pole and wires were lost during storms in the past.  Other future research can include checking the Java output with actual utility company service locations.  The utility companies that have agreements with ORNL could possibly provide actual geographic service areas for each of their substations.  This way the Java program could be further validated with actual data from the utility companies.  Using the researched geospatial metrics stated earlier in the paper, the Java code could be compared with the actual data the same way that it is compared with the MATLAB code.  Just substitute the actual with the MATLAB to be validated. 
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