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ABSTRACT

The coupling of early-time high-altitude electromagnetic pulse signals into a power generation facility was
investigated. This study encompasses both electromagnetic simulation and on-site experimental efforts that
are relevant to shielding effectiveness estimation with a passive technique. As an initial step in
understanding the attenuation models involved, simulations were carried out as a function of frequency,
building properties, and signal incidence angle. Testing was then performed at the US Department of
Energy’s Oak Ridge National Laboratory campus to identify the equipment needed for signal collection
and to fine-tune the experimental procedure. Finally, as an application of the models and methods
presented, measurements were conducted at a power generation plant to derive the field transfer functions
and coupled high-altitude electromagnetic pulse waveforms for various locations within the facility.

1. INTRODUCTION

A systematic approach is needed to evaluate high-altitude electromagnetic pulse (HEMP) signal leakage
into power generation plants. The traditional method of determining facility shielding effectiveness is to
use a radiated continuous wave (CW) test (i.e., an active test) [1] in which a comparison is made between
internal and external signal levels to deduce the building attenuation across different frequencies. Although
such a test is the preferred technique for estimating the electromagnetic coupling transfer function (both its
magnitude and its phase) of a building, it may not be convenient to implement. The potential barriers to
practicality include (1) the need to acquire regulatory permission to transmit high-power signals, often over
a wide frequency band; (2) the concern that the transmitted signals required for testing may interfere with
existing communications and control systems within the facility; (3) the requirement to place the
transmitting antenna in the far field zone to establish plane wave illumination; and (4) the realization that,
at the lower frequency range, the transmitting antenna would have to be very large, or else it would have
very low efficiency/gain; for instance, the top-loaded monopole antenna used by Sandia National
Laboratories for an active test performed at a nuclear plant had dimensions 30 X 7.3 X 1.8 m [2].
Therefore, in view of the described issues, a high-fidelity, comprehensive radiated test is not easy to set up
in practice, and the facility itself may impose certain constraints (e.g., limitations related to physical
location, operation conditions) that would prevent such a test from being carried out at all.

Shielding effectiveness testing has been addressed in the military standards for protecting ground-based
facilities against HEMP signals. In particular, two configurations of the active approach for estimating
signal penetration are considered in MIL-STD-188-125-1 Appendices A and C [3]. The setup in Appendix
A (Figure 1) is more suitable for determining leakage through a simple electromagnetic barrier than for
applications that involve a HEMP signal, since the latter assumes a plane wave mode of illumination. In
Appendix C, the elements of a CW immersion test (Figure 2) are put forth in detail. To emulate a HEMP
signal in this case, the distance between the transmitter and the building, R, must satisfy the following
relationship to ensure far field plane wave excitation:

/lmin ( : )
where A,,;;, and A4, are the minimum and maximum wavelengths, respectively, and D is the maximum
dimension of the building. For typical scenarios, the separation needed between the transmitter and the
building is on the order of kilometers. As a conservative example, for a frequency range of 1-50 MHz, for
a facility such as the powerhouse considered in Section 4., with dimensions ~122 X 52 x 52 m, it can be
shown that R > 6.8 km. Evidently, this distance requirement is rather prohibitive.
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R > max | Ayax,



Receiving Transmilling
Antennafs) Antennais)

Electromagnetic

N
Preamplifier(s)
Power Zx
Coaxial Amplifier(s)
Swiiches
Receiver(s)/
Network
S or Oscillator(s) p

Spectrum
Analyzer(s)

GPIB
Interface

Grig
Interface

Control |
Interface

W Waveguide Below Cutoll

Figure 1. MIL-STD-188-125-1 Appendix A.

FiO

Interface

GPIB
Interfoce

Coaxial Switch
Relay Controls

| Fio L
Interface

F/O Link

Computer

!’.lr;n)llcl h—s Coaxial Switch
Port Relay Controls

Power from Portable
Generator or
External Source

/— Anlenna

Field Sensor and
Facility F/O Transmitter

HEMP
/ Shield

Current Sensor and

F/O Transmitter ]

Network Analyzer
and F/O Transmitters/
Receivers

Surface Field
Sensor and F/O
Transmitter
Power Amplifier
and F/O Receiver

F/O (or Hardwired)
Data Link

Sr-—%% Channel | /
Protected / //;ufuum'u /

Signal 1.
Penetrations _/ el i
Fi6 Data Link Field Sensor and

F/O Transmitter

Figure 2. MIL-STD-188-125-1 Appendix C.

Test

Given the aforementioned drawbacks of the active test, an alternative method for deducing shielding
effectiveness has been advocated by [4; 5; 6]. The proposed test (i.e., a passive test) is established by using
existing radio frequency (RF) sources of opportunity (e.g., broadcast radio/TV, cellular) in the ambient
environment as illuminators (Figure 3). Although such a test is simpler and less expensive to set up than
the CW active test, it does have the following disadvantages: (1) the number of frequency points available
may be limited; (2) the illumination angle and polarization state cannot be controlled; and (3) the results
are expected to be less accurate than those from an active test. Despite these shortcomings, a passive test as
described would still be useful, especially when augmented with modeling and simulation data, for
deriving a first order estimate of HEMP coupling into a facility. Of course, if no suitable ambient RF
sources can be found at the test site, or if the sources present are not sufficiently strong or stable, then
conducting the passive test would not be possible.

Notably, the technique for evaluating signal penetration employed in this work is similar to those others
have implemented over the years for non-HEMP applications such as radio/cellular communications
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Figure 3. Passive test for assessing signal penetration.

coverage and electromagnetic compatibility. Examples of empirical investigations that have considered the
attenuation of external electromagnetic fields by structures such as residential housing and commercial
buildings can be found elsewhere [7; 8; 9; 10; 11; 12]. However, most of these works focus on frequencies
that are higher than those relevant for HEMP.

The objective of this study was to apply the passive test to determine the characteristics of the HEMP
component leaked into a power generation facility. The following discussion summarizes the equipment
required for such a test and the general procedure to be followed.

1.1 EQUIPMENT FOR A PASSIVE TEST

The equipment includes antennas (with sufficient gain, but reasonably sized to be moved around easily),
antenna stands, portable spectrum analyzers (preferably ones that can be powered by a laptop via the USB
port), a laptop, and a utility cart. For a more sensitive setup, for receiving signals below 30 MHz, a
magnetic ferrite or electric monopole antenna (or both) should be used. To expedite a measurement
campaign consisting of many sampling positions both inside and outside of the facility, spectrum analyzer
control and data collection should be automated as much as possible, such as by using a MATLAB script,
so that the operator only has to move the utility cart carrying the instrumentation to a location, run the
script to collect/save the data, and then move to the next location.

1.2 GENERAL PROCEDURE OF A PASSIVE TEST

Once a power generation plant has been identified, before any actual test, the types of signal sources that
are expected to be present at the plant location should be assessed. Because broadcast radio/TV and
cellular radiators are required to register with the Federal Communications Commission, emitter
information, including the exact location of the transmitter antenna/radio tower and the transmitted power
levels, is usually publicly available online. Simple propagation studies can also be performed to evaluate
whether a particular transmitter can provide sufficient incident power at the testing site to allow meaningful
attenuation calculations to be made. This pre-test survey could also serve as a screener to determine
whether a particular plant is a good candidate for the passive test.



Actual testing at the facility would entail RF spectrum sampling at both external and internal facility
locations. For the external sampling, measurements should be taken around the perimeter of the facility
(e.g., at four sides of a building). Internal sampling can be conducted at all indoor locations of interest
(e.g., control rooms). All the measurement paths should be determined a priori based on a layout of the
plant. To capture the signal constructive and destructive interference patterns (and multipath effects), many
sampling locations may be needed. For the current application, although there is no proven rule-of-thumb
formulation that can be used to readily determine a suitable spatial sampling interval, a sampling interval of
approximately 2 to 3 m provides a reasonable balance between data collection expediency and fidelity. Of
course, if time and resources permit, finer sampling can always be applied and would lend additional
confidence to the data. In general, because most settings are multipath-rich environments, the actual signal
level can vary significantly (e.g., by >10 dB) from one location to the next—even with a separation
distance of a few feet—and can fluctuate a few decibels from one spectrum sweep to the next for a fixed
location. In terms of the frequency range, for this study, ambient signals primarily in the band of ~1 to
200 MHz were examined. Although the main interest here concerns the early-time HEMP signal,
propagation at the higher frequencies was also tangentially considered since those frequencies would be
relevant for intentional electromagnetic interference waveforms, such as those emitted from high-power
microwave transmitters [13; 14].

From the data collected, a shielding effectiveness can be defined in terms of the average received powers as
S[dB] = PexternaildB] = PinternaildB] ()

which can be formulated for the electric or magnetic field. Examples of “typical” transfer functions are
shown in Figure 4 for a closed enclosure, which demonstrates that, in general, the overall response can be
loosely partitioned into three domains: a low-frequency region, a resonance region, and a high-frequency
region. In the low-frequency region, for frequencies below the ~10-20 MHz range, the coupling coefficient
is an algebraic function of the frequency with an asymptotic form of « f" (n = 0, 1, 2,...). In this regime,
the electric field attenuation is greater than the magnetic field attenuation, and the difference increases with
decreasing frequency [7]. In the resonance region, the electric and magnetic field attenuation levels can
likely be simply taken to be almost the same (in the average sense). In the high-frequency region, the field
intensity exponentially decays as a function of frequency.

Although it would be beneficial to measure the signal response as a function of the antenna orientation (i.e.,
both horizontal and vertical), there is likely no significant difference in the average attenuation between the
different orientations when the data from multiple locations are averaged together, especially for indoor
locations, where the fields are more randomly polarized.

Carrying out the internal and external signal sampling at around the same time is preferred because some
transmitters may vary their transmitted power during the day. For example, cellular transmitters tend to
transmit higher powers when the user traffic is high [15]. Most AM radio stations are also required by the
Federal Communications Commission to reduce their power at night.
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Figure 4. Examples of “typical” transfer functions for a closed enclosure: (a) electric; (b) magnetic.

2. ELECTROMAGNETIC SIMULATIONS

To gain an initial insight into the propagation characteristics of facilities, 3D numerical simulations of
canonical building structures were carried out. An integral equation-based code (i.e., the method of
moments [16]) as implemented by a commercial software [17] was applied to understand the interactions
of electromagnetic waves with structures as a function of frequency, excitation incidence angle,
building/ground plane electrical properties, and building dimensions. Because the simulations rely on a
full-wave approach, there are no restrictions on the types of construction material that can be incorporated
into the model. However, the electrical size of the overall computational domain may be limited by the
computational resources available. An example simulation setup and its results are shown in Figure 5.

2.1 MODEL SETUP

In all the following simulations, the external excitation was provided by a plane wave with incidence angle
6;. A vertically polarized incoming wave was assumed since, in practice, vertically polarized signals
generally experience less propagation loss in an outdoor environment. The electric and magnetic fields
were first recorded at observation points located inside and around the building structure; then, the
shielding effectiveness levels (or transfer functions) were derived from Eq. (2) using the field responses.
The maximum frequency was set to 20 MHz because of computational resource constraints, which is an
acceptable limit given that most of the energy of the standard early-time HEMP is in the low-frequency
region.

The simulation models considered in detail are shown in Figure 6. The base material of the building walls
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Figure 5. Full-wave simulation example for a building: (a) model; (b) internal and external field
intensity plot.

is concrete with relative dielectric constant €, = 4.5 and conductivity oo = 20 mS/m. The wall thickness is
20 cm. The top and the floor of the structure are also concrete, except for the model in Figure 6(b), which
assumes a metal roof, along with a wall frame that consists of vertical metallic strips. 2D strips were
employed since fully 3D columns and trusses would incur additional computational cost; at the frequency
range of interest, this is a reasonable approximation. The exterior ground plane is either a perfect electrical
conductor (PEC) or a dielectric surface with €, = 10 and oo = 1 mS/m. Models with a dielectric ground
plane require finer discretization and more computational resources, especially for convergence at low
frequencies. The spatial field sampling interval along interior and exterior paths is ~2 m, which is
comparable to that for the measurement data presented in Section 3..
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(c)

Figure 6. Canonical structures considered in the simulations: (a) 10 x 10 x 10 m (all concrete); (b) 10
% 10 x 10 m (concrete with metal roof/frame); (c) 20 x 10 x 10 m (all concrete).

2.2 SIMULATION RESULTS

The simulation results for the three models in Figure 6 are shown in Figures 7-9. By noting the general
trends in the shielding behavior, suitable functions can be constructed in fitting the measurement data—a
necessary step in generating a continuous response to evaluate the fields coupled into the interior of a
facility. Thus, the following observations can be gleaned from the data. The magnetic transfer function
tends to behave as o« 0 at low frequencies, mostly independent of the excitation incidence angle and the
ground plane properties; on the other hand, the electric transfer function is of the form o< f” (n =0, 1,2,...)
at low frequencies, depending on the incidence angle and ground plane properties. The ground plane (that
is, either PEC or dielectric) does not affect the field response significantly for incidence angles away from
normal; notably, the ground plane properties seem to affect the results for a building with metal frame more
than the other cases. The effects of the ground plane are more evident for the electric response at normal
incidence angle (6; = 90°), which is partially because for a PEC ground plane, the electric field component
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Figure 7. Transfer functions for the structure in Figure 6(a): (a) PEC ground plane; (b) dielectric
ground plane.

that is parallel to the ground—the dominant field component at normal incidence—approaches zero at the
same rate for both interior and exterior locations. Therefore, the ratio of the two also approaches a constant
as the frequency decreases. The PEC and dielectric ground plane results tend to diverge more (in most
cases) as the frequency approaches the resonance region. Furthermore, the metal roof/frame increases
shielding against the electric field more than the magnetic field. In addition, the size of the building does
not seem to significantly affect the results (for the two sizes considered), except for the electric response of
a configuration with a metallic ground plane and at normal incidence.
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Figure 8. Transfer functions for the structure in Figure 6(b): (a) PEC ground plane; (b) dielectric
ground plane.

3. EXPERIMENTS ON ORNL CAMPUS

As a test run of the passive technique for estimating signal leakage into a building, spectrum sensing was
carried out at the ORNL campus, in and around Building 2370HVC (Figure 10(a)). For shielding
effectiveness determination, three sets of measurements were taken: (1) a high-band, electric field
measurement with an ETS mini-bicon; (2) a low-band, electric field measurement with a retractable
monopole (vertically oriented); and (3) a low-band, magnetic field measurements with an AHS ferrite rod
(HFR-2). It was assumed that the electric and magnetic field responses start to converge in the resonance
region (that is, they have approximately the same level of shielding); therefore, there was no need to
conduct a separate measurement for the magnetic field at the high frequency bands. In the low-frequency
region, the two field responses diverge and thus were measured separately.
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Figure 9. Transfer functions for the structure in Figure 6(c): (a) PEC ground plane; (b) dielectric
ground plane.

An amplifier was not used in the receiver chain during this test, except for the observations taken with the
AHS ferrite rod. In all cases, the signal from the antennas was routed to either a Tektronix RSA 306B
spectrum analyzer or a Red Pitaya STEMLab 125-14 software-defined radio unit. To automate the data
collection process, a MATLAB script—which employed the capabilities of the Instrument Control
Toolbox—was applied to control the receiver units.

Figure 11 shows the antennas and the equipment used for the experiments. Measurements were made along
two paths—one inside the building and one around the exterior perimeter of the building, as shown in

Figure 10(b). The average spatial separation between successive samples was approximately 2 m. For the
ferrite rod measurements, at each location, data for four different horizontal orientations were collected and
saved, but only the strongest of the four signals was used in the shielding effectiveness calculations.

10
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Figure 10. Building 2370HVC and measurement paths.

3.1 MEASUREMENT DATA FOR AMBIENT ENVIRONMENT

The measurement results are shown in Figures 12—15 as a function of location and frequency. The
high-band, electric field data are displayed in Figure 12 for 10-200 MHz, which is a band that contains
broadcast FM radio and very high frequency (VHF) TV signals, and in Figure 13, which captures the
response at the cellular (GSM downlink) band of 850-900 MHz. The low-band, electric and magnetic field
data, which include only the AM radio signals, are shown in Figures 14 and 15, respectively. RF
interference signals were encountered, especially for some building interior locations, for all three
measurement sets; however, these spurious signals, for the experimental setup as described, did not seem to
significantly affect the dynamic range of the data collection.

By averaging the interior and exterior fields at all locations, the shielding effectiveness of the building can
be determined as a function of frequency, as displayed in Table 1. The results are consistent with the

11
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Figure 11. Antennas and equipment: (a) ETS mini-bicon; (b) retractable monopole; (c) AHS ferrite
rod.
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Figure 12. High-band, electric field response for Building 2370HVC.

typical transfer functions in Figure 4.

-100
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In view of the simulation results presented in Section 2., the shielding effectiveness results were fitted with

standard functions; specifically, the following expressions were applied for the electric and magnetic

responses, respectively [6]:

2
Sk (f) =SE,M(1 +(%) )
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Figure 13. High-band, electric field response for cellular (GSM downlink) band for Building
2370HVC.
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Figure 14. Low-band, electric field response for Building 2370HVC.

where S £  is the electric shielding limit at high frequencies and S g is the magnetic shielding limit at low
frequencies; fr 0, fuo0, and fy 1 are the 3 dB frequency “knee” points that denote the demarcation between
the different spectral regions. Subsequently, the transfer functions can be defined as

Ten (f) [dB] = -101og,o S . (f) &)

An example plot of the electric and magnetic transfer functions is shown in Figure 17. Circuit equivalents
can also be synthesized to provide a physical interpretation of the shielding functions. It can be shown that
Eq. (3) is related to the transfer function for a one-capacitor, two-resistor model, whereas Eq. (4) can be
derived from a one-capacitor, three-resistor model.

Figure 16 shows the fitted transfer functions alongside the original measurement data taken at Building
2370HVC. The parameters of the shielding functions are S g o = 2.28, fro = 6.61 MHz, S = 7.02,
fuo =3.33 MHz, and fy; = 1.9 MHz.
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Figure 15. Low-band, magnetic field response for Building 2370HVC.

Table 1. Shielding effectiveness (in decibels) for Building 2370HVC

AMRadio | FM Radio VHF TV Cellular
(~1 MHz) | (~100 MHz) | (~200 MHz) | (~900 MHz)
15 (7) 1 1 18

Electric* *Magnetic

Transfer Function [dB]

O E Measurement |_|
40 —EFit
H Measurement

50 L N | L N | L N | R
10° 10° 107 108 10°
Frequency [Hz]

H Fit

Figure 16. Transfer functions for Building 2370HVC.

3.2 CALCULATION OF BUILDING INTERIOR FIELDS USING SEMI-EMPIRICAL
TRANSFER FUNCTIONS

Once the transfer functions are known, the fields inside the building can be derived for any external
excitation. Here it was assumed that the excitation is provided by a plane wave that emulates the standard
IEC E1 HEMP waveform [18; 19], with the electric field given by

Eq (1) = Eotky (¢ — ™) (©)
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Figure 17. Standard transfer functions.

Table 2. Characteristics of the E1 HEMP waveform

Waveform peak Epear = 50000 V/m

Spectrum peak Eiow freq = 0.00152 V/m/Hz
Waveform peak power Ppeqk = 6.64 x 106 W/m?
Spectrum peak power Piow freq = 6.11 X 10~° W/m2/Hz
Total energy Wiotar = 0.115 J/m?

Time of peak tpeak = 4.84 ns

Rise time (10% to 90% of peak) t, =247 ns

Pulse width (full width at half maximum) t, =23ns

Pulse width (total energy over peak power) Wiotat/Ppeak = 17.3 ns

Spectrum width (total energy over peak spectrum power)  Wiorar/Piow freq = 18.8 MHz

where Eg; = 50kV/m, k; = 1.3, a1 = 6 X 108 s, and by = 4 x 107 s; in the frequency domain, this is
represented as
a—b
— (7)
(a1 + 2nf) (b1 + j27f)

The corresponding magnetic field waveform was found by normalizing Eqs. (6) and (7) by the free-space
impedance. The E1 pulse function in time and frequency domains is shown in Figure 18, and the main
characteristics are summarized in Table 2.

E| (f) = Eorky

Consequently, the total field response in the building can be calculated as

Etotal (f) = E| (f) - Tk (f) . th,E (f) (8)
Hiptar (f) = Hi (f) - Tr (f) - Whs, () )

where W, g (f) and Wy, iy (f) are the half-space responses (that is, the responses at the observation point in
the presence of only earth/ground), which can be formulated in closed-form for plane-wave excitation [20].
The time-domain equivalents of Egs. (8) and (9) can be recovered with the fast Fourier transform algorithm.

Only the amplitude component of Tx (f) and Ty (f) (as computed from S g (f) and S i (f)) is measured,
and a phase term is needed to get a physical (causal) response: here, the phase term was assumed to be that
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Figure 18. E1 HEMP waveform: (a) time domain; (b) frequency domain.

of the equivalent circuits mentioned previously; specifically, the phase of the transfer function takes the
form

(TE (f) = tan”™! (%) (10
AR R U O o
LTy (f) =tan (fH,l) tan (fH,O) (11D

With the given considerations, the expected average HEMP fields inside Building 2370HVC are shown in
Figure 19. Because of the high-pass filtering characteristic of the transfer functions, the waveforms coupled
into the building—although reduced in their peak values—are more compressed (and have a sharper
risetime) compared with the original incident signals.
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Figure 19. Interior HEMP fields for Building 2370HVC: (a) electric; (b) magnetic.

4. TESTING AT A POWER GENERATION FACILITY

Next, to further demonstrate the utility of the passive method for assessing shielding effectiveness in
realistic scenarios, measurements were carried out at an actual power generation facility. The objective was
to determine E1 HEMP field levels inside facility locations such as the control room, generator room, and
cable spreading room. Altogether, the ambient electric and magnetic field responses were sampled inside
and outside of the powerhouse building at 25 locations. Because data collection along the perimeter of the
building could not be easily arranged, the exterior measurement set taken on the main roof was used as the
reference for evaluating the shielding levels at interior positions. In processing the data, as done for the
signals collected at the ORNL campus, transfer functions were first deduced from the measurements;
subsequently, the expected E1 pulse waveforms and peak fields at various interior locations were derived.
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Figure 20. High-band, electric field response for the powerhouse.
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Figure 21. Low-band, electric field response for the powerhouse.
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Figure 22. Low-band, magnetic field response for the powerhouse.

Table 3. Shielding effectiveness (in decibels) for the powerhouse

Frequency Band | AM Radio FM Radio " - - - o
oconon ————Fesuency ena] a3 | i, | oo o | e | e | e

(1) front entrance

(2) main roof position 1 = = = o = - - -
(3) main roof position 2 = s 5 = g - - _
(4) main roof position 3 = = a o o - - -
(5) main roof position 4 = - - - - - - _
(6) west roof position 1 = = - - - - - _
(7) west roof position 2 = - - s = 5 = -

(8) west roof position 3 = = a = = - - -

(9) main lobby 45 (25) 2 4 12 4 8 9 8

(10) el. 694 corridor (midpoint) 43 (22) 5 21 7 16 16 16
(11) control room position 1 >59 (>34) 3 11 18 16 24 24 22
(12) control room position 2 >45 (>32) 7 11 9 17 24 25 21

(13) control room position 3 >43 (>39) 2 15 11 15 22 22 19
(14) control room position 4 >56 (29) 17 17 21 17 23 24 22
(15) cable spreading room >55 (>33) 5 8 13 15 24 25 2
(16) tunnel 32(17) 46 >51 >54 >48 >49 >32 >36
(17) 440V aux board room >42 (>23) 13 17 30 29 41 &R >32
(18) generator room position 1 >51 (>42) 1 5 14 15 21 19 15
(19) generator room position 2 >58 (>38) 3] 6 20 14 19 15 16
(20) generator room position 3 >58 (>29) 2 ] 14 11 19 17 12
(21) generator room position 4 >57 (>38) 11 10 20 18 23 16 13
(22) exciter xfmr room >49 (>28) 10 17 28 22 27 28 26
(23) main aux board room >60 (>23) 15} 16 25 20 2 24 22
(24) draft tube - near gen 1 >56 (>42) 36 44 5] 42 48 >34 >30
(25) draft tube - near water pump  >53 (>33) 38 43 48 >42 >47 >28 >29

Electric . Magnetic
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Figure 23. Transfer function models for the tunnel: (a) electric; (b) magnetic.

Plane wave excitation

Figure 24. Canonical structure with concrete and rebars.
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Figure 25. Simulated transfer functions for the structure in Figure 24: (a) electric; (b) magnetic.
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Figure 26. Simulated transfer functions for the structure in Figure 24 as a function of rebar spacing:
(a) electric; (b) magnetic.
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Figure 27. Simulated transfer functions for the structure in Figure 24 as a function of rebar radius:
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Figure 28. Interior fields for control room (average): (a) electric; (b) magnetic. Similar waveforms
are found for the generator room, cable spreading room, and so on. Therefore, those results are not

explicitly included here.
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Figure 29. Interior fields for the 440 V auxiliary board room: (a) electric; (b) magnetic.
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Figure 30. Interior fields for the main auxiliary board room: (a) electric; (b) magnetic.
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Figure 31. Interior fields for the exciter transformer room: (a) electric; (b) magnetic.
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Figure 32. Interior fields for the draft tube area (average): (a) electric; (b) magnetic.
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Figure 33. Interior fields for the tunnel: (a) electric; (b) magnetic.

Parameter of Interest

control room (average)

440V aux board room
main aux board room

exciter xfmr room

draft fube area (average)

tunnel

1, [ns]

1.1

o/
1.0
2
2.3
8.3

Table 4. Parameters of coupled waveforms

2.3
55
2.1
243
77
24.4

4.1 MEASUREMENT RESULTS

As before, at each sampling position, three sets of measurements were obtained: (1) high-band, electric
field; (2) low-band, electric field; and (3) low-band, magnetic field. The assumption again was that the
high-band magnetic field attenuation is approximately equal to that of the electric field. The antennas used
were the same as those shown in Figure 11. For ease of interpretation, the signal spectrums from all
locations were combined into a single “mosaic” plot as a function of frequency, as displayed in

Figures 20-22.

E, ‘peak
[kV/m]
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Figure 20 shows the high-band, electric field response obtained with the mini-bicon antenna. The available
signals over the measured frequency range included FM radio, VHF TV, ultra high frequency (UHF) TV,



and various cellular bands. In general, these signals become weaker as one proceeds deeper into the lower
levels of the facility, with an increase in attenuation that becomes more evident at the higher frequencies
than at the lower frequencies.

The low-band, electric field response from the monopole antenna is displayed in Figure 21. The only
ambient signals present were broadcast signals from AM radio stations, most of which were situated less
than ~10 mi away and to the southwest side of the test site. There was significant attenuation inside the
facility at these frequencies. Among all the interior positions, the strongest signal was the one measured in
the tunnel connecting the powerhouse to the switchyard. Also, considerable RF interference limited the
dynamic range of the measurements.

Figure 22 displays the low-band, magnetic field data as received by the ferrite rod antenna. For the electric
field response, the only signals available were those from AM radio stations. The strongest signals
corresponded to those measured in the tunnel. In general, the attenuation level for interior building
locations was greater than 20 dB. Once again, dynamic range was negatively affected by a significant level
of interference—emitted by the internal equipment—that was mostly around the 400 kHz range but
extended well into the AM radio bands.

The shielding effectiveness at the building interior and in the tunnel was calculated with Eq. (2), and the
results are displayed in Table 3. At low frequencies (~1 MHz), the building structure in general provides a
relatively high level of shielding, with a minimum of at least 42 dB for the electric field and 22 dB for the
magnetic field. The least amount of shielding was observed in the tunnel, for which the electric and
magnetic shielding levels were 32 dB and 17 dB, respectively.

At the FM radio bands, for non-tunnel locations, the attenuation appeared to be much less than that at
~1 MHz. At one location in the control room, only 2 dB of shielding was noted, and, similarly, in the
generator room, the shielding fell to as low as 1 dB. The highest level of attenuation, at ~100 MHz, was
experienced by signals propagating into the tunnel, for which the shielding was even higher than for
locations situated deep in the facility (e.g., near the draft tube area).

At the higher frequencies (VHF TV, UHF TV, and cellular bands), the attenuation in general increased with
frequency, but the shielding levels were consistently lower than those at ~1 MHz. At these frequencies, for
non-tunnel locations, the dominant signal propagation mechanisms are likely defined by transmission
through building apertures (e.g., windows) and diffraction around building structures, whereas for inside
the tunnel, which experiences a higher level of attenuation over these bands, the propagation mode consists
of transmission through the combination of a lossy soil layer and the tunnel wall.

4.2 POWERHOUSE ATTENUATION AND SIGNAL MODELS

In view of the observations described in the previous section, semi-empirical attenuation models were
developed to fit the measurement data. For non-tunnel locations, which are shielded by one or more layers
of reinforced concrete (i.e., a combination of concrete and rebar), the shielding functions from Eqgs. (3) and
(4) are satisfactory in modeling the electric and magnetic responses. The propagation behavior in the
tunnel—and its attenuation profile—as evident from Table 3 is very different from at other interior locations
in the facility; that is, unlike the responses at other locations, the high-frequency (~100 MHz) attenuation
in the tunnel is actually greater than the low-frequency (~1 MHz) attenuation. This is partially because the
tunnel is buried under a layer of ground soil, which exhibits an attenuation constant that increases
exponentially with frequency at a faster rate than that for concrete. Consequently, the simple models for the
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transfer functions developed previously for building interior locations become inadequate for the tunnel;
however, a more complete model can be established by supplementing Egs. (3) and (4) with an exponential
term that includes the effects of a lossy soil slab. Figure 23 shows the derived total transfer functions that
are appropriate for use inside the tunnel. The standard shielding models as expressed by Eqs. (3) and (4) do
not provide sufficient attenuation in the high-frequency regime, whereas the lossy earth slab model by itself
underestimates the attenuation in the low-frequency regime. Only by combining the two models can an
attenuation profile that more accurately reflects the trends observed in the measurement data be obtained.

Notably, the measured attenuation in the low-frequency regime at the power generation facility is, in
general, markedly higher than that previously recorded at Building 2370HVC. The main reason for this
difference is the fact that the powerhouse is constructed of reinforced concrete, whereas the walls of
Building 2370HVC are mostly composed of drywall/concrete with a metal frame—one that is likely
defined by relatively widely spaced metal columns/trusses. To investigate the attenuation levels of
reinforced concrete, full-wave simulations of the structure shown in Figure 24 were carried out with the
method of moments. Specifically, three compositions for the outer shell of the structure were considered:
(1) concrete only; (2) rebars only; and (3) rebars embedded in a layer of concrete. The low-frequency
responses of the model are displayed in Figure 25. For the electric field, neither the concrete nor the rebar
grid by itself would generate the high level of attenuation observed in the measurement data; the shielding
effectiveness significantly increases when concrete and rebars are combined. However, for the magnetic
field, most of the shielding appears to be provided by the rebars. Figures 26 and 27 show that the
attenuation level, as expected, tends to increase with decreasing rebar spacing and increasing rebar radius.

4.3 INTERIOR FIELD CALCULATION AND RESULTS

With the transfer function models established, the predicted E1 HEMP signals at various locations within
the powerhouse were derived using the procedure outlined in Section 3.2. The resulting waveforms are
illustrated in Figures 28-33, and a summary of the waveform parameters is presented in Table 4. For
non-tunnel locations, the signal transmitted into the facility was a weakened pulse with a shorter risetime
and duration than the original waveform, owing to the high-pass filtering behavior of the wall material. For
the tunnel, which essentially acts as a band-pass filter for the electric field but a low-pass filter for the
magnetic field, the signal is not only weakened but also stretched in time, an attribute that is more evident
for the magnetic field than the electric field.
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5. SUMMARY

The utility of a passive approach for determining facility E1 HEMP shielding effectiveness was
investigated in this study. As an initial step, electromagnetic simulations were first carried out to assess
signal penetration as functions of frequency, incidence angle, building/ground plane electrical properties,
and building dimensions. Although computational resource constraints limited the maximum frequency
and electrical size of the problem considered, the results still informed important trends in the field
response. (Structural elements such as apertures—e.g., windows and doors—and cable penetrations were
omitted in the current simulation study. Of course, the coupling effects stemming from these features
manifested themselves in the measurement data. Their specific levels of significance in providing
additional pathways for EM wave propagation will be further considered in future investigations.)

Measurement campaigns were undertaken at the ORNL campus to identify the testing equipment
needed—and to develop a systematic measurement procedure—for estimating ambient signal propagation
into facility interiors. Subsequently, on-site testing was performed at a power generation plant to fully
evaluate the practicality of the overall method. As a result of these efforts, a shielding effectiveness table
was established for various locations within the plant, such as the control room, generator room, and cable
spreading room. After the measurement-based transfer functions were fitted with appropriate attenuation
models, interior HEMP waveforms were derived for the electric and magnetic fields. The following trends
were observed from the power generation facility data, as relevant for HEMP frequencies of interest. For
non-tunnel interior locations, in the low-frequency range (~1 MHz), the attenuation was at least 50/22 dB
on average for the electric/magnetic field; in the high-frequency range (~100 MHz), except in the draft tube
area and the tunnel, the average attenuation was only ~7 dB for both field components. Overall, a

~20 dB/decade attenuation rate was noted within the ~1 to ~100 MHz region, which matches a behavior
previously seen in the simulations. In the tunnel, as compared with other interior locations, the attenuation
at ~100 MHz was significantly higher because of soil propagation loss, whereas the attenuation at ~1 MHz
was lower. The signal penetrating into the facility was, in general, a temporally compressed pulse for
non-tunnel locations but a stretched one for the tunnel area. The estimated waveforms can be used as
excitation sources for determining HEMP effects on various power generation equipment as part of the next
phase of the study.
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