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EXECUTIVE SUMMARY

Rootkits and other stealthy malware attempt to conceal their presence on a computer by making changes
to the host computer’s operating environment. ORNL’s Heartbeat technology detects these changes, and
thus the malware itself. Heartbeat operates by directly monitoring the DC power consumption of the
computer while a set of operations, the “heartbeat,” is executed periodically. These operations exercise
parts of the operating system that are common targets of malware tampering. The power consumption
during these heartbeat events is monitored and then compared to a previously learned baseline, with any
significant deviation detected and analyzed. This technology has been tested and validated in a laboratory
environment, and ORNL is currently seeking a deployment partner to allow for further in-context
development and testing of this technology.

1. MOTIVATION

Traditional malware detection techniques face three critical challenges.

o Increases in polymorphic malware. Signature-based detection is the most common technique used
to discover malware because it is fast and reliable with low false-positive rates, but it depends on up-
to-date signatures for low false-negative rates. Polymorphic malware evades signature-based systems
by modifying its static files during the installation phase, which greatly increases the likelihood that
signature-based antimalware software will flag it as benign [1].

e Deployment of “fileless” malware. Fileless malware establishes its presence in memory but does
not write itself to traditional persistent storage [2]. This means that the malware may not survive
reboot, but also that it leaves very little or no forensic evidence to be discovered by traditional
scanning methods. This type of malware is especially concerning for critical systems — like power
grid or industrial safety control systems — that require constant uptime and are almost never rebooted.

e Rise of UEFI and “bootkit” malware. Very recently new “firmware” malware has been discovered
that writes itself to the flash memory of the computer hardware itself, thus executing “underneath” the
operating system [3][4][5]. This malware can persist across reboots and can even survive re-installs
and is very difficult to detect.

These techniques can be combined, with polymorphic techniques creating a “moving target” for
detection, fileless malware techniques used to prevent discovery through traditional on-device files and
forensic traces, and bootkit malware to enable persistence for otherwise fileless malware systems.

2. APPROACH

2.1 ANTI-DETECTION LEAVES A TRACE

Unlike other software on a computer, rootkit malware takes actions to hide its presence from detection
systems [6]. Some of these are active measures where the malware attempts to modify components of the
operating system (or even lower-level structures — see “bootkit” malware above) to present false
information to malware scanners and thus evade detection. With antimalware controls effectively




defanged, a rootkit can take further steps to establish persistence and enable the installation of other
malware executables.

All software, malicious or not, executes code to accomplish its mission, and unavoidably consumes power
and time. By injecting itself into heavily used system utilities and structures, a rootkit induces a power-
and time-consumption overhead that is unexpected and unusual, given normal operations. ORNL’s
Heartbeat technology isolates and analyzes the power and timing deviation of carefully chosen operating
system functions and structures in a tamper- and noise-resistant manner, revealing the presence of
malicious OS changes to a remote server or SIEM.

Figure 1 Heartbeat Signa (vellow) CHd lock-in amplifier guide pulses (red) .
2.2 HEARTBEAT APPROACH

There have been several attempts to detect malware using power monitoring. These approaches have
focused on examining the very noisy power consumption signal to discover anomalous consumption and
highlight it. They have met with limited success [7]. ORNL’s Heartbeat approach improves on these
attempts by taking advantage of several key insights:

e Rootkits create changes in OS behavior that are definable and malware-specific [8]

e By running them periodically with a small program — creating an observable “heartbeat” — targeted
system functions can be instrumented in a lightweight, low-privilege manner [9]

e Users can isolate and measure the heartbeat signal from raw power measurements using lock-in
amplification [10]

This approach has both advantages and disadvantages. Significant advantages are the following.

e Heartbeat does not rely on scanning files or memory but focuses on detecting an unavoidable
consequence of the changes in the operating system used by malware to hide itself. This approach
works with existing malware detection approaches and is complementary to them.

e Heartbeat does not depend on /ow a threat is installed, so it works for “zero-day” malware.

e  While Heartbeat runs a small amount of code on the machine being monitored, it does so as an
unprivileged user, so it does not increase the attack surface of the device.




e Heartbeat’s detection occurs by monitoring the DC power consumption of a device and is thus
logically isolated from the device itself. That is, malware operating on the device has no connection
to the detection system and no channel to enable it to tamper with detection.

e Because the detection occurs off-device, it can be used to take local actions, including implementing
local network filtering and device isolation on detection.

Disadvantages of this approach are the following.
e Additional hardware may be required. Some systems may come with power monitoring that can be
used by Heartbeat, but for many a specialized power supply or an in-circuit addition of hardware may

be required to capture the power signal.

e Additional network connectivity may be required. The detection is performed by a separate single-
board computer (SBC) that must itself be connected to the network.

e Additional testing in the relevant deployment environment is needed to better characterize the
detection capabilities of the Heartbeat system.

The requirements for additional hardware are low; ORNL is currently investigating a proof-of-concept

approach that relies on the use of an Arduino, Raspberry Pi Zero, or other low-cost, low-power device to
implement the necessary monitoring.

3. TECHNICAL DETAILS

3.1 INSTALLATION
The Heartbeat technology consists of four primary components:

The heartbeat injection code

A power sensor (current or voltage)
A function generator

A lock-in amplifier

el

The injection code is a small unprivileged software program that executes the heartbeat routine at a fixed
interval. The last three are hardware devices that must be deployed into or near the power supply of the
monitored system. While all four of these components are necessary for Heartbeat’s functioning, we
believe that one or more hardware elements can be miniaturized and combined onto a single, low-cost
PCB or off-the-shelf computer, which will simplify the hardware installation. The specific nature of this
miniaturization effort depends on the target installation.




3.2 OPERATION
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Figure 2 Heartbeat components and operational workflow

Fig. 2 shows a high-level model deployment and workflow for Heartbeat in a generic computer system
[8][9][10]. Hearbeat’s operation can be described in the following steps:

e Step 1: Prior to executing the heartbeat instructions, the Heartbeat code signals the function generator
to send a synchronization pulse to the lock-in amplifier.

o Step2: The Heartbeat code then runs the specified exercises on the monitored computer, which causes
a transient “spike” in its electrical behavior.

e Step 3: This spike is automatically read and conditioned by the lock-in amplifier, which then sends
the data to a nearby server or SIEM.

By only sampling during a tight interval, the lock-in amplifier filters out most of the power consumption
noise that comes with this data source, greatly improving the signal-to-noise ratio of the collected data.

Choosing which system functions and structures to run during each heartbeat is critically important to
Heartbeat’s accuracy and should be informed by the monitored device’s architecture and use case, the
user’s security policies, and knowledge about malware tactics and objectives. Much of this process can
be automated during installation.

4. CURRENT STATUS AND POTENTIAL DEPLOYMENT

Heartbeat is currently evaluated at a Technology Readiness Level (TRL) of 4, indicating “Component
and/or system validation in laboratory environment” [11]. Testing and development of Heartbeat have
taken place in the laboratory environment targeting malware running on a commodity Windows
computer. Custom power sensors are placed between the power supply and the motherboard connector,




and “benchtop” hardware (lock-in amplifier, data acquisition board, function generator) used for testing.
A number of malware samples have been tested, including Black Energy [12], Sofacy.A [13],
SofacyCarberp [14], Greenbug [15], and ZeroAccess [16]. In thie environment, Heartbeat successfully
detected all malware samples and was able to distinguish them from the uninfected state.

ORNL is currently seeking a deployment partner to allow for further in-context development and testing
of this technology. The specific deployment environment will have a significant impact on how
Heartbeat should be developed and deployed. For example, a Linux host will require different heartbeat
injection code than a Windows host. Hardware placement and monitoring may be simpler for certain
devices and deployments than others. Once a deployment environment is chosen, ORNL is confident
Heartbeat can be rapidly evolved and deployed to protect systems in that environment.
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