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EXCUTIVE SUMMARY

This report describes how electrical utilities with residential, industrial, commercial and government
customers make decisions using Data Analytics (DA) applications and discusses how OpenFMB was
leveraged to share that data among disparate types of devices for DA. OpenFMB is a data standard
developed by utilities for distributed communication and control of power system assets [13]. We explore
how OpenFMB can be used for sharing analytics and what those analytics could be for a set of
representative grid devices. We present a review of DA applications performed by electrical utilities and
customers. An overview of how the testbed we used was configured is summarized. Several experiments
which were carried out to explore the capabilities of OpenFMB alongside other data sharing mechanisms
for gathering sensor measurements and sharing analytics is also discussed. And finally, a comparison of
OpenFMB and LBNL’s SPARK framework is summarized.

Today’s PMUs and Relays can measure voltage and current signals of 60 and 48 harmonics,
respectively. PMUSs and Relays can allow the estimation for normal operation (oscillating at 60 Hz), and
harmonics disturbances in power systems. However, micro PMUs allow 120 samples per second, and
they should be used for normal operation (oscillating at 60 Hz) in power systems. In addition, most DA
applications applied currently by electrical utilities focus on residential, industrial, commercial and
government customers, while transportation customers (electrical cars, vans, trucks, buses, subway, rail,
and trolley systems) represent less than 1% of total U.S. electricity. The growing demand of electrical
vehicles could require studying the impact of transportation customers in the near future, to know what
and how DA applications will be applied between electrical utilities and transportation customers.

Electrical utilities focus on monitoring the real-time customer consumptions, offering new real-time
tariff models based on customer usage habits (rewards and punishments), providing energy peak during
peak load times (plan energy generation and distribution), improving the load management for
transformers and power lines, and controlling the energy and grid resources efficiently. On the other hand,
the DA applications for residential customers are based on modifying the customer electricity usage habit
to save money, making accurate and timely decisions for electrical billing. However, the DA applications
for industrial, commercial and government customers focus on creating efficient programs to improve the
environmental condition (reducing CO2 emission), developing better load forecasting for industrial and/or
commercial activities.

In this project we configured a testbed to explore how the OpenFMB framework can be used to
distribute data among various types of representative grid edge devices. We used Micro PMUs (Phasor
Measurement Unit) to collect and transmit data from relays to an OpenPDC server. We also configured
OpenFMB framework to collect and transmit data from various relays. The testbed was composed of a
physical asset based on a 60 Hz AC radial power system constructed using SI-GRID components [34].
The power system consisted of a 3-phase 14 volts line-to-ground (24 volts line-to-line) power source,
three 3-phase line emulators, a programmable resistive load bank, two smart relays, two micro PMUs, and
a supervisory control and data acquisition (SCADA) system and Phasor Data Concentrator (PDC)
computer.

This testbed configuration allowed us to perform breaker operations and collect data from the micro
PMUs and from the relays’ sensors. During the micro PMU breaker operation tests, we collected the
measured and estimated fundamental voltages, currents, frequency as well as the total true, reactive and
apparent power. The displacement power factor from two micro PMUs located in parallel power lines was
also used. The software steps for the implementation of the Synchrophasor system are explained in detail
in this report. The setting and data collection phases were performed with open source software. In the
setting phase, the micro PMUs were set, the data stream for each micro PMU was validated, and the



connection and configuration files were created. The PDC computer was set using the connection and
configuration files of the micro PMUs. In the data collection phase we induced simple events like relays
opening and closing and collected the binary data from the micro PMUs. Then we converted the binary
data files of the micro PMUs to analyze the test results. We configured OpenFMB to use protocol
translators to read Modbus and transform the reading into the OpenFMB data model to be read for DA
applications.

Our experiments explored how leveraging the OpenFMB data model and micro PMUs together we can
obtain a varied view of network faults via redundant data sources. In some cases where network faults
lead to failures in the system corroborating these observed phenomenon with redundant data sources
helped validate the observation. For example, in one experiment the fundamental RMS current angle, and
the fundamental displacement power factor (estimated by the ratio between the measured real and
apparent total power) suffered a disturbance at the micro PMU connected to the beginning of the parallel
power line which we were able to validate by matching up the data pattern with the redundant data
sources.

Based on the breaker state scenarios and micro PMU locations, the DA applications using the current
angle and displacement power factor from the micro PMUs should be studied in detail to avoid a non-
desired measurement that could affect the decision from the DA. Also, the sample rates for PMU, Relay
and micro PMU devices were compared. The higher the sample rate, the better the quality of the
measurement for DA estimations.



1. INTRODUCTION

The growing implementation of smart grid applications requires electrical utilities to integrate control
activities with DA implementations to improve their operation [1]. The authors in [2] suggest Electrical
utilities increase inter-operability among intelligent electronic devices (IEDs) and systems to advance grid
operation and control efficiency. Data analytics is the process of examining data sets in order to draw
conclusions about the information they contain [3]. The implementation of DA is applied between
electrical utilities and customers (residential, industrial, commercial and government) by collecting data,
and making decisions [2]. Electrical utilities at transmission areas have used the state of voltage vectors of
power lines and their physical behavior is well-understood [4]. On the other hand, distribution system
operators have not had a detailed real-time actionable information about the electrical grid at the
distribution level [5].

The electrical measurements collected from the utility’s customers along the grid can also provide
information to make decisions. The visualization and interpretation of raw sensor streams can be
enormous, and it can be a difficult task for distribution system operators, considering the large quantity of
data [6]. Then, it is crucial to mine the collected data with analytic tools that can generate informative
measurements and automated reports, to be used by electrical utilities and customers. Recent literature
reviews focuses on the PMU data utilization at the transmission level to improve wide-area monitoring,
protection, and control [7, 8], however, distribution grids are still lagging behind in that respect, since
tools for the transmission grid may not be directly applicable to the distribution grid.

As distribution grids are converting from a demand-serving network towards an interactive grid, there
is a growing interest in gaining situational awareness via advanced sensors such as micro PMUs [9]. The
deployment of the micro PMUs in isolation without additional data driven applications and analytics are
insufficient. Therefore, it is important to equip distribution system operators with complimentary software
tools capable of mining these large data sets in search of useful information and a data model that can
adequately share data among different types of devices.

In this work, we describe how electrical utilities with residential, industrial, commercial and
government customers make decisions using DA applications. Today’s electrical utilities focus on
monitoring the real-time customer’s consumptions, offering new real-time tariff models based on
customer usage habits (rewards and punishments), providing energy peak during peak load times (plan
energy generation and distribution), improving the load management for transformers and power lines,
and controlling the energy and grid resources efficiently. On the other hand, the DA applications for
residential customers are based on modifying the customer electricity usage habit to save money, making
accurate and timely decisions for electrical billing. However, the DA applications for industrial,
commercial and government customers focus on creating efficiency programs to improve the
environmental condition (reducing CO2 emission), developing better load forecasting for industrial and/or
commercial activities.

We configured our micro PMU DA testbed to collect data with a SCADA leveraging OpenFMB and a
Synchrophasor system. We recorded breaker operation tests by collecting data from the micro PMUs
sensors. During the micro PMU breaker operation tests, the fundamental voltages, currents, frequency,
and total true, reactive and apparent power, and displacement power factor were collected from two micro
PMUs located at parallel power line.

The steps for implementation of the Synchrophasor system are explained in detail. Based on the
breaker state scenarios and micro PMU locations, the data collected from the micro PMUs were studied to
observe their behavior for DA applications. The sample rates for PMU, Relay and micro PMU devices



were compared. The higher the sample rate, the better the quality of the measurement for DA estimations.
The sample rates for PMU, Relay and micro PMU devices were compared to study the impact of
collected data from measurement devices at DA applications for power systems at normal (oscillating at
60 Hz) and non-normal (disturbances with harmonics components) operations.

2. LITERATURE REVIEW

2.1 DATA ANALYTICS FOR ELECTRICAL DISTRIBUTION UTILITTIES AND
CUSTOMERS

Today’s electrical distribution utilities have increased the inter-operability among customers because
of the great number of protective relays, PMUs, and smart meters installed along the electrical grid [10].
These devices can be used to perform DA, draw conclusions and make decisions to improve the utility-
grid-customer operation and control efficiency. The implementation of DA could be applied by electrical
utilities to residential, industrial, commercial and government customers. The residential customers
include single-family homes and multi-family housing, and they represent more than one third of the
electricity used nationwide. The largest use of electricity by residential customers is air conditioning,
lighting, water heating, space heating, and appliances.

The electricity demand in the residential sector tends to be highest on hot summer afternoons due to
increased air conditioning use, followed by evenings, when lights are turned on [11]. The commercial and
government customers are service-providing facilities, and other public and private organizations. The
commercial customers represent more than one third of U.S. electricity consumption. The largest use of
electricity by commercial customers is lighting and heating, ventilation, and air conditioning. The
electricity demand in the commercial sector tends to be highest during operating business hours, and it
decreases substantially on nights and weekends [11]. The industrial customers are represented by facilities
that use electricity for processing, producing, or assembling goods (manufacturing, mining, agriculture,
and construction industries). The industrial customers use less than one third of the nation’s electricity.
The manufacturing facilities use more than half of the electricity for powering motors (machine drives).

Other sizable uses include heating, cooling, and electro-chemical processes in which electricity is used
to cause a chemical transformation (steel, aluminum and petrochemical plants). The electricity in the
industrial sector tends to not fluctuate throughout the day or year, as opposed to residential and
commercial sectors [11]. The transportation customers are vehicles that use electricity from the electric
power grid. The transportation customers include electrical cars, vans, trucks, buses, subway, rail, and
trolley systems. The transportation customers account for less than 1% of the total U.S. electricity.
However, this electricity consumption could grow as electric vehicles become more common in the near
future [11]. The diagram of electrical distribution utility and customers is shown in Figure 1.
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Figure 1: Diagram of electrical distribution utility and customers

To allow utilities to make more efficient use of the energy and grid resources it is crucial for electrical
distribution utilities and different customers to be able to take advantage of sharing the DA. On the other
hand, residential customers could save money in their electrical bills, industrial plants could decrease the
environmental impact by reducing CO2 emission, and government buildings can lead energy efficient
programs by acquiring knowledge of the consumption pattern. Table 1 shows traditional DA that could be
applied by electrical distribution utilities and their residential, industrial, commercial and government

customers.
Table 1: Data analytics for electrical distribution utilities and customers
Customers
Utility . . Industrial, Commercial &
Residential
Government
Data Decisions Data 2 Decisions Data Decisions
KkWh, To monitor real- To modify Fl;g Crfr?ltse tf)fgl;igzze
kVARh, . kWh/ customer electricity kWh/ programs
time customer . the environmental
power . month usage habit to save month . .
consumptions impact (reducing CO2
factor money L
emission)
To offer new real-
kWh, time tariff models To make accurate To create better load
kVARh, based on customer kWh/ and timely kWh/ forecasting for
power usage habits day decisions for day industrial and/or
factor (rewards and electrical billing commercial activities
punishments)
To supervise
To provide energy energy quality To supervise energy
Peak peak during peak Voltage provided by the Voltage quality provided by
load times (plan and utility to avoid and the utility to avoid
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energy generation Frequency damage to Frequency  damage to electrical
and distribution) electrical industrial equipment
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i . To operate .
I;Lnde To improve the eleclsrical To operate electrical
Transform transformer load Og—peak equipment during Oq—peak equipment during
management for the times h . times hours with less
er power ) ours with less .
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losses expensive fees
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possible grid ’ equipment that blackouts / industrial and/or
States . restorations . . .
operations could be damaged restorations commercial activities
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[al Data sent by utilities to customers through apps installed in customer’s cellphones

2.2 EMERGING CHALLENGES IN ANALYTICS FOR ELECTRICAL DISTRIBUTION

One of the biggest emerging challenges in the electrical grid is managing and analyzing big data.
Because of the increasing number of measurement devices that generate massive amounts of time-series
data and other types of sensor types that also generate data, the electric grid operator needs new data
system architectures that can collect and effectively transform the data collected into useful meaningful
information and knowledge. Some of the challenges with data in the next generation power grid include
[29]:

e Unstructured data —tools like NoSQL databases are starting to catch on to solve this issue

e High volumes of data — the increasing number of sensors and granularity of measurements

e Diversity and heterogeneity — the various formats of data and different types of devices
collecting the data.

e Timeliness and quality — measuring latency, error rates, and data loss may increase system risk
and operation cost

e Computation burden - larger amounts of data may need to be analyzed for decision making
within a very short time, supercomputing with GPUs may be integrated as edge devices

Data analytics also create significant savings from predictive maintenance. By predicting transformer
failures before they occur some utilities have reportedly saved millions [30]. OpenFMB adds to these
savings by generalizing data formatting for analytic flexibility. Increasing amounts of system integration
are layered and analyzed by artificial intelligence (Al) with machine learning and therefore common
communication protocol standards that can unify the data model for the various systems and Al
applications such as OpenFMB tie in well here.

Challenges that we hope to address in future work include: a) addressing discarded data, b) addressing
siloed data, c) supporting real-time analytics, d) coexistence of centralized and decentralized data
management, ) balancing integrated and disintegrated systems and f) customizing data management
systems for speed and versatility. It is also important to note that privacy and security play a big role in all
of this and security solutions will need to conform to the new data architecture [31].



3. TECHNICAL APPROACH

3.1 TESTBED

The micro PMU DA testbed to collect data at distribution power system consisted of a primary and
secondary framework serving as two types of side-by-side data aggregation protocols. Open Field-
Message-Bus (OpenFMB) was used as the primary framework and synchrophasor systems were used as a
secondary framework respectively. In this study, a physical asset based on a 60 Hz AC radial power
system was used, which was constructed by using SI-GRID components. The system consisted of a 3-
phase 14-volt line-to-ground (24 volts line-to-line) power source, three 3-phase line emulators, a
controllable resistive load bank, two smart relays, two micro phasor measurement units (PMUSs), and a
Supervisory Control and Data Acquisition (SCADA) and Phasor Data Concentrator (PDC) computers.
Figure 2 shows the testbed.

PDCI compu'fer
| s

= _: SCADA computer

Controllable EEt
resistive load
bank

: Three phase line
emulators

Micro PMUs
F igur 2: Micro PMU Data analytics testbed

<D

In the micro PMU DA testbed, a National Instruments (NI) single board RIO (sbRIO) provided the
control and data acquisition for the load bank. Each load bank has a maximum load of 300 watt per phase
at 24 volts line-to-line voltage, and it is controllable to within 1 watt. The sbRIO connects directly to the
relaying and measurement board through a General Purpose Inverter Controller (GPIC) [12]. This
provides high-sample-rate of voltage and current measurements at the load. The load bank also supports
individual phase control for testing of unbalanced systems and unbalanced load profile playback. The
control and monitoring interface used for the load bank was Modbus Transfer Control Protocol (TCP).
Similarly, the control and instrumentation switches were provided by an NI sbRIO. The sbRIO provided
highly sampled voltage and current readings on both sides of the breaker, as well as local and remote
control of the breaker state (open/close).

Like the load bank, the control and monitoring interface was controlled using Modbus TCP. The three
3-phase, 5-wire line emulators adds resistive and inductive impedance to the system. Each line emulator
had ten series inductors per phase, totaling 220 pH at an X/R ratio of approximately eight. Each line
emulator represents approximately 1,000ft of medium-voltage distribution line. A NATS pub/sub system



with an OpenFMB data model provided data acquisition and control for the system and from the relay
sensors as well as the programmable load bank sensors.

Translators polled Modbus data from different assets, loaded the data into the appropriate OpenFMB
data structures, and published the OpenFMB data over the NATS pub/sub protocol. Similarly, translators
subscribed to relevant OpenFMB commands on the NATS network and translated them into appropriate
Modbus commands for the devices. The testbed in Figure 2 was also connected to a SEL 3360 compact
industrial computer. The OpenFMB translators were built into Docker [14] containers that were hosted on
the SEL 3360 compact industrial computer running in Linux. On the other hand, the secondary
framework with the micro PMUs were connected to a PDC computer by using IEEE C37.118-2011
synchrophasor protocol. An overview of the overall system and communication architecture is shown in
Figure 3a. Figure 3b shows a potential architecture for use with a backend web-based analytics interface.
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Figure 3: Framework for system and communication architecture

3.2 SYNCHROPHASOR SYSTEM

The Synchrophasor system was the secondary framework for the SCADA and OpenFMB systems.
Initially the plan was to join the OpenFMB system with the synchrophasors but there were no compatible
OpenFMB protocol translators for the C37.118-2011 (C37) protocol to the OpenFMB data model and our
solution to use an RTAC as a Modbus to C37.118-2011 protocol translator did not work. C37.118-2011 is
also much faster than Modbus and therefore we opted to implement the micro PMUs as a secondary or
backup framework to the main system and leverage them to study what type of analytics could be
suggested to the OpenFMB working group for future implementation in a data analytics profile instead.

In the testbed, the controllable resistive load bank was energized by two breakers named as “BK01”
and “BK02”. The synchrophasor system was implemented by installing two micro PMUs named as
“ORNL_PMUO1” and “ORNL PMUO02”. These micro PMUs were located at buses of power lines in the
testbed. The Synchrophasor and SCADA systems were implemented by the IEEE C37.118-2011 and
Modbus protocols, respectively. The SCADA computer collected the voltages, currents and states of the
breakers. The PDC computer collected the data from the micro PMUSs. The configuration of the primary
and secondary frameworks for the testbed is shown in Figure 4.
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Figure 4: Configuration of the primary and secondary frameworks.

The Modbus protocol was used to integrate the data collected from breakers at the OpenFMB
framework, and the C37-118-2011 protocol was used for implementing the DA. The C37-118-2011
protocol was used to estimate the DA because it allows a time stamp and high accuracy data collection
[15]. The Synchrophasor system was installed by using the Power Sensors Ltd. instruction manuals [16,
17]. The micro PMUS were wired to the current transformers and the voltages were directly connected to
the power line busses. The Global Positioning System (GPS) antennas were connected to the micro PMUs
to synchronize measurements, and the consistency of data time stamps was performed by setting the
Coordinated Universal Time (UTC) zone for both micro PMUs. The data from the micro PMUs was
collected from a Phasor Data Concentrator (PDC) computer. Therefore, the micro PMUs and PDC
computer needed to be set in the testbed to collect and estimate the DA at the radial distribution power
system. The names, functions and weblinks of the open source software used to set the Synchrophasor

system are shown in Table 2.

Names

Table 2: List of synchrophasor software

Functions

Links (Available on June 16, 2019)

microPMU Configurator®
[18] v3.6.0.3

- Configure the micro
PMUs

https://www.powerstandards.com/do
wnload-center/micropmu/?file=5654

PMU Connection Tester®
[19] v4.5.11

- Connect one micro PMU
- Create the Connection
and Configuration files

https://github.com/GridProtectionAlli
ance/PMUConnectionTester/releases

Open PDC® [20] v2.6

- Concentrate data from
several micro PMUs

https://github.com/GridProtectionAlli
ance/openPDC/releases

FileZilla Client® [21]

- Collect binary data files
from micro PMUs

https://filezilla-project.org/

MicroPMU File Converter®
[22]

- Convert the micro PMU
binary data to CSV files

10

https://www.powerstandards.com/do
wnload-center/micropmu/#4



https://www.powerstandards.com/download-center/micropmu/?file=5654
https://www.powerstandards.com/download-center/micropmu/?file=5654
https://github.com/GridProtectionAlliance/PMUConnectionTester/releases
https://github.com/GridProtectionAlliance/PMUConnectionTester/releases
https://github.com/GridProtectionAlliance/openPDC/releases
https://github.com/GridProtectionAlliance/openPDC/releases
https://filezilla-project.org/
https://www.powerstandards.com/download-center/micropmu/
https://www.powerstandards.com/download-center/micropmu/

The software steps for the implementation of the Synchrophasor system are shown in Figure 5. The
setting (1-2-3) and data (4-5) collection phases were performed with free download open source software.
In the setting phase, the micro PMUs were set with the microPMU® configurator [18] v3.6.0.3 software
(1). Then, the data stream for each micro PMU was validated, and the connection and configuration files
were created with the PMU Connection Tester® [19] v4.5.11 software (2). The PDC computer was set
using the connection and configuration files of the micro PMUs with the Open PDC Manager® [20] v2.6
software (3). In the data collection phase, the binary data from the micro PMUs was collected by the
FileZilla Client® [21] software (4), and the binary data files of the micro PMUs was converted into Excel
files with the MicroPMU File Converter® [22] software (5). The micro PMU data was converted into
excel files to plot the data collected during the tests.

5) Convert the
microPMU
binary data into
Excel files

1) Configure g 'E

the microPMU
microPMU Configurator

4) Collect the
binary data
from
microPMUs

2) Check the data
stream for each
microPMU, and

create the DML
connection and Connecti

3) Set the Open
PDC Manager
with connection
and configuration
files

i

openPDC

Manager

4-5 Data collection phase
Figure 5: Software steps for the implementation of the Synchrophasor system

3.3 SETTINGS OF MICRO PMUS

The micro PMUs were set with the microPMU Configurator® [18] v3.6.0.3 software. In the micro
PMU setting process, the microPMU Configurator® [18] v3.6.0.3 software was opened, and six global
default settings were available : PQube general info (1), AC voltage (2), AC currents (3), Network (4),
Security (5) and microPMU (6) . At the “PQube general info” menu, the microPMU ID, location name,
and notes were set, and the “High Accuracy” option was selected. Figure 6 shows the “PQube general
info” settings.

File Help ngt\ Accuracy

@ H L1
e 1) Select “High Accuracy
. PQube information UPS battery
R Y PQube general info
- : PUU_01 ] UPS:  None v
1) {gip AC volage
;: RNI
41~ G AC currents (11-8) Localion nome OL—] v
H :’ Network Note 1. ‘TN-USA L7
+ :_‘ Security Note 2: _GI-‘LC 149
4 :‘ microPMU Fan temperature threshold: 60 - *'C )
Language
Primary language:  English-American v Power Module
Secondary language: | None v ’ AUX. output: | OFF v o
Data backup Mew 2) Place PMU ID,
Enable databackup [ © name, and notes
Data backup to 7]

Figure 6: PQube general info setting for “PMU_01" micro PMU
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The “AC voltage” menu was set with the nominal frequency (60 Hz), and the potential transformer
ratio (1000:1). The “AC currents (11-I8) were set with the current transformer ratio (10:1), and the current
input range (LOW). The input current range was set at “LOW?”, because the current transformers had a
full-scale value of 0.333 Vrms. Figure 7 shows the AC voltage and current ratio settings for the micro
PMUs.

Global Default Settings
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n i“ AC voltage

3 ;* AC currents (1-18)
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(g microPhU
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1) Place the
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current ratio Invert I3 current channel O
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channels (LOW: 0.333 Vrms)

Figure 7: AC voltage (A) and current (B) ratio settings for the micro PMUs

The Network settings for the “PMU_01" micro PMU are shown in Figure 8. The “Network” was set as
a fixed IP address, and the IP, mask and gateway addresses for each micro PMU were set. The IP address
for the “PMU_01” and “PMU_02” micro PMUs were 192.168.51.40 and 192.168.51.41, respectively.
The IP mask and gateway were 255.255.0.0 and 192.168.1.1, respectively. The File Transfer Protocol
(FTP) profiles for the micro PMUs were used to record data (ftp_user 1-2-3), upload new setup files
(ftp_configuration) and to change the firmware (ftp_updater) for the micro PMUs. The FTP control and
data ports were set at 21 and 20, respectively, and the FTP profiles were enabled by setting a password to
collect the recorded data from the micro PMUs at end of the simulation tests, by using the FileZilla

Client® [21] software.

Global Default Settings

+)- Gga PQube general info

G#e AC votage -

+)- Gk AC currents (11-18)
S
) Gg Security

J#e microPMU

The “FTP control
port” connects the =
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the FileZilla
software for
collecting data.

3) Enable the FTP1,

y 4

Restore Defaults

- | Use_Fixed_IP v e
192.168.51.40| @)
N 25525500
192168 1.1
2882

8844

Settings

Enable web server
Web server port: 80|
Restrict generalaccess [ ¢
User name:

Password: ’

1) The network was set at fixed IP, and
the IP , mask and gateway address were
set for the “PMU_01" micro PMU.

IP address for PMU_01 : 192.168.51.40
IP address for PMU_02: 192.168.51.41

e 2) Keep the default FTP ports

s P

FTP control port:
FTP cata port |
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20

Profiles

FP1 FTP2 | FIP3 c | uro |

_9

C
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Enable command page [ «
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Require authorization [ ] ¢J

User name:

Password: |

User name: ftp_user_1

Disabie

Passwors: | o XXXXXXXX
] Password: XXXXXXXXX

Figure 8: Network settings for the “PMU_01" micro PMU
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In the “Security” section, the firewall, web server and the Files Transfer Protocols (FTP) server
protection for micro PMUs were available. The “PMU_01” and “PMU_02” micro PMUs were set with
the internal firewall protection at the “Security” menu. Figure 9 shows the Security settings for the micro
PMUs.

File  Help

PQube 3 Security

- gy PQube generalinfo
_", AC valage Internal Firewall protection ] 4
L.
:*' AC currents (1-18)

Web server (web pages) protection

Restore Defaults

+

L S |

- ‘* Network
?_. Require secure HTTP protocol (HTTPS) [] 1) The Internal .
- - Firewall protection
) (g microPN

FTP server (file transfer) protection 4 IS SE|eCt6d'

Require secure FTP protocol (FTPS) [

Figure 9: Security settings for the micro PMUs

Figure 10 shows the micro PMU and C37 communication settings for the “PMU_01" micro PMU. In
Figure 10- A, the micro PMU settings were set to enable the synchrophasor mode at
“HIGH_ACCURRACY?, record 120 samples per second (range 10 to 120 samples per second). The
binary file recording period was set at one minute and the frequency and power recording was enabled. In
Figure 10-B, the C37 communications settings were set, and the C37 data stream was enabled for
recording. The station name, device ID code and port were set for the C37 communication settings. The
C37 rate to be transmitted at PDC computer was set at 60 frames per second (range 10 to 120 frames per
second). The C37 communication protocol was set at the Transmission Control Protocol (TCP), and the
server [P address was set at 192.168.51.60.

2) Select “HIGH_ACCURACY” 1) Enable the C37 2) Select the Station name,

data stream Device ID code, and port
file  Help C37 communications settings
Enable C37 datastream [] ¢) /
B Deios Dieei Eiz sl @ Station name: |ORNL_PMUO1

microPMU settings J

P ) Device ID code:

o \_‘ PQube general info Enable synchrophasor mode Q

- {fh AC vokage P measurement mode: Device port NS
= | — — . et
{0 AC currents (1-8) C@uummnm rseond 120 I C37 reporting rate in frames per second: 60 v‘(j/ '|)'CP

23 I

o Network 3) Set 7 TR | TR TS < C37 communications protocot  TCP v
- Sewm “ ”
:‘ 120 / Phasor measurement group delay: | 0 5 microseconds () UDP server PP address: | 192.168.51.60 7]
=

Cable length: |AUTO | meters ¢

3) Set the binary P chamelcontgmion: [Contg! v ) microPMU database server settings 4) Set server IP

file recording
period at 1 ( Enable Frequency and Power recording ] ) Enable push data to database server [/ ©) address

, —
minute  4) Enable to record frequency and power R 2 168.51.60

Figure 10: micro PMU (A) and C37 communication (B) settings for the “PMU 01" micro PMU
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Once the micro PMU setting was completed, the “File” menu and “Save as” was selected to save the
“Setup.ini” file in desktop computer to be downloaded later in the micro PMUs. Figure 11 shows the
steps to download and send the “Setup.ini” file to the micro PMU. In the “Setup.ini” file download step,
the micro PMU was connected to an ethernet port and computer. The “Setup. Ini” file was downloaded at
the micro PMU by using its [P address, and selecting the “Commands” menu and “Download” option.
Then, the “Setup,ini” file was browsed from the desktop computer and sent to the micro PMU.

B | s MicoPMU - PMULOT -1 X ~ = 1) The micro PMU was set by using its IP address
< O ® (for PMU_01 => http://192.168.51.40)

MiCI‘OPMU PMU_01 - ORNL PMU_0O1 - ORNL

TN-USA

Power Standards Lab GMLC 149

Actions & Commands Configuration and Logos
il PQube 3 Information JE—
Generate Snapshot Choose a Setup.ini file:
Meters - B Send
Location: ORNL Generate Daily Trends | rowss
X

5) Select “Send”

Diagnostics PQube 3 ID: PMU_01
Note 1. TN-USA Reset Energy Accumulalors Open
Note 2: GMLC 14.9 Reset Analog Energy Accumulator . A LB TPl
v PENLFA.. + TCP Sety
PQube 3 Serl Nurber:  P3006034 ——— 4) Browse the
Model Number: PQube 3 Tt T “S T
Send Test E-mall 9 el
Fimware Version: 37.0.19.01.28 (e ol & | new “Setup.ini
P Address: 192.168.51.40 festat p0ube 3 3) Select N e file, and send to
2) Select s Download” # the microPMU.
“" ”
Commands” sowsr coniguration: Wye/Star ST TR
Nominal Frequency: 60Hz
Potential Transformer Ratio: 1000:1 W Network v { )
Current Transformer Ratio:  1000:1 oonmond | pilon sewpin
PQube 3 Time e name:

Time: Wed Mar 27 19:59:05 2019 UTC Download | System Audit Open Cancel
Data from the PSL PQube 3 ® by www.PowerStandards.com

Figure 11: Steps to download and send the “Setup.ini” file to the micro PMU

3.4 SETTING OF PHASOR DATA CONCENTRATOR

The Phasor Data Concentrator (PDC) allowed us to monitor the voltages, currents, and frequency from
both micro PMUs at same time during the breaker operation tests. We use a PDC computer with PMU
Connection Tester® [19] v4.5.11and Open PDC® [20] v2.6 software. To set the PDC computer, the
connection and configuration files from each micro PMU needed to be collected using the PMU
Connection Tester® [19] v4.5.11 software. Then, the communication parameters of the micro PMUs were
collected from the micro PMU screens and the “Setup.ini” files. The host IP address of the micro PMUs
were collected by selecting the “System” and “Network™ icons as shown in Figure 12-A. On the other
hand, the type of C37 protocol, and Device Port and ID Code were collected from the “Setup.ini” file
downloaded to the micro PMUs as shown in Figure 12-B. Then, the connection of the micro PMU was
performed by opening the PMU Connection Tester® [19] v4.5.11 software and using the communication
parameters collected previously. Figure 12-C shows the steps to connect with the micro PMU. In the
Connection Parameters section, the TCP option was selected, and the host IP address and Port were set. In
the Protocol section, the type of C37 protocol and Device ID were set. The Network Interface was
selected, and the Ethernet Connection (IP Address: 192.168.51.60) was set. Then, the “Connect” option
was selected to communicate with the micro PMU.
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Figure 12: Communication parameters (A-B) and micro PMU connection steps (C)

Once the micro PMU was connected with the PMU Connection Tester® [19] v4.5.11 software, the
connection and configuration files from the micro PMU were saved by selecting the “File” menu, and the
“Connection” and “Config File” options. The “Connection” and “Configuration” files were saved on the
computer’s desktop for both micro PMUs for later use to configure the PDC computer. The steps to save
the “Connection” and “Configuration” files are shown in Figure 13-A and 13-B, respectively.
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Figure 13: Steps to save the Connection (A) and Configuration (B) files

To configure the PDC computer, the Open PDC® [20] v2.6 software was opened, and the “Inputs”

menu and the “Input Device Wizard” option were selected. Figure 14 shows the steps to open the “Input
Device Wizard”.
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Browse Input Devices
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Remote System Console ‘ 0.2

e

Restart Service ‘

Figure 14: Steps to open the “Input Device Wizard”
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Once the “Input Device Wizard” was opened, and the “Launch Walkthrough” was selected, a
sequence of windows was performed on the PDC computer screen. The walkthrough guided to fill in the
required information by the wizard by selecting the “OK” option (Figure 15-A). It was asked if the
device’s connection setting was tested by the PMU Connection Tester® [19] v4.5.11 software, and the
“Yes” option was selected (Figure 15-B). After that, it was asked if a Connection file from the PMU
connection Tester was available, and the option “Yes” was selected (Figure 15-C). Then, the Browse was
selected to find the “Connection” file and save at the “Launch Walkthrough” (Figure 15-D).
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Figure 15: Launch Walkthrough to set the Connection file
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The “Launch Walkthrough” was asked if the device was connected to request its configuration,
because the Configuration file was saved previously, and “No” was selected to not attempt a device
connection (Figure 16-A). The Browse was selected to find the “Configuration” file and save at the
“Launch Walkthrough” by selecting “OK” (Figure 16-B). Then, the “Configuration” file was successfully
saved (Figure 16-C). The Historian, Company and Interconnection options were left as default, and the
“OK” option was selected (Figure 16-D). Then, the “Configuration” information was saved successfully
for the “ORNL_PMUO01” micro PMU at the Open PDC configuration by selecting the “OK” and “Finish”
options (Figure 16-E).
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Figure 16: Launch Walkthrough to set the Configuration file

The setting process described for the “ORNL_PMUO1” micro PMU by using the Open PDC® [20]
v2.6 software, was performed by selecting the “Input Device Wizard” and “Launch Walkthrough”
options. This process was also repeated for the “ORNL PMUO02” micro PMU in order to configure all

devices at the PDC

computer.
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3.5 MONITORING THE MICRO PMUS

The micro PMUs were monitored from the Phasor Data Concentrator (PDC) computer after the micro
PMUs were configured successfully with the Connection and Configuration files. Then, voltages,
currents, and frequency were measured by enabling the data stream from the micro PMUs. The Open
PDC® [20] v2.6 software was opened, and the “Inputs” menu was selected as shown in Figure 17-A. The
“Enabled” box was selected to permit the stream data from the “ORNL PMUO1” micro PMU, and the
“ORNL_PMUO01” device was selected at the “Acronym” column, to open the “Manager Device
Communication” window.

The “Manger Device Communication” window was opened as shown in Figure 17-B. The C37.118.2-
2011 protocol was selected based on the “Setup.ini” file used to set the “ORNL_PMUO01"” micro PMU,
and the download “Connection String” was checked to verify the TCP, server (19), port (4712) and
interface (192.168.51.60) for the “ORNL_PMUOQ1” micro PMU. Then, the “Skip Disable Real-time Data”
box was selected, to enable the real-time date from the micro PMU. The process detailed in this section
was also performed for the “ORNL_PMUO02” micro PMU in order to enable all devices. Figure 17 shows
the steps to enable the data stream for the “ORNL_PMUQ1” micro PMU.
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2) Select the “Skip Disable Real-time Data” box

Figure 17: Steps to enable the data stream of micro PMUs

After the data stream from the micro PMUs was enabled at the Open PDC system, the frequency,
phase and magnitude of voltages and currents were selected to be plotted in real time. The “Home” menu
and the “Graph Measurements” link were selected to see the available data stream from the micro PMUs
(Figure 18-A and B). The frequency system (ORNL PMUO1-FQ) and Line 1 Voltage Phase Angle
(ORNL_PMUO01-PA1) for the “ORNL PMUO1” micro PMU were selected to be plotted in a graph in real
time (Figure 18-C). The “Display Settings” option was selected to set the horizontal (X) and vertical (Y)
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axis of the graph. The frequency range was set between 59.99 and 60.01 Hz, and the “Display Frequency”
and “Phase Angle” at Y-Axis were selected (Figure 18-C).
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Figure 18: Steps to plot the stream data from micro PMUs

The “Descriptions” of the “Signal References” that were plotted (Figure 18-C) could be found by
selecting the “Inputs” menu, and the “Measurements” option for the “ORNL_PMUO1”” micro PMU
(Figure 19-A). The ID “Description” was selected to find the “Signal Reference” above (Figure 19-B). In
Figure 19-B, the “Ornl_Pmu01_L1MagAng + Voltage Phase Angle” Description was the
“ORNL_PMUO1-PA1” Signal Reference that corresponded to the Line 1 Voltage Phase Angle. In
addition, all the Descriptions of Signal References from the “ORNL_PMUO01” and “ORNL_PMU02”
micro PMUs could be found based on the steps are shown in Figure 19.
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Figure 19: Steps to find the Description of Signal References for the micro PMUs

3.6 COLLECTING THE DATA FROM THE MICRO PMUS

The collection of data from the “ORNL _PMUO1” and “ORNL_PMU02” micro PMUs was performed
after running the breaker operation tests. The FileZilla Client® [21] software was used to collect the data
recorded by the micro PMUs, and the microPMU File Converter® [22] software was used to convert the
micro PMU recorded binary data to CSV (Excel) files. To collect the binary data from the micro PMUs,
the FileZilla Client® [21] software was opened from the PDC computer after running all tests. Then, the
Host, Username, Password and Port for the micro PMU were filled in, and the “Quickconnect” and “OK”
options were selected as shown in Figure 20.
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Figure 20: Steps to communicate with micro PMUs by the FileZilla Client® [21] software
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Table 3 shows the communication parameters to collect the binary data with the FileZilla® Client [21]
software from the PDC computer, after running the real-time tests for the ORNL PMUO1 and
ORNL PMUO02 micro PMUs.

Table 3: Communication parameters to collect binary data from the micro PMUs
Micro PMUs Host Port Usernames

ORNL PMUO1 192.168.51.40

ORNL_PMUO02 192.168.51.41

21 ftp user 1, ftp user 2, ftp user 3

In the micro PMUs, the collected data was synchronized with the Universal Coordinated Time (UTC),
and the phasor data was saved as “binary.dat” files stored in folders that were arranged by Year, Month,
Day, Hour and Minute. During the breaker operation tests, the micro PMU screens were saved to record
the time when tests were run, and to find the binary data files at the micro PMUs. The “upmu_data”
folder was opened to collect the “year month day hour” file (Figure 21-A). Then, the
“year_ month _day hour” file was saved in the desktop computer (Figure 21-B). The steps to download the
binary data files from the micro PMUs are shown in Figure 21.
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Figure 21: Steps to download the binary data files from the micro PMUs
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Figure 22 shows the steps to convert the “binary.dat” into an “Excel” files for micro PMUSs. The stored
“binary.dat” file was converted into an Excel file with the MicroPMU File Converter® [22] software. The
MicroPMU File Converter® [22] software was opened, then the microPMU location was set, and the
stored and destination of folders were selected, to convert the “binary.dat” files into an Excel files (Figure
22-A). Once the files were converted successfully, the “Minute” Excel file for the breaker operation test
was opened to analyze the voltages, currents, power, displacement power factor and frequency from the
micro PMU (Figure 22-B).
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Figure 22: Steps to convert “binary.dat” into an “Excel” file for micro PMUs
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4. DATASETS AND EXPERIMENTS

We conducted experiments to explore what features can be collected and feasibly shared using the
OpenFMB data model and what features would be useful to add to an analytics OpenFMB data model.
Several types of data were generated from these experiments. Three main datasets were created. The main
sensors on the two switches and the load bank were recorded using Modbus and transmitted over
OpenFMB and then collected into CSVs, mPMUs were also used and recorded data onto sd cards and
over OpenPDC. Network traffic captures in the form of pcaps were also created by using the span port on
a switch configured to mirror all incoming and outgoing traffic from all ports. Table 4 shows how the
experiments were carried out.

Table 4: Description of experiment datasets
Data
OpenFMB sensors/ mPMU/ Network traffic
Normal Operation

Open and close breaker 1
then open and close breaker 2

Ping flood experiments
Ping flood breaker 1
Ping flood breaker 2
Ping flood loadbank
Ping flood pmu 1
Ping flood pmu 2

SYN flood experiments
SYN flood port 80 breaker 1
SYN flood port 80 breaker 2
SYN flood port 80 load bank
SYN flood port 80 pmu 1
SYN flood port 80 pmu 2

UDP flood experiments
Udp flood port 80 breaker 1
Udp flood port 80 breaker 2
Udp flood port 80 load bank
Udp flood port 80 pmu 1
Udp flood port 80 pmu 2

Cable disconnect

Cable disconnect breaker 1
Cable disconnect breaker 2
Cable disconnect loadbank
Cable disconnect pmu 1
Cable disconnect pmu 2
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Figure 23: Impact on Modbus traffic based on data 1O in packets per 100ms for each experiment

Figure 23 shows four graphs of the behavior of the Modbus connection for Breaker 1 under various
types of network experiments. LAN cable fault is done simply disconnecting the LAN cable, SYN flood
is creating a SYN flood directed at breaker 1. SYN floods attempt to establish a TCP SYN handshake but
never finish and therefore leave the connection open and attempt to open tens of thousands this way. Ping
flood is a barrage of ICMP packets and UDP flood is like a SYN flood but using UDP packets instead of
TCP. In the absence of an initial handshake, to establish a valid connection, a high volume of “best effort”
traffic can be sent over UDP channels to any host, with no built-in protection to limit the rate of the UDP
DoS flood. This means that not only are UDP flood attacks highly effective, but also that they could be
executed with a help of relatively few resources [32]. The main difference noticed during the experiments
was the instant cutoff for the cable disconnect versus the slow decline of traffic caused by DoS attacks.
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Figure 24: UDP packet flood effect on breaker 1 Modbus network responsiveness
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In Figure 24 we see the UDP flood effect on the Modbus traffic. As the attack starts the Modbus
responsiveness slowly starts to decline. Unless network traffic features are incorporated into the
OpenFMB analytics model the type of analytics needed to share warnings to edge devices would need to
come from a centralized intrusion detection system [33].

4.1 AVAILABLE MICRO PMU DATA FOR ANALYTICS

The available DA estimated by micro PMUS are the voltages, currents, power, displacement power
factor and frequency [16]. In the “PMU_01" and “PMU_02” micro PMUs, the collected data from the
micro PMUs had a sample interval of 8.33 milliseconds that represents the time between which data are
recorded. The micro PMUs sense the voltage and current RMS fundamental magnitude and angle for L1,
L2 and L3 phases using a common time source for synchronization. Table 5 shows the fundamental
voltages, currents, frequency, and total true, reactive and apparent power, and displacement power factor

that are estimated by the micro PMUs.

Table 5: Data analytics estimated by the micro PMUs

Voltages, Currents and Frequency

Line-to-Ground Voltages Line Currents Frequency
Phases
[volts] [amps] [Hz]
L1-E voltage RMS L1-E current RMS frequency one second
fundamental magnitude (V) fundamental magnitude (/;;) (FL1)
L1
L1-E voltage fundamental L1-E current fundamental frequency C37
angle (QVL]) angle (QILI) (FLI—C37)
L2-E voltage RMS L2-E current RMS i
fundamental magnitude (V7,) fundamental magnitude (/)
L2
L2-E voltage fundamental L2-E current fundamental i
angle (Oy) angle (0.2)
L3-E voltage RMS L3-E current RMS i
fundamental magnitude (V;3) fundamental magnitude (/;3)
L3
L3-E voltage fundamental L3-E current fundamental i
angle (Oy;) angle (Op.3)
True, Reactive, Apparent Power and Displacement Power Factor
fundamental Fundamental fundamental fundamental
total true total reactive total apparent total displacement
power (W) power (VAR) power (VA) power factor
[wattss] [vars] [volts-amps] (dPF)
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Eq. (D) Eq. (2) Eq. (3) Eq. (4)

The micro PMU also calculated the frequency one second and frequency C37 at L1 phase (A phase).
The fundamental total true, reactive and apparent power were calculated by measuring the voltages and
currents of L1 (A phase), L2 (B phase) and L3 phase (C phase) from the micro PMUs. The fundamental
total true power (W) was estimated by (1).

=3
W= ZZ: Vin X I1n X cos (Byin — 6112) ey

where V,, is the voltage RMS fundamental magnitude at n phase in volts, /;,, is the current RMS
fundamental magnitude at n phase in amps, Oy;, is the voltage fundamental angle at n phase in degrees,
and Oy, is the current fundamental angle at n phase in degrees.

The fundamental total reactive power (V4AR) was estimated by (2).

=3 .
VAR = ZZ _Vin X In X sin (Byn — 6110 (2
The fundamental total apparent power (V4) was estimated by (3).
VA= WVin X1 3)

The fundamental total displacement power factor (DPF) was estimated by the micro PMUs. The dPF
is the power factor due to the phase shift between voltage and current at the fundamental line frequency.
For sinusoidal (non-distorted) currents, the displacement power factor is the same as the apparent power
factor. Then, the fundamental total DFP was estimated by (4).

apr="/,, @)

4.2 OPENFMB DATA

The available OpenFMB data collected is in the form of CSV files read with a backend python
application that sits on the back of an OpenFMB profile for reading sensor values from relays. We were
able to implement two different OpenFMB profiles to read from the two relays and the sbRIO connected
to the load bank using Modbus. The format has Voltage, Current and Power measurements for all 3
phases and for both load side and source side. The log also records the OpenFMB Modbus read
timestamp, local log read timestamp and OpenFMB pub/sub topic subject being either Resource Reading
profile or Switch Reading.
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43 PCAP DATA

The network traffic recorded captures all possible packets for all devices including the micro PMUs
and engineering workstations controlling the relays and programmable load bank. We evaluate the
network traffic for its’ potential use as a feature for analytics and determining whether OpenFMB’s data
analytic profile should also contain features for sharing network traffic characteristics, for use in machine
learning. Network traffic is widely used for intrusion detection systems. Given that many of the same
attacks performed on traditional IT systems catry over into the industrial control (ICS) space We include
it as a custom subcomponent in an existing OpenFMB data model. Packet interarrival time provides
among other network traffic features a useful feature for detection of Denial-of-service attacks which are
also a danger to ICS systems.

5. RESULTS

5.1 TEST AND COLLECTED DATA FOR ANALYTICS

The available micro PMU data was based on the fundamental currents (L1, L2 and L3), voltages (L1-
E, L2-E and L3-E), frequency (C37 L1-E and one second L1-E), and total true, reactive and apparent
power, and displacement power factor. In the power system simulation, the breaker operation tests were
performed by closing, opening and closing the “BKO01”” and “BK02” breakers at the beginning of the
parallel power line, and data from the “ORNL_PMUOI1” and “ORNL PMUO02” micro PMUs were
collected with a sample interval of 8.333333 milliseconds (two samples per cycle for a 60 Hz signal —
sample rating of 120 samples per seconds). Figure 25 shows the circuit and the sequence for breaker
operation tests.

Breakers States of Breakers for Test
BKO1 CLOSED OPEN CLOSED CLOSED CLOSED
BKO2 CLOSED CLOSED CLOSED OPEN CLOSED

- ORNL PMUO1 5> _ ORNL_PMU02

AC -ﬁ_ ..................... : -ﬁ- ........... o EEE |

fureresarsssrassnresasessssessarsnsnasas » C37.118
Source /' Breaker 1\ Line Emulator 1 \ Line Emulator 3
¥ \ VI
—‘—C/ . .
N = PO
o) : Computer
Nisorio | BKOT (IEDO1) e
NI sbRIO Load
Breaker 2 Line Emulator 2 §
—’—0/0—’—@— H
V‘I\ Vi v
2 BKO02 (IED02
NI sbRIO :
s ( ) Modbus
3 : TCP |
Modbus i Modbus Modbus
TCP i TCP TCP ®®®
" v
Modbus / Modbus /
teeeeeon] OpENFMB [€-----==-22=znmnne » NATS PUb/SUb [€-----z-==-=omoeen » OpenFMB
Adapter NATS NATS ‘Adapter Computer

{ PABridge

Figure 25: Circuit and sequence for breaker operation tests
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The micro PMUs were set at different Coordinated Universal Time (UTC) zone because they were
located at the beginning and end of the parallel power line. Figure 26 shows the initial and final time
when the breaker operation tests were performed in order to collect the data from the “ORNL _PMUO01”
and “ORNL_PMUO02” micro PMUs. The data from the “ORNL_PMUO01” and “ORNL_PMU02” micro
PMUs were collected at 2019/05/28 (year/ month/day) at 21: 00 hours and 02-03 and 00-01 minutes,
respectively.

ORNL_PMUO1 ORNL_PMU02

Locations Beginning of parallel power lines End of parallel power lines

= =
]
o T, =
Initial p W | z019/05/28 . 2019105/ 28
test 21:02 18 UTC 2100 10 UTC
time
. — ) —

Final — 2019/ 05/28 - 2019/05/28
test p 21:03 :23 UTC 21:01:16 UTC
time

Figure 26: Initial and final test times from the “ORN_PMUO01” and “ORNL_PMU02” micro PMUs

5.1.1 Data from the “ORNL_PMU01” micro PMU

The data from the “ORNL_PMUO1” micro PMU was collected at the breaker operation tests. The
“ORNL_PMUO1” was installed at the beginning of the parallel power lines, and it measured the currents
for the “BKO01” breaker, and voltages of bus at the energy three-phase source. The fundamental L1 current
and L1-E voltage magnitudes were plotted in Figure 27-A and B, respectively. The fundamental L1
current magnitude was four amperes when “BK01” and “BK02” breakers were closed, because both
parallel power lines feed the controllable resistive load bank. The fundamental L1 current magnitude was
zero amperes when “BK01” and “BK02” breakers were opened and closed respectively, because no
current was flowing through the “BK01” breaker.

The fundamental L1 current magnitude was eight amperes when “BKO01” and “BK02” breakers were
closed and open respectively, because only the power line connected to “BK01” was feeding the
controllable resistive load bank. The fundamental L1 current and L1-E voltage angles were plotted in
Figure 27-C and D, respectively. While the fundamental L1-E voltage angle was almost similar when the
BKO1 and BK02 were opened and/or closed, because the fundamental L1-E voltage angle was measured
at the power source. The fundamental L.1 current angle showed an oscillation between 360 and 0 degrees
when the “BK01” was opened. The fundamental L1 current angle measured by the “ORNL PMUO01”
micro PMU had a noise that was produced by the open state of “BKO01” breaker. This situation should be
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considered when a decision based on DA is implemented using the L1 current angle from the micro

PMUs, to avoid non-desired DA estimations between electrical utilities and customers.
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Figure 27: L1 current RMS fundamental magnitude (A) and angle (C), and L1-E voltage RMS
fundamental magnitude (B) and angle (D) from the “ORNL PMUO01” micro PMU

The fundamental apparent (VA), true (W) and reactive (VAR) total power were plotted in Figure 28-
A. The VA, W and VAR total power were zero when the “BK01” was opened, because no current was
available. The fundamental total displacement power factor (dPF) was plotted in Figure 28-B, and it was
estimated by the ratio between the measured W and VA4 total power.
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Figure 28: Fundamental apparent, true and reactive total power (A), total displacement power factor (B)
from the “ORNL_PMUO01” micro PMU

The dPF had a disturbance (Figure 28-B), because the W and VA4 total power had a noise (Figures 28-
A and B) when the “BK01” breaker was opened, and no current was available. The dPF measured by the
“ORNL_PMUO1” micro PMU had a disturbance that was produced by the open state of “BKO01” beaker.
This situation should be considered when a decision based on DA is implemented using the dPF from the
micro PMUs, to avoid non-desired DA estimations between electrical utilities and customers.
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Figure 29: Fundamental apparent and, true total power (A), and zoom in total displacement power factor
(B) from the “ORNL_PMUO01” micro PMU

The “ORNL_PMUO01” micro PMU measured the C37 L1-E and one-second L1-E frequencies are
shown in Figure 30. These frequencies were based on measuring the Line 1 voltage (L1-E) frequency
based on C37 protocol and the average frequency at one-second period.
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Figure 30: C37 and one-second Frequency from the “ORNL_PMUO01” micro PMU

5.1.2 Data from the “ORNL_PMU02” micro PMU

In the breaker operation test, the data from the “ORNL_PMUO02” micro PMU were also collected. The
“ORNL_PMUO02” micro PMU measured the currents and voltages of the bus at the end of the parallel
power lines. The fundamental L1 current and L1-E voltage magnitudes were plotted in Figure 31-A and
B, respectively. The fundamental L1 current magnitude was always eight amperes, because the parallel
power lines feed the controllable resistive load bank with one or two power lines, when the “BKO01”” and

“BKO02” breakers were operated be the SACADA system.
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Figure 31: L1 current RMS fundamental magnitude (A) and angle (B) from the “ORNL_PMU02”
micro PMU
The fundamental L1 current and L1-E voltage angles are plotted in Figure 32-A and B, respectively.
The fundamental L.1 current and fundamental L.1-E voltage angles were measured at the end of parallel
power lines. The current angle at the end of power parallel lines did not show an oscillation because no
breakers were installed at the end of the parallel power lines like a radial distribution power system.
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Figure 32: L1 current (A) and L1-E voltage (B) fundamental angles from the “ORNL_PMUO02” micro

PMU

The fundamental VA, W and VAR total power were plotted in Figure 33-A. The VA, W and VAR
total power were measured at the end of the parallel power line. The dPF was plotted in Figure 33-B, and
it was estimated by the ratio between the measured W and VA4 total power. The dPF was measured by the
“ORNL_PMUO02” device, and it did not show a disturbance. The “ORNL_PMUO02” micro PMU was
located at the end of the parallel power line, and the “BK01” and “BK02” breakers were located at the
beginning of the parallel power line like a radial power distribution system. In this case, the dPF collected
at the end of the parallel power lines without breakers could be used to make decisions based on DA,
because the open state of the “BK01” breaker did not generate a noise at the measured dPF values,
allowing to make decisions based on DA between electrical utilities and customers by using dPF

measurements.
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Figure 33: Fundamental apparent, true and reactive total power (A), and total displacement power
factor (B) from the “ORNL_PMUO02” micro PMU

The “ORNL_PMUO02” micro PMU measured the C37 L1-E and one-second L1-E frequencies are
shown in Figure 34. These frequencies were based on measuring the Line 1 voltage (L1-E) frequency
based on C37 protocol and the average frequency at one-second period.
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Figure 34: C37 and one-second Frequency from the “ORNL PMUO02” micro PMU

6. DISCUSSIONS

6.1 SAMPLE RATE & DATA ANALYTICS

The DA is an important tool to make decisions and improve the control and operation between
electrical utilities and their residential, industrial, government and transportation customers [11]. Today’s
electrical utilities estimate the DA by collecting voltages and currents from measurement devices like
relays and PMUs [23]. However, electrical utilities have measurement devices from different vendors
with different sample rates that could affect the collected data depending on the harmonic components at
the voltage and current 60 Hz signals.

The sample rate is how fast samples are taken by the data acquisition units of measurement devices.

The sample rate is measured in “samples per second”, and it is usually expressed in kilohertz (kHz), that
means a collection of 1,000 data points per second. In relays and PMUs, the data acquisition unit is the
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basic building block that collect the data points with a stamped time. In these devices, the data acquisition
unit computes the voltage and current phasors from analog voltage and current waveforms. The operating
principle of the data acquisition unit depends on the Nyquist theory [23]. As per Nyquist theorem, the
analog-to-digital converter (ADC) sample rate should be greater than, or equal to, twice the signal
bandwidth [23]. The sample rate (SR) of a device and can be calculated by (5)

SR = Nsamples percycle X Sfrequency Q)

where N sumpies per cvele are the number of samples per cycles collected by the data acquisition unit, and §
Jfrequency 18 the signal frequency of the voltages or currents measured by the data acquisition unit in Hz.

The power system signals, like voltages and currents, are not band-limited in nature. As a result, relays
and PMUs use an anti-aliasing filter to band-limit the voltage and current signals. The anti-aliasing filters
are needed to avoid the situation of the sub-Nyquist sample [23]. The choice of ADC sample rate depends
on the design of the anti-aliasing filter. In normal operation of power systems (oscillating at 60 Hz),
measurement devices do not require a high sample rate, because voltages and currents depend on the
fundamental sine wave. On the other hand, the phase-to-ground faults in transmission lines could create
harmonics at transient states that are originated by the capacitance added along the transmission line.
Then, currents and voltages could be superimposed on the fundamental frequency component due to the
capacitance of the transmission line [24]. In addition, the switching frequency of DC/DC and DC/AC
converters, operate with the Pulse Width Modulation (PWM) technique, and is higher than 3 kHz [25].
Hence, higher order harmonics up to the 100th order could be generated in large scale photovoltaic
systems where converters with voltage notching, high pulse numbers, or PWM controls result in induced
current distortions [26].

The study of power systems at normal (oscillating at 60 Hz) and non-normal (disturbances with
harmonics components) operations require low and high sample rates, respectively, to estimate the DA
from measurement devices (relays, PMUs and micro PMUs). Currently, commercial relays use sample
rates ranging from 8 to 96 samples per cycle [23]. On the other hand, PMUs use sample rates ranging
from 30 to 120 samples per cycle [27]. The PMU can measure 60 Hz AC waveforms (voltages and
currents) typically at a rate of 48 samples per cycle [28]. However, the micro PMUs use sample rate
(phasor measurement per seconds) ranging from 10 to 120 samples per cycle, as it is shown at the micro
PMU setting screen in Figure 35.

Global Default Settings Restore Defaults

microPMU settings
+-- (g PQube general info Enable synchrophasor mode

- (g AC voltage PMU measurement mode: | HIGH_ACCURACY

b AC currents (11-18)
Hem . Phasor measurements per second:

+-- ol Network
i Binary file recording period: minutes ¢4

+ :. Security

| . Phasor measurement group delay:
2R ] ricroPiv|
Cable length:

seconds ()
s

PMU channel configuration: o

Figure 35: Setting screen of sample rate for the micro PMU

From Equation (5), the curves for PMUs (120 and 30 samples per cycle), relays (96 and 80 samples
per cycle), and micro PMUs (2 and 0.167 samples per cycle) for maximum and minimum sample rates are
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shown in Figure 36. The PMU, Relay, and micro PMU curves were plotted in green, blue and red. The
solid and dash lines represent the maximum and minimum sample rating curves, respectively. While the

micro PMU can measure the fundamental currents and voltages, the PMUs and Relays can measure the
harmonics of 60 Hz fundamental sine wave for currents and voltages.

600
1 'l Device [ Sample rate, Number of samples per cycle]
540
i '| —PMU [7200 Hz, 120 samples per cycle]
N 0 r ~ -PMU [1800 Hz, 30 samples per cycle]
g 420 :| " —Relay [5760 Hz, 96 samples per cycle]
S 360 b -=-Relay [480 Hz, 8 samples per cycle]
= 300 1} \\ —microPMU [120 Hz, 2 samples per cycle]
§ 240 'l‘ \ - —microPMU [10 Hz, 0.167 samples/cycle]
g 180 11\,
o
o 120 Ny o
60 11 2%
0.167 8
0
0 20 40 60 80 100 120

Record events [samples per cycle]
Figure 36: Sample rate curves for PMU, Relay, and micro PMU

The Nyquist frequency for sample rate curves represents the limit of the signal frequency to be
measured by the devices (PMU, Relay, and micro PMU). The Nyquist frequency is a type of sampling
frequency that is defined as “half of the rate” of a discrete signal processing system [23]. Then, the
Nyquist frequency for the maximum sample rate curves of PMUs, Relays, and micro PMUs can be
estimated. Figure 37 shows the estimated Nyquist frequency for the PMUs, Relays and micro PMUs.

Based on the Nyquist theory, the maximum available signal frequencies for the PMUs, Relays and micro
PMUs are 3600, 2880, and 60 Hz, respectively.

3600*_ _4000 | :
- (60 HM) 3500 Device [ Sample rate, Number samples per cycle]
E 2880* 3000 | —PMU [7200 Hz, 120 samples per cycle]
0 (48 HM) 2500 ! —Relay [5760 Hz, 96 samples per cycle]
o : —microPMU [120 Hz, 2 samples per cycle]
o 2000 |
o 1
= 1500 :
© I
S 1000 :
@ 500 :

60% ______
(FUND) © i
2

*Nyquist frequency ° 10 15 20
(Harmonic) Record events [samples per cycle]

Figure 37: Nyquist frequecy for PMU, Relay, and micro PMU

37



Measurement devices like PMUSs, relays and micro PMUs should be selected to collect data that allow
a good DA estimation, based on sample rates that allow to measure the fundamental and harmonics of
current and voltage signals. From Figure 37, commercial PMUs and Relays could measure voltage and
current signals of 60 and 48 harmonics, respectively. Then, using PMUs and Relays could allow to
estimate the DA for normal operation (oscillating at 60 Hz), and harmonics disturbances in power
systems. However, micro PMUs could only be used for normal operation (oscillating at 60 Hz) in power
systems.

6.2 DATA ANALYTICS MAP FOR BREAKER OPERATION TESTS WITH MICRO PMUS

The map of DA for the breaker operation tests with the micro PMUs was presented in Table 6. The
breaker operation tests allowed to collect the estimated fundamental voltages, currents, frequency, and
total true, reactive and apparent power, and displacement power factor from the micro PMUs. The
fundamental total displacement power factor, and real and apparent total power had a noise when the
“BKO01” breaker was opened. This map indicates the available DA applications for the “ORNL_PMUO01”
and “ORNL_PMUO02” micro PMUs, based on the “BK01” and “BK02” breaker states. The DA
application and decisions for the electrical utility and customers (residential, industrial, commercial and
government) could be validated by collecting the estimated fundamental voltages, frequency, and total
true, reactive and apparent power, and displacement power factor from the micro PMUs.

In Table 6, the DA applications based on the electrical energy (kWh, kVARh) and electrical energy
consumption (kWh/ month, kWh/ day) were not directly estimated by the micro PMUs. Then, the electrical
energy and energy consumption could be estimated using the stamped time measured by the micro PMUs.
The micro PMUs could also estimate the On-peak times also known as the on-peak hours that are when
the electricity demand is the highest, and customers could pay the highest amount per £W#. In the
summer, these hours are typically from 10:00 am- 8:00 pm during weekdays. In the winter, these peak
hours are typically around 7:00 am to 11:00 am and 5:00 am to 9:00 pm.
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Table 6: Map of available data analytics for breaker operation tests with micro PMUs

- States of “BK01” Breaker !l CLOSED OPEN CLOSED CLOSED CLOSED
E States of “BK02” Breaker ! CLOSED CLOSED CLOSED OPEN CLOSED
micro PMU ORNL _ pPMUO1 | PMUO2 | PMUOI | PMUO2 | PMUOI | PMUO2 | PMUO1 | PMUO2 | PMUO1 | PMUO2
L1, 12, L3 E voltage RMS fundamental | g, o3 | p3c3 | B3.c3 | B3-C3 | B3-C3 | B3-C3 | B3-C3 | B3-C3 | B3-C3 | B3-C3
magnitude
‘3 Fundamental real total power B1*-B2* | B1*-B2* | NOISE | B1*-B2* | B1*-B2* | B1*-B2* | B1*-B2* | B1*-B2* | B1*-B2* | B1*-B2*
= B4* B4* B4* B4* B4* B4* B4* B4* B4*
; C1*-C2* | C1*-C2* C1*-C2* | C1*-C2* | C1*-C2* | C1*-C2* | C1*-C2* | C1*-C2* | C1*-C2*
5 Fund ¢al reactive total A1RA2 A 1EA2 B 1EA2 A 102 A 1A 2 A 102 A 18A 2 Bl A 10A 2 lA 10A2 JlA 1A 2
s undamental reactive total power A4 A4 A4 A4 A4 A4 A4 A4 A4 A4
S A1] A20EA 1 A2 NN | N | N | NHEY | N | ISR | ISR |
Fund. total displacement power factor c4 C4 NOISE C4 C4 C4 C4 C4 C4 C4
I¥.B3- | ¥B3- | ¥B3- | M¥IB3- | M¥-B3- | I¥lB3- | [¥-B3- | [¥-B3- | I¥IB3- | I¥B3-
C37 LI-E frequency c3 C3 C3 C3 c3 C3 C3 c3 c3 C3
A-Electrical Utility’s Decision [Data] B-Residential Customer’s Decision [Data] C-Industrial, Cor,nmerc.lz.ll & Government
Customer’s Decision [Data]
-To monitor real-time customer B1 -To modify customer electricity usage habit to Snlvi_;l;%g:i;eig;lcéec?cégiz%;a%s(;g f;g}ls(;?on kWh/
2 consumptions [kWh, kVARh, power factor] save money [kWh/ month] month] pact, &
s : :
—:  B¥!-To offer new real-time tariff models B2 -To make accurate and timely decisions for C2 -To improve the load forecasting for industrial
£ | based on customer usage habits with rewards/ electrical billing [kWh/ day] and/or commercial activities [kWh/day]
<¢ | punishments [kWh, kVARh, power factor] & Y Y
< - - - ; - ;
= “To improve the load management for the B.‘? .-To supervise energy quahty prov1def:1 by the C..’; .-To supervise energy quaht}{ proylded l?y the
a ower lines [Line power losses] utility to avoid damage to electrical appliances utility to avoid damage to electrical industrial
P P [Voltage and Frequency) equipment [ Voltage and Frequency)
—m -To control energy and grid resources B4 -To operate electrical equipment during hours with | C4 -To install capacitor banks to avoid utility’s bill
efficiently [Voltage, Frequency, Active less expensive fees [On-peak times] penalties [ Power factor]
Power, Reactive Power]

(11“BK01” Breaker is located at beginning of parallel power line, 21 “BK02” Breaker is located at end of parallel power line, *Micro PMU data require to collect also

the time (yy, mm,dd, hh,min) to calculate the final data.

39



Based on Table 6, electrical utilities could monitor their customer consumptions by measuring the
electrical energy in real-time, to offer new real-time tariff models based on customer usage habits focused
on reward and punishment options. Electrical utilities could improve the load management by measuring
the line power losses with micro PMUs located at the beginning and end of power lines, and also control
the energy and grid renewable resources efficiently by measuring the voltage, frequency, active and
reactive power along the power system. Residential customers could modify their electricity usage habits
to save money, and make accurate and timely decisions that impact electrical billing.

House owners could supervise the energy quality provided by the utility to avoid damage to electrical
appliances by measuring voltage and frequency. In addition, residential customers could avoid using
electrical equipment during hours with higher fees due to peak consumption, and switch electrical
equipment on during hours with less expensive fees. On the other side, Industrial, Commercial &
Government Customers could create efficiency programs to improve the environmental impact based on
reducing CO2 emission, and improve the load forecasting for industrial and/or commercial activities. Big
customers could supervise the energy quality provided by the electrical utility to avoid damage to
electrical industrial equipment, measuring voltage and frequency levels, and also make decisions about
installing capacitor banks to avoid utility’s bill penalties by low power factor penalties.

6.3 COMPARISON OF OPENFMB AND LBNL STREAM-PROCESSING ARCHITECTURE
FOR REAL-TIME CYBERPHYSICAL SECURITY (SPARCS)

Open Field Message Bus (OpenFMB) is a reference architecture and framework for distributed
intelligence and grid-edge interoperability that leverages existing standards to federate data between field
devices and harmonize them with centralized systems. It uses utility industry standardized semantic
models such as the IEC’s Common Information Model (CIM), used in first reference implementation, and
the IEEE 61850, with which it is in the process of harmonizing with CIM for the current implementation.

LBNL SPARCS is a stream-processing architecture for real-time data analysis focused mainly on
cybersecurity applications. It is currently built to read from micro PMUs and send data out to RabbitMQ
and Cassandra in its’ reference implementation. Following is a table that breaks down and compares the
features of OpenFMB and LBNL’s SPARCS.

Table 7: Comparison of SPARCS and OpenFMB

Feature OpenFMB LBNL SPARCS
Intent Architecture and framework for Purpose built for real-time
distributed intelligence and grid- cyber-physical security
edge interoperability applications
Purpose Not specific for cybersecurity Stream-processing architecture

for real-time data cyber-physical
security analysis

Protocol Uses protocol translators Could potentially but designed
mainly for high-speed protocols

Implementation Can be implemented on devices | Built to be run as a standalone
natively in the future

Data input Through a protocol translator Reads from PMUs using
such as an RTAC ata C37.118
potentially slower rate

Network communication paradigm It can be implemented without Currently implemented on

restriction currently NATS RabbitMQ
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Data output No restriction, can push data on | Can push data to Splunk and

backend OpenFMB app to any OSISoft-Pisystem

format, currently implemented
in python to write out to csv

Data model profiles built for Mainly for mPMUs
interacting with many different
grid devices

Table 7 shows a side-by-side comparison of the features for OpenFMB and LBNL SPARCS framework. Built
for slightly different purposes of enabling better data analytics in OpenFMB and SPARCS focusing on cybersecurity
applications of data analytics, their approach to analytics is different. OpenFMB is a data model while SPARCS in a
full architecture. In theory SPARCS could use OpenFMB’s data model.

7. CONCLUSIONS

The study of power system events using DA is crucial to improve the control and operation between
electrical utilities and their customers (residential, industrial, transportation, commercial and
government). Measurement devices like PMUs, relays and micro PMUs should be selected to collect data
that allow the DA estimation based on sample rates, to measure the fundamental and harmonics of current
and voltage signals. The PMUs and Relays could measure voltage and current signals of 60 and 48
harmonics, respectively. Then, using PMUs and Relays could allow to estimate the DA for normal
operation (oscillating at 60 Hz), and harmonics disturbances in power systems. However, micro PMUs
could be used for only normal operation (oscillating at 60 Hz) in power systems.

Comparing the breaker operation experiments collected voltages, currents, frequency, and total true,
reactive and apparent power, and displacement power factor from the micro PMUs with the data obtained
through network traffic collection and OpenFMB we observed that we can have a more varied view of
our system using OpenFMB with recommended custom network traffic fields. In addition, the breaker
operation test shows that the fundamental L1 current angle measured by the “ORNL_PMUO01” micro
PMU had a noise that was produced by the open state of “BK01” breaker. Also, the fundamental dPF
(estimated by the ratio between the measured W and VA total power) had a disturbance, because the W
and VA total power had a noise when the “BK01” breaker was opened, and no current was available.
These situations should be considered when a decision based on DA is implemented using the L1 current
angle and dPF from the micro PMUS, to avoid non-desired DA estimations between electrical utilities and
customers.

Machine learning applications can leverage the OpenFMB data model to share raw sensor data to any
devices that subscribe. Analytics can be calculated on nodes to identify attributes that can be used for
preventative maintenance and attack detection. Features traditionally used for network forensics can be
incorporated into a new OpenFMB data model and shared for security analytics. We see that behaviors
for DoS attacks differ from hardware LAN cable problems. Ping floods, SYN floods and UDP floods all
have a slightly different effect. By calculating network metrics and combining with sensor data we can
have a better view of the system and validate observed events with the redundant data sources.

While LBNL’s SPARCS framework has functionality that is similar to OpenFMB in certain contexts
they are essentially built for distinct purposes. They can complement each other and be used side-by-side
together or combined with some modifications to SPARCS. OpenFMB is meant to be a universal
language for grid devices and eventually for all CPS systems through custom-made profiles for all
industrial control systems while SPARCS is a framework specifically built for cybersecurity analytics to
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use with micro PMU data. The advantage of combining both OpenFMB and SPARCS is the added
universality of using a common data model for analytics. This can join features from sensors,
synchrophasors and network devices like switches or firewalls.

This report describes how electrical utilities, residential, industrial, and commercial and government
customers can use grid edge devices to make decisions using DA applications. Electrical utilities use DA
applications to monitor real-time customer consumptions, offer new real-time tariff models based on
customer usage habits (rewards and punishments), provide energy peak during peak load times (plan
energy generation and distribution), improve the transformer load management for the power lines,
control energy and grid resources efficiently, and define actual grid modes and possible grid operations.
The residential customers use DA applications to modify customer electricity usage habit to save money,
make accurate and timely decisions for electrical billing, supervise energy quality provided by utility to
avoid damage electrical appliances, switch electrical equipment off during expensive hours with
significant consumption, and on during less expensive hours, and to program home tasks and turn off
sensitive electrical equipment.
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