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Background of cyber security

* Every security tool has its own data repository — this way by
design

» Know correlations between data repositories
 Know actual risk vs. industry-defined risk

» Better categorize risks —
allows focus on actual critical
risks

* Seeing data flow helps with
understanding security
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determining risk to network - -




Project objectives

» |dentify and list cyber security tools

» Create flow chart of interconnected security tools

* Determine specific data flowing between tools

» Create internal asset risk score

 Showcase uses for new tools being implemented

* Propose ideas for better security tool management
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Resource for computer security information
Visit them at: hitp://www.us-cert.gov/
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Methodology

» |dentify tools used within cyber security
— Numerous tools at lab
— Focus on approximately 30 tools

» Discuss with tool experts regarding
cyber security tool use

» Create visual representation of data flow
between tools

» Compile fact sheet with tool information

* |dentify problems and inconsistencies

» Research scoring system which
identifies vulnerabilities



Results

* Revelation of security tool gaps
— Lack maxim efficiency

e Revealed data not viewed the same
among different tools

— Tools provide different information about
similar gathered data

— Many ways to look at gathered data

. g

» Uncovered problem of no single source of information

* Information sheet about Oak Ridge National Laboratory's
tools

» Compiled data exchange sheet
* Risk index for internal systems (RIFIS) design and testing
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RIFIS test run

Name Test Asset1l Points
1. Vulnerabilites
Mild 0 0
Medium 0 0
High/Critical 0 0
2. Asset Status
Orange? 0 0
Red? 0 0
3. Sensitivity
Low 0 0
Moderate 0 0
4. Firewall Rules
Rules? 0 0
5. Alerts
Number of alerts 0 0
6. Anti-Virus
Number of flags 0 0
7. VIP Status
VIP? 0 0
0

Non-vulnerable system

Name Test Asset2  Points
1. Vulnerabilites
Mild 0 0
Medium 0 0
High/Critical 0 0
2. Asset Status
Orange? 1 5
Red? 0 0
3. Sensitivity
Low 0 0
Moderate 0 0
4. Firewall Rules
Rules? 1 25
5. Alerts
Number of alerts 30 150
6. Anti-Virus
Number of flags 0 0
7. VIP Status
VIP? 1 25
205

Vulnerable system




Conclusions

* Large area of functionality
* Information not shared or viewed the same

* |dentify vulnerabilities inside network to strengthen defenses

Continuation of cyber security adaptability against new threats
» Current tools need evaluation for efficiency

* Evaluate current tools for better usage before purchase of new
tools




Summary

« Understanding data = understanding security structure
» Know data movement

* |dentify vulnerabilities inside and outside network
 Have completed information source about security tools

» Determine actual risk to network and not industry-defined risk
— Industry-defined risk not beneficial to company
— Actual risk focused on company’s vulnerabilities
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Questions?

History has taught us: never underestimate the amount of money, time, and
effort someone will expend to thwart a security system. It's always better to
assume the worst. Assume your adversaries are better than they are. Assume
science and technology will soon be able to do things they cannot yet. Give
yourself a margin for error. Give yourself more security than you need today.
When the unexpected happens, you'll be glad you did. — Bruce Schneier




