
 

 
 

 

 

 

 

 

 

 

 

 

 

Research Area:  Information Technology Services- Risk Management  
 

As cyber threats have become more prevalent and sophisticated in recent years, being 

able to identify and respond to threats is a major effort for the information technology 

(IT) professional. Oak Ridge National Laboratory (ORNL) Risk Management and Cyber 

Operations groups have implemented several tools to assist in combating these threats. 

These tools each have their own databases, and identification of interdependencies and 

correlation between databases in these tools is insufficient to provide near-real time 

threat analysis which assists in determining threat mitigation strategies.  For example, if a 

software patch is released, the Risk Management team and Cyber Operations team need to 

be able to determine risk to ORNL, as opposed to generic industry-defined criticality, thus 

helping organize security threats to focus on more critical problems.  

 

Research will be focused on evaluating current and future tools at ORNL in the IT Risk 

Management and Cyber Operations field to determine baseline data structure and 

interdependencies of these tools. It will be used to create a data flow chart for the cyber 

security systems, allowing identification of any gaps within the data flow, primarily 

between RiskVision and other IT systems and cyber security tools. This will clearly show 

members of the Risk Management and Cyber Operations groups the data flow between 

systems, as well as seeing what data is used by other interconnected systems. There will 

also be more efficient time management and threat assessment.  A literature survey will 

also be conducted, helping determine best approaches to master data management and 

normalization of data models. 
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