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Research Area:  Proactive Digital Forensics
Anti-forensics, the most recent emerging challenge, is comprised of sophisticated techniques to remove data or evidence and/or discredit data in an attempt to hide indications of illicit activity.  The cyber tools to perform effective anti-forensics are rapidly developing and the measures to counter this area are lagging.
This research provides a forensic analytic capability using the SPLUNK application framework and applies a novel Digital Forensic solution that pro-actively collects, preserves, and auto analyzes network and computer data.  This solution will also respond to triggers, for example triggers that may originate from the Intrusion Detector systems.  The response of the proposed solution includes using attack graphs for the detection capability, concentrating its forensic operations on a particular part of the network, a set of specific network traffic, one or more specific machines dispersed throughout the system, data patterns, and other data facets of the system.
Software algorithms will be developed to support the SPLUNK pluggable application programming interface. A network laboratory will be setup to verify and validate the functionality of the SPLUNK framework as a proactive digital forensic application. 
With the rise of anti-forensic utilities and practices, this approach is potentially effective and can result with accurate, practical, and hence unquestionable evidence for a legal case.  
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