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Star Network

E(t) = A(t) cos[ωt + φ(t)]

Network “Size”

$

Just a few of the tech 
topics…
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Wireless Vibration Sensor
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Early Adopters – Blazing the Wireless Trail!

ROI Successes – $10K in a day! $14M in a year!
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About ISA

• An international nonprofit member association of 
30,000+ automation professionals engaged in 
the design, development, production, and 
application of devices and systems that sense, 
measure, and control industrial processes and 
manufacturing operations.

• Provides professional education and training, 
certification, conferences and exhibits, and book 
and journal publications.

• Accredited by the American National Standards 
Institute (ANSI) to develop industry standards in 
key areas including process safety, control 
system cyber security, enterprise-control system 
integration, engineering documentation, and 
wireless systems for automation (ISA-SP100).

• Headquarters: Research Triangle Park, NC. 
Visit www.isa.org. 
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• A Review of Wireless Applications
• Fundamental Concepts
• Packet Switching, Circuit Switching and the OSI Mode
• Networking (it’s not *just* wireless anymore)
• WiFi - 802.11
• ZigBee - 802.15.4
• Bluetooth - 802.15.1
• WiMAX - 802.16
• Advanced Topics
• The Big Review

Hang On – Here It Comes!
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Industrial Network Topology
Wireless Is Everywhere!

Plant Data Network
•SP95 Enterprise Control Systems Integration
•ISA99 Control Systems Security
•OPC Foundation

Operator Interface Networks
•SP65 Industrial Process Measurement and Control
•SP50 Foundation Fieldbus

Control and I/O Networks
•Foundation Fieldbus ext.
•Open Automation & Control Group (OAGC)
•ISA100

Device and sensor Networks
•IEEE 1451
•DeviceNet
•HART (WiHART)
•ISA100

Standards and Practices
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“Can You Hear Me Now?” –
May Not Be Good Enough?

IEEE 802.15.4
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• Cellular 
– Removing wire was only first step 
– Changed our culture 
– Moore’s Law a key

• Data Networks 
– Billing is hardest problem
– Security being addressed
– Ubiquity key to success

• Measurement & Controls –
– Twenty years in the making 
– Controls? – a dirty little secret!
– Successes Emerging

– Games & Entertainment
– Home automation
– Niche applications

A key player in the wireless business!
Guess Who?
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Wireless – THE Game-Changer 
For the 21st Century!

Ethernet took 20 years – How about wireless?
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Wireless Industrial Sensor Networks –
Pick Any Four!

• Wireless – radio, packaging, 
antenna

• Industrial – harsh 
environment, fault tolerant, 
safety related, cost

• Sensor – filters, sampling, 
sensitivity, interferers, 
controls

• Networks – real-time, 
latency, throughput, security, 
integrity, vertical integration

It’s a hard problem, but we’ve solved hard problems before!
10#

Why Do We Care?  It’s The Benefit – Stupid!

• US Government – Committee of Presidential Advisors quoted “10% savings in energy 
and 15% reduction in emissions” with wireless sensors

• Market – Estimates of $4B per year are called “conservative”
• End Users – Wire costing over $2,000 per foot in some installations with lead time 

measured in months to years!
• Technologies – Radios, Protocols, data handling, security – wonderful problems for 

engineers to solve
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Balancing Performance Is 
Critical To Success

Security
Performance Based?
Procedure Based?
Proprietary or Open?

Latency
End-to-end? Or 
Node-to-node? One-way? 
Round-trip?

Throughput
Bits-per-second or Goodput?
End-to-end?

Reliability
(Not BER, 
Not Accuracy)

Market 
Forces 
Determine 
Performance 
Delivered!
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• Reliability -
– Mesh – Billions of $ from DOD
– Spread Spectrum – FHSS, DSSS, 

Ultra-Wideband 

• Power 
– Harvesting – vibration, RF, PV 
– Low-power designs – ASICs, FPGAs, 

DSP
– Protocols – low-duty cycle – ZigBee

• Security
– Encryption – AES, WPA, WEP
– Physical – RF layer, FIPS 140-2
– Integrated – impacts on throughput, 

latency, reliability
12#

Leveraging Defense and Commercial 
Wireless for Industrial Applications



3

13#

What’s Next? – Way Overcapacity for Voice!

From 900M in 2001 to 2.3B by 2006!
Source:  Wireless Intelligence. 9.9.06

14#

Data – Rapidly Replacing Voice 

If you thought that the adoption of wireless via cell 
phones was rapid, 

just wait!

15#

Flavors of Wireless:  WiFi + Cellular

WiFi map, June 2005

Cellular Map, Feb 2006

Wireless devices 
circa 1930

16#

Wireless Networks - Different Sizes, 
Different Data Rates

A simple comparison of wireless coverage and the applicable wireless technology.

17#

Wireless - IEEE Numbers & Letters

18#

Wireless is NOTHING NEW!

• Galloping horses, carrier pigeons, animal couriers
• Semaphore flags for ship-to-ship and ship-to-shore
• Communication - only in clear daylight, distance a few 

km
• Over land communication via hill fires

– Note: In 1792, the French legislative assembly approved funding for 
demo of a 35km visual telegraphic system
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RFID is in Industrial Facilities – Coexistence Matters! 

10 kHz 100 kHz 1 MHz 10 MHz 100 MHz 1 GHz

6.78 MHz

2.45 GHz120,125,134 kHz 13.56 MHz

5.8 GHz433 MHz

10 GHz

862-928 MHz

10 10 kHzkHz 100 100 kHzkHz 1 1 MHzMHz 10 10 MHzMHz 100 100 MHzMHz 1000 1000 MHzMHz 300 300 GHzGHz

Low Freq. EASLow Freq. EAS Mid. Freq.Mid. Freq.
EASEAS

Cell Cell 
PhonePhone

RFID: RFID: 
Item Item 

ManagementManagement

DataData
ModemModem AMAM

RadioRadio
ToysToys

GarageGarage
DoorDoorCBCB FMFM

RFID:RFID:
Access ControlAccess Control

Animal IDAnimal ID

RFID:RFID:
Toll Roads Toll Roads 

& Item & Item 
ManagementManagement

MicrowaveMicrowave
EASEAS

(Electronic area surveillance)(Electronic area surveillance)
TVTV

DataData
TerminalTerminal

RFID:RFID:
Smart CardsSmart Cards

2.45 GHz2.45 GHz 20#

Bandwidth (BW) for Various Frequency bands

•• The band 433.92 MHz; offers a possible operational BW of about 1The band 433.92 MHz; offers a possible operational BW of about 1.70 MHz;.70 MHz;
•• the band 915 MHz (nor 862 the band 915 MHz (nor 862 –– 924 MHz); is not considered;924 MHz); is not considered;
•• the band 2.45 GHz; offers an operational BW of about 80 MHz,the band 2.45 GHz; offers an operational BW of about 80 MHz,

•• suggesting, that there is suggesting, that there is almost 50 times more BW available in the band 2.5 GHzalmost 50 times more BW available in the band 2.5 GHz, , 
compared with the band 433.92 MHz.compared with the band 433.92 MHz.

•• there is, accordingly, significant technical justifications for there is, accordingly, significant technical justifications for the selection of the the selection of the 
band 2.45 GHz, over the band 433.92 MHz, in terms of possible trband 2.45 GHz, over the band 433.92 MHz, in terms of possible traffic capacity, affic capacity, 
but also in terms of sharing (interference avoidance) between dibut also in terms of sharing (interference avoidance) between different usage. fferent usage. 

Bandwidth is not data rate – but it’s close!Bandwidth is not data rate – but it’s close!

21#

Real World: 

Which Frequency is Best?

In terms of attenuation of the signal…then…

…the lower the frequency, the less the attenuation 
22#

Modulation defines how the signal is manipulated to 
encode the data

E(t) = A(t) cos[ωt + φ(t)]

It's Just an Electromagnetic Field 

Amplitude Modulation (AM)
info is in A(t) 

Frequency Modulation (FM)
info is in ω

Phase Modulation (PM)
info is in φ(t)

23#

Spread Spectrum Changed Everything!

• Wider is better - previously drive was toward narrower 
spectral coverage to reduce noise

• Security - once classified, now stealthy
• Why Now? - Market and technology
• How Spread? - Ultra-wide Band goes over 3GHz -

www.uwb.org
• OFDM – orthogonal frequency division multiplexed – not 

technically spread spectrum
• MIMO – multiple input, multiple output – still not spread 

spectrum by legal definition

24#

A Remarkable Time!

• Spread Spectrum- A 
Wartime Innovation

• Very Secure - Low 
Detectability

• But Very Difficult to 
Implement - until now!
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Spread Spectrum Offers Diversity

• Spectral Diversity - signal scattered over range of 
frequencies

• Spatial Diversity - using multiple antennae
• Temporal Diversity - interleaving chips spreads bits over 

time
• Polarity Diversity - circularly polarized signals can co-

exist - Turbowave

Two Major Offerings – Direct Sequence Spread Spectrum 
and Frequency Hopping Spread Spectrum.

26#

Frequency Hopping is Most Intuitive

• Truckers - change channels on cue!
• Automated - changes channels in transmitter and 

receiver in microseconds
• Simplest - synthesized radio with fast settling time
• CDMA - with orthogonal channel changing codes

No one currently offers Fast Hopping – therefore no process gain!

27#

Direct Sequence Provides Process Gain

• Bit stream XORed with high speed chipping pattern 
• More Chips/Bit = more process gain - 20dB x Log (chip 

rate) 
• CDMA - orthogonal chip patterns (Walsh Codes) 

28#

The Key - Energy in the Sidebands

• Sideband levels given 
by Bessel functions

• Total FM signal power 
is constant

• Modulation causes 
exchange of power 
between carrier and 
sidebands

29#

Faster Modulation = More Spreading

• Mod. Frequency (fm)

• Frequency fm/2

• Frequency fm/4

• Frequency fm/10

• Frequency fm/20

30#

Data

Carrier

±1

Frequency

Power
Spectral
Density

fc

Direct-Sequence Spread-Spectrum Signals

Initially it’s simple a narrowband 
transmitter set to a fixed 
frequency.
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Data

PN Clock

Carrier

±1

±1

Frequency

Power
Spectral
Density

fc Frequency

Power
Spectral
Density

fc

Narrow spectrum at 
output of modulator 
before spreading

Spectrum has wider bandwidth 
and lower power density after 
spreading with PN sequence                    
(PN Rate >> Data Rate)

PN Sequence 
Generator

Direct-Sequence Spread-Spectrum Signals 
(cont’d)

Mixing the data with a 
pseudorandom sequence 
“spreads” the signal that is 
actually transmitted.

32#

Frequency

Power
Spectral
Density

fc

Spectrum has wider bandwidth 
and lower power density after 
spreading with PN sequence                    
(PN Rate >> Data Rate)

RFI

Direct-Sequence Spread-Spectrum Signals 
(cont’d)

A narrowband radio 
frequency interferer (RFI) 

33#

Frequency

Power
Spectral
Density

fc

Spectrum has wider bandwidth 
and lower power density after 
spreading with PN sequence                    
(PN Rate >> Data Rate)

RFI

Transforms and Inverse Transforms

A narrowband radio 
frequency interferer (RFI) 

34#

Data

PN Clock

Data

Data
Clock

Carrier

±1

Local PN Clock
Local

Carrier

±1

±1

Frequency

Power
Spectral
Density

fc Frequency

Power
Spectral
Density

fc Frequency

Power
Spectral
Density

fc

Narrow spectrum at 
output of modulator 
before spreading

Spectrum has wider bandwidth 
and lower power density after 
spreading with PN sequence                    
(PN Rate >> Data Rate)

Original narrowband, high 
power density spectrum is 
restored if local PN sequence is 
same as and lined up with 
received PN sequence

RFI
“Spread”

RFI

Phase
Demod

Narrow
BP Filter

Wide
BP Filter

PN Sequence 
Generator

PN Sequence 
Generator

Direct-Sequence Spread-Spectrum Signals
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Multipath Interference

P2

P1

P3

Mobility not a critical issue in industrial setting, but 
multipath from surrounding metal objects can be.

36#

Multiplexing Techniques: More Data

• FDMA vs. TDMA vs. CDMA

t t

f f

P
o
w
e
r

FDMA TDMA

t

f

CDMA

Sharing the medium – critical to success!
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LOS Wireless Transmission Impairments

• Attenuation and attenuation distortion
• Free space loss
• Noise
• Atmospheric absorption
• Multipath
• Refraction
• Thermal noise

38#

• Coding and Modulation: Usually raw information is modified in some way for 
efficient communication channel transmission

• Coding is used to reduce errors (start/stop bits) and to improve efficiency –
compression/decompression

Communications 
Get the info from one place to another

Info
source Coder Modulator Xmit

Info
sink Decoder Demod Rcvr

39#

Physical Communication Channels

source sinktwisted 
pair

repeater

source
and 

sink

radio 
xmit & 
rcvr

radio 
xmit & 
rcvr

source
and 

sink

source
and 

sink
optical 
xcvr

optical 
xcvr

source
and 

sink
optical fiber

source
and 

sink
multi -
plexer

source
and 

sink

source
and 

sink

source
and 

sink
multi -
plexer

source
and 

sink

source
and 

sink 40#

Design of a Wireless Sensor Node –
Integration at Its Best!
Design of a Wireless Sensor Node –
Integration at Its Best!

Repeat after me:  “Every bit transmitted brings me closer to death*
*one month/byte in 5yr battery

41#

Network Topologies – Most Common?

• Most 
Reliable

• Least 
Reliable

• Cheapest
• Oldest
• Wireless 

Friendly
• Lowest 

Latency
• Highest 

Latency

42#

Packet Switching vs. Circuit Switching

• Telephone systems are circuit switched
– Pick  up the phone, call a number and a physical circuit is 

connected between the phones. Analog in the neighborhood but 
digital for long haul.

– Such a system was predicated on an average call duration of 
approximately 3 minutes. 

• Computer systems are packet switched
– Analog signal digitized, then “packetized” into buffers that can be 

routed independently around the country (or world)
– VoIP – voice over IP forecast to be 75% of traffic in 2007 (Frost 

and Sullivan)
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Circuit Switching

• Telephone systems are circuit switched
– Pick  up the phone, dial a number and a physical circuit is connected between 

the phones.  
– Such a system was predicated on an average call duration of approximately 3 

minutes.  
• Computer systems are packet switched

In a circuit switched data network, a physical connection is established 
by the switchboard through the communication network between two 
nodes (for instance two telephones). This connection is used exclusively
between these two subscribers until the connection is dropped. 
In this configuration, the number of lines to a subscriber is equal to the 
number of subscribers. 

44#

Packet Switching

45#

Packet Switching (cont’d)

Advantages and Limitations of Packet Switching
Packet switching networks do not have the limitations of circuit 
switching networks.  
*  The sender and receiver can transmit at different rates. 
*  Different types of computers can communicate between each other in 
packet switched networks.

*  Because of its nature, packet switched networks can 
accommodate multi-process communications.
*  Packet switched networks do not refuse a connection; at most, 
they delay it until the packet can be transmitted.

However, packet switching is not without problems:
*  Too many packets can lead to a congestion of the packet 
switched network: packets that cannot be stored or delivered might 
be discarded by the Packet Switching Exchange.
*  Packets can arrive at different times and in a different order
than when they were sent: this is a problem for telephone 
conversation. 46#

Standards

• International Standards Organization (ISO)
• International Telecommunications Union (ITU)
• Electronic Industries Association (EIA)

– e.g., EIA came up with Recommended Standard #232, 
aka RS232, data transmission over twisted pair

• Institute of Electrical & Electronic Engineers (IEEE)
• International Electrotechnical Committee (IEC)
• Instrumentation, Systems and Automation Society (ISA)

47#

Layered Communications

• In order to allow one program in one computer to transfer 
information to another program in another computer 
there are many steps to undertake  (consider email).

• In response, ISO came up with a 7-layer model for Open 
Systems Interconnection 

• OSI requires each layer to have a task to perform

48#

Layered Communications (cont’d)
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Layered Communications (cont’d)

Header, and additional other information, 
are added to the transmission packet.

50#

Questions?

51#

• A Review of Wireless Applications
• Fundamental Concepts
• Packet Switching, Circuit Switching and the OSI Mode
• Networking (it’s not *just* wireless anymore)
• WiFi - 802.11
• ZigBee - 802.15.4
• Bluetooth - 802.15.1
• WiMAX - 802.16
• Advanced Topics
• The Big Review

52#

Networks  - Devices & Components

• Repeater - a device that receives a digital signal on an 
electromagnetic or optical transmission medium and 
regenerates the signal along the next leg of the medium

• HUB – a device where data arrives from one or more 
directions and is forwarded out in one or more other 
directions

• Switch – a device that selects the path or curcuit for 
sending a unit of data (packet) to its next destination

• Router – a device that determines the next network point 
to which a packet should be forwarded toward its 
destination. The router is connected to at least two 
networks and decides which way to send each packet 

• Gateway - a network point that acts as an entrance to 
another network

53#

The Physical Organization of Networks

• Two parts to connect computers to networks
– The hardware needed to connect the computer to the network.
– The software needed to control the hardware.

– (Software standards will be discussed in the next section.)

• Node: The generic name given to all devices hooked up to a 
network.
– Each node must have a unique address assigned to them by the 

network.
– Networks are either direct-connected or those that are not directly 

linked.
– Direct-connected network: Those whose nodes have direct 

connections through either physical or wireless links.
– Point-to-point: Simplest version of direct-connected network. Connecting 

two computing systems. 
– Example of point to point: Home to ISP.

– Example of a network that is not directly linked: Internet.
54#

Networks - Topologies (Wired or Wireless)
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Network Topology and Message Linking 
(cont’d)

• The bus network -
– A continuous coaxial 

cable to which all the 
devices are attached.

– All nodes can detect all 
messages sent along 
the bus.

Linking nodes:

•The ring network -
–Nodes linked together to form 
a circle.
–A message sent out from one 
node is passed along to each 
node in between until the 
target node receives the 
message.

56#

The Physical Organization of Networks

• The star network -
– Each node is linked to a central 

node.
– All messages are routed through 

the central node, who delivers it to 
the proper node.

Linking nodes:

•The tree network - (hierarchical network)
–Looks like an upside-down tree where end 
nodes are linked to interior nodes that allow 
linking through to another end node.

57#

The Physical Organization of Networks (cont.)

• The fully connected 
network -
– All nodes are 

connected to all other 
nodes.

• Internetworking -
– Connecting together 

any number of direct-
connected networks.

– The largest: Internet.

Linking nodes:

58#

• A Review of Wireless Applications
• Fundamental Concepts
• Packet Switching, Circuit Switching and the OSI 

Model
• Networking (it’s not *just* wireless anymore)
• WiFi - 802.11
• ZigBee - 802.15.4
• Bluetooth - 802.15.1
• WiMAX - 802.16
• Advanced Topics
• The Big Review

59#

Wireless Ethernet - 802.11

• Method for obtaining 1-11Mbps Ethernet connections 
without wires

• Bill Gates Describes 802.11 as one of the most 
significant technological advances in recent years!  
– http://www.usatoday.com/money/columns/maney.htm

• Ethernet in Industry – Some remember the days when 
this was unthinkable!

60#

Wireless LAN Standard

• IEEE 802.11/ISO 8802-11 W-LAN Standard
– Air interface physical layer for any 802 protocol
– Lack of committee agreement – 3 “media” selections

– FH – Frequency Hopping Spread Spectrum
– DS – Direct Sequence Spread Spectrum
– IR – Infra Red transmission

– Technology
– IR has not been implemented (not IrDA)
– 2.4 GHz ISM (Industrial, Scientific, Medical) band
– Basic 1.0 and 2.0 Mbps data rates for both FH and DS modes

Current state-of-the-art - $30 for 11Mbps DSSS at 2.4GHz
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Wireless LAN Standards Work

• IEEE 802.11a – High Data Rate Extensions (5GHz)
– 6/9/12/18/24/36/54 Mbps 
– Using orthogonal frequency division multiplexing

• IEEE 802.11b – High Data Rate Extension (2.4GHz)
– 5.5/11 Mbps DS only (Commercial)

• IEEE 802.11g – High Data Rate Extension (2.4GHz) 
– To 54 Mbps using OFDM  (claims longer range than .11a)

• Future work
– Shift base frequency to 5 GHz band
– Allows wider bandwidth, more channels, higher speeds

62#

The Worldwide View of the 802.11
Spectral Space

63#

• A Review of Wireless Applications
• Fundamental Concepts
• Packet Switching, Circuit Switching and the OSI Mo
• Networking (it’s not *just* wireless anymore)
• WiFi - 802.11
• ZigBee - 802.15.4
• Bluetooth - 802.15.1
• WiMAX - 802.16
• Advanced Topics
• The Big Review
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ZigBee

802.11b

802.11a/HL2 & 802.11g

802.15.3/WIMEDIA

The Wireless Market

65#

ZigBee in the Industrial/Commercial Space

66#

• 65,536 network (client) nodes

• Optimized for timing-critical 
applications

– Network join time:30 ms (typ)
– Sleeping slave changing to active: 15 ms 

(typ)
– Active slave channel access time: 15 ms 

(typ)

Network coordinator
Full Function node
Reduced Function node

Communications flow
Virtual links

Basic Network Characteristics
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• A Review of Wireless Applications
• Fundamental Concepts
• Packet Switching, Circuit Switching and the OSI M
• Networking (it’s not *just* wireless anymore)
• WiFi - 802.11
• ZigBee - 802.15.4
• Bluetooth - 802.15.1
• WiMAX - 802.16
• Advanced Topics
• The Big Review

68#

Bluetooth protocol Architecture

69#

How to avoid being attacked

• Paring is the most critical moment of a attack
• Paring should be performed in a most secure place
• Long PIN numbers are strongly encouraged
• Avoid using unit keys. Use combination keys
• To check default settings of device

– Choose to respond only to inquiries of known devices
– Do not save PIN permanently in memory

70#

Analysis of a BlueTooth Transmission

High overhead?

71#

• A Review of Wireless Applications
• Fundamental Concepts
• Packet Switching, Circuit Switching and the OSI Mo
• Networking (it’s not *just* wireless anymore)
• WiFi - 802.11
• ZigBee - 802.15.4
• Bluetooth - 802.15.1
• WiMAX - 802.16
• Advanced Topics
• The Big Review

72#

BACKHAUL

1

RESIDENTIAL & SoHo DSL

32

4ALWAYS BEST CONNECTED

802.16

802.11

802.11

Multi-Point 
BACKHAUL

802.11

802.16 Applications

FRACTIONAL T1 for 
SMALL BUSINESS

T1+ LEVEL SERVICE 
ENTERPRISE

BACKHAUL for 
HOTSPOTS
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How far it goes depends on frequency

74#

TomorrowTomorrow
Horizontal Network (multiHorizontal Network (multi--services)services)

TodayToday
Vertical Networks (single service)Vertical Networks (single service)
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Transport, Switching & Access Networks

Content

Access
Access Access

Content
Services

Services
Environment

IP Multi-Services
network

Towards an IP Multi-Service Network

75#

• A Review of Wireless Applications
• Fundamental Concepts
• Packet Switching, Circuit Switching and the OSI Mo
• Networking (it’s not *just* wireless anymore)
• WiFi - 802.11
• ZigBee - 802.15.4
• Bluetooth - 802.15.1
• WiMAX - 802.16
• Advanced Topics
• The Big Review

76#

Key Advances Poised for Deployment

• Hybrid Spread Spectrum –
Improvements in power, battery 
life, security, reliability

• Modeling and Simulation – For 
Grid Reliability, Security, 
Performance

• PHY Layer Security – Encryption is 
not enough

• Anticipatory Theory – beyond 
Condition-Based Maintenance

Can simultaneously improve reliability, 
security, throughput, and latency!

77#

Is Current Wireless Technology 
Suitable?

• Everywhere – unlikely
• Somewhere – almost certainly
• Key – sound engineering – match 

the application, environment, cost 
to the options

• ISA100 – ISA Wireless Industrial 
Automation Standard – check it 
out!

Proven in nuclear power plant?

It’s time to get in the game!
78#

Integrated Visibility –
WalMart Shows the Way?

Enterprise Visibility

Asset 
Visibility  

Process 
Visibility

Inventory 
Visibility
(RFID)

Higher Level Architecture (HLA) and Real time Interface (RTI)
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#1 Metric – Above All, Do No Harm 

• New Failure Modes – radio, 
networks, security

• Security Questions – How 
much do I need?  How 
much can I afford?

• Fragility – how close am I 
to the edge?

80#

Designing For Less Fragility 

Performance

Expected

Time

Fragility

Actual

Throughput

Actual

Target

Capacity

Time

Engineering

Low Variability Systems are Less Fragile!
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Early Wireless Vendors - Growing

• Computational Systems, Inc – now a subsidiary of 
Emerson Electric – vibration monitors

• Axonn – More radios in the field that anyone
• Omnex – Industrial strength for bridging 4-20ma loops 
• 3e Technologies – currently military but growing in 

industry
• Graviton – MEMS-based sensors – GONE!
• Ember – committed to ZigBee
• Robertshaw – tank level sensors

83#

Application to Automation

• Wireless will replace automation LANs
• Wireless replaces control level networks
• Wireless replaces fieldbuses – ISA SPxx
• Will wireless replace sensor/actuator wiring?

84#

Better Metrics, Better Options 
Are Coming

• Conformance Metrics – How well do I 
conform to NIST 800-53? NERC CIP? 
FIPS-140-2?

• Performance Metrics – Mean-time-to-
compromise

• Real-Time Options – Intrusion 
Detection Systems with closed-loop 
responses

• Diversity Options – NRC-like voting 
and fault tolerance

• PHY-Layer Security – No floods
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85#

Wireless Enables 
Ubiquitous Sensing!

• A Completely New Paradigm!
– Efficiency
– Safety
– Asset Management
– Hostless architectures

The Sensor IS the Network!

86#

What Is The 
Next Generation ?

First Generation - Dumb Sensors
• data focus
• flat architecture
• no intelligence

Second Generation - Smart Sensors
• application focus
• hierarchical architecture
• local intelligence

Third Generation - Sensor Agents
• goal focus
• dynamic architecture
• network intelligenceFrom data to information to knowledge!

87#

How Will You Know It 
When You See It?

Present-day systems
have fixed hierarchy

Next generation network will self-
organize in response to specific events

88#

Summary

• The Internet
• Networking
• Worldwide Telephony
• LMDS, MMDS, UMTS, 802.16
• Interference likely – exhibited as increase in BER 

increase in retries lower throughput

89#

• A Review of Wireless Applications
• Fundamental Concepts
• Packet Switching, Circuit Switching and the OSI Mo
• Networking (it’s not *just* wireless anymore)
• WiFi - 802.11
• ZigBee - 802.15.4
• Bluetooth - 802.15.1
• WiMAX - 802.16
• Advanced Topics
• The Big Review

90#

Bit Rate vs. Quality of Service
How 
Many 
Bits are 
Needed?
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91#

Coding vs. Quality of Service

Is Coding 
Really
Necessary?

92#

Antenna Considerations

93#

Multiplexing Techniques: More Data

• FDMA vs. TDMA vs. CDMA

t t

f f

P
o
w
e
r

FDMA TDMA

t

f

CDMA

94#

Bluetooth vs. the Rest (cont’d)

802.11b, WiFi
2.4 GHz, DSSS
11 chips/bit
11Mbps
+20 dBm
50m
128 devices
CSMA/CA
Optional WEP, WPA
Optional

Bluetooth
2.4 GHz, FHSS
1000+hops/s
1Mbps
0, +20dBm
1-10m, 50m
8 devices, 
Piconet
Encryption
Yes

Parameter
Technology

Data  Rate
Power
Range
Topology

Security
Voice Channel

ZigBee (proposed)
915MHz,2.4GHz DSSS
15 chips/bit
40, 250 kbits/s
0dBm
100m
100s devices, 
CSMA/CA
Not yet
No

Bluetooth – IEEE 802.15.1 and .2 -based

ZigBee – IEEE 802.15.4 PHY layer approved

95#

How About a Comparison?

LowestshorthighestLongestNarrow 
band

HighshortLowestMediumUWB

MediumShortHighLongFHSS

HighlongestLowMediumDSSS

NumbersBattery lifeRF PowerRangeTech.

96#

Range

1 m

10 m

100 m

1 km

10 km

0 GHz 2 GHz1GHz 3 GHz 5 GHz4 GHz 6 GHz

802.11a

UWB

ZigBee Bluetooth
ZigBee

802.11b,g

3G

UWB
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97#

Summary

Industrial Wireless
• Narrowband and Spread Spectrum
• Networking (and more networking)
• Interfaces to Legacy Plant Systems
• ZigBee, Bluetooth, WiFi, WiMAX, RFID, proprietary
• Frequency Use and Congestion Management
• Security issues
• Manufacturers, products, goals

• WINA and ISA100 provide guidance to End Users and 
Vendor www.wina.org

www.isa.org/community/sp100

98#

ISA100 – DOE/WINA/ISA/Commercial collaboration for an 
introduction of entire suite of wireless products

• ISA100 proposes a standardized methodology to 
– Assess environment – light to harsh, RF and other
– Assess application – latency, throughput, etc.
– Assess options – technologies, products, standards
– Assess deployment – initial stability, ease
– Assess performance – against requirements
– Maintain – tools, costs, upgrades

98#

Standards – Maximum Impact

99#

Will the REAL Wireless Sensor 
Please Stand Up!

100#

ISA100 efforts will result in standards, recommendations, and 
technical reports focused on assuring successful wireless 
deployments in industrial environments

• ISA100 Compliance will assure:
– Supplier specifications are consistent and easy to 

interpret
– User requirements are succinct, relevant and easy 

to interpret
– Options are clear and easily differentiable
– Probable outcomes are quantitatively evaluated 

against options

100#

Standards – Results Focus

101#

ISA100 efforts will leverage other standards, as appropriate, to produce a relevant 
result in as short a time frame as possible

• ISA100 leverages
– ISA99 – Security
– IEEE 1451 – Smart sensor 
– FIPS 140-2 – Security
– ISO/OSI  7-layer model for 

network connectivity

• ISA100 encourages
– New technology
– Deployment
– Communication among 

practitioners

101#

ISA100 - Success Oriented

Too Soft – everyone 
is compliant, 
nothing works, 
nothing sells

Too Hard –
detailed spec that 
no one can meet.  
Nothing for sale, 
no benefit!

Balance Is Key

Overview

• Backed by ISA Expertise, Heritage and History
– Nearly 30,000 Members with 140 Standards Committees using an Open 

Standards Development Process Accredited by ANSI
– Estimated at ~1 Billion Products Using ISA Standards Technologies
– ISA 100 Designed by Experts in Wireless, Security, and Instrumentation 

Technologies with Direct End Users Involvement on Committee
• Family of Standards: One-Stop Standardization

– Designed to Accommodate all your Plant Needs
– Areas of Coverage Identified to Date; Process Automation (Process 

Focus), Factory Automation (Discrete Focus), Transmission and 
Distribution (Long Distance Focus), RFID (Industrial Tagging Focus)

• Universality: The Power of One
– Allows Deployment of a Single, Integrated Wireless Network
– Bring Simplicity to your Work with:

– One Technology to Learn, Maintain and Operate
– One Security System to Manage
– One Set of Infrastructures

• Co-Existence: Providing Peace of Mind
– Designed with Co-existence features
– Ensures Best Possible Performance

ISA100: Wireless Systems for Industrial Automation
Developing a Reliable, Universal Family of Wireless Standards
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103#103#

Addressing the Issues

• “There was no place on the wireless 
survey to make a comment but rather just 
answer the predefined questions. I wanted 
to comment that I will NOT have wireless in 
the plant for reason's of operational security 
not related to "hacking". ALL wireless signal 
generation can be jammed
and as such provides an unnecessary 
operational risk. To those that state spread 
spectrum is the answer to jamming they are 
totally wrong. Spread spectrum was 
invented as a means to make hacking 
increasing difficult by rotating through a 
spectrum of frequencies. It was never meant 
to overcome a spectrum jammer. A white 
noise generator of sufficient power in the 
spectrum of the wireless devices can jam 
ALL the frequencies used leading to a total 
collapse of data from those devices.”

104#

ISA100 Organization –
Work Groups & Study Groups

SP100
Wayne Manges

User Guide
Michael Mets
Terry Krouth

User WG
Ron Morris
Dick Caro

.11a WG
Pat Kinney
Dan Sexton

Coexistence
Pat Kinney

Åke Severinson
Interoperability

Peter Fuhr

TREC
Tom Phinney
Sicco Dwars

Marketing
Paul Sereiko & Robert Shear

Vice Chair Larry Pereira

Integration WG
Dan Sexton
Rick Enns

Business SG
Herman Storey
Larry Pereira

Physics of Networking
José Gutierrez

RFID SG
Peter Fuhr

Nacer Hedroug

Security SG
Wayne Manges (acting)

105#

• Immediate – Pre-ISA100 products to be 
upgraded later

• Near-Term – ISA100.11a released for 
process monitoring and “soft” (>100ms) 
control

• Mid-Term – ISA100.11a adapted to other 
applications 

• Longer Term (~2009) – New ISA100 
standards released for:
– Discrete manufacturing – tighter 

timing
– Tracking (RFID) – passive, active, 

integrated
– Security – integrated, scaleable, cost-

effective
– SCADA – geographically distributed

105#

ISA100.11a – Only the First Step!

106#106#

Interoperability – The Holy Grail!

• Universal Application Layer 
Interface – defined early 
allowing future development in 
lower layers

• Multiple PHY layers – radios 
develop rapidly

• Special Purpose Layers –
Highly secure, highly reliable, 
etc.

• ISO/OSI 7-layer driven –
leverage Internet, Web 
services, etc.

107#

802.11b 802.15.1 802.15.4 UWB

Wi-Fi Bluetooth ZigBee

Smart Sensor 1451.0; XML Schema; Wireless HART

Middleware – ISA100??

OPC, RSVIEW, SAP etc.

RFID 802.16

WiMax

ISA100 – A Unifying View??

Application

Presentation

Session

Transport

Network

Data Link

Physical

108#

Wireless Wins – Just Make It Work!
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109#

• Technology is ready - driven by 
cellular personal/business 
communications

• Market is ready - $2000/ft for wires 
in some plants

• Are we ready? - partnerships, 
consortia, standards and 
collaborations

• Next Step? – Find the right place to 
start!

Who Will Lead, 
Who Will Follow, Who Will Whine?


