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IAEA / Nations Concerned / Ministries Concerned

etc.

-Exchange of information
-Close cooperation  etc.

Ministry of Education,
Culture, Sports, Science
and Technology

(MEXT)

Nuclear and Industrial
Safety Agency
(NISA)
(Ministry of Economy,
Trade and Industry)
(METI)

| Licensing / Review / Inspection

Research Reactors
R&D facilities

etc.

Licensees

Nuclear Power Plants
Reprocessing Plants
Fuel Fabrication Plants
etc.




= |ntensified security measures by,
Licensees

= Close cooperation with Natienal
Security Authorities

einforced regulatonyregime.for; —
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— = After. Sep. 11, the Nuclear and Industrial
Safety Agency (NISA) and Ministry of
Education, Culture, Sports, Science and
Technology (MEXT) issued directives on
security enhancement to their Licensees.

= |n accordance with the directives, Licensees

. 2
‘r’ﬁplemented enhanced se Y MEASUrESH
’g@hﬁéﬁ MM sontrol, intensified

Security surveillance, and so'on.
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- 6ooperation with national security
authorities (National Police Agency
(NPA), Japan Coast Guard (JCG),)

was expanded.

ﬁeﬂ ound-the-clock securi chec;kssby,_:
q@*egm@m\%%ﬁ(} patrol

oats were implemented for nuclear
facilities.
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= NISA regulates nuclear security
activities at nuclear power plants,
reprocessing plants, and fuel fabrication
plants in Japan.

MEXT regulates activities;at resear.g:g.—'"

orsycriticallass es, and R&D

acllities.
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~ = NISA and MEXT committees
separately discussed how to enhance
physical protection measures.

= Based on the committee reports, the
Law for Regulation of Nuclear Source

aterlal Nuclear Fuel I\/Iﬁgierlal I
ed

ordlnances for physmal protection,
were amended.
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- The commlttees s compiled their flnal reports =
= both titled “Enhanced Physical Protection
Measures at Nuclear Facilities” (NISA: Dec.
2004; MEXT: Jan. 2005)

= Major recommendations of the.reports are:
— To define Design Basis Threat (DBT)

‘“o implement physical otectip,n_!-"‘
l | insgﬁm# -
— [0 enhance the security of'sensitive

Information related to physical protection




A
Mainly covers physical protection inspections,

physical protection information confidentiality, and
penalties -

— Amended May 2005
— Took effect December 2005

S WIETI and MEXT, Ministeriallorg ANCEST———

quwements for phy5|cal protectlon measures

— Amended December 2005
— Took effect December 2005/June 2006
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= \METI/MEXT, in consultation with
National Security Authorities (NPA,
JCG) (not legally required), define the threat
and notify Licensees.

sicensees are required.to.implement.
rotect sures;taking DBT into
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= Category. | Except NPP 1 NPP
Pu,U,,;,HEU | Pu,U,;;,HEU
NISA O EU EU O
— X
Pu,U,;;,HEU | Pu,U,;;,HEU
O O*
MEXT O — -
LEU LEU ﬁ-—
X X
. Applied NPP : Nuclear Power Plant

X: Not applied HEU : High-Enriched Uranium
—: No facilities LEU : Low-Enriched Uranium

* Facilities with more than 15g of Pu, U233 or HEU 11
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‘ " Protective measures.‘lmp,lﬁement_.ed o)V Lii:_ensees'a;?e_d'e —
~initheir Security Plans, which are examined and approved by
the Security. Authorities (NISA and MEXT).

Security plans are required to cover the following:
—Organizations and function of Physical Protection (PP) t
—Defining of protected/restricted areas
—Access control
—Material control
—Physical Protection System (PPS)

=information.management (including confidentiality)
—Education and Training .‘”

MEergency. pPreEParetdnessIP!
=\easuresttakinguntors
=valuation and necessary Improvements
—Recordkeeping

—Other

(Underlined items are those amended in the ordinances.) »



A ENGMENISHE] AIEU MO ERSECU LRI At
and Pnysiczal Proisction Insosciion)

- ~ e
— —— ——__ e —
- - — — v — - — -
s - . — ' = .
———————— e ——— - e —
- - - — n -
roe et

e —

:‘:—'-J—-Revised_Security Plans were submitted to
NISA/MEXT in Feb. 2006, and, after examination,
approved in May/June 2006.

= Regulatory authorities (NISA, MEXI).consult on
the Security Plan with relevant security
authorities (NPA, JCG) before approval. -

‘ T T—
ﬂn‘p ' : nis checkedon®
e through periodic physical protection

inspections (conducted annually), and
Improvements are ordered as necessary.
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"”"I’ﬂ'ﬁ"éffé"uveﬁéﬁ"f_a Securlty Plan'is examined by
_:__physmal protection inspectors through inspection of
physical protection systems and evaluation of an on-
Site guard training/exercise.

= The legally established numbers of Physical
Protection Inspectors are:

— 25 1nspectors for NISA (for NPS, reprocessing plants, etc.)
— 15 inspectors for MEXT (for research reactors, critical

semblies; R&D facilities) . -!*

ctors are deployed.in regional METI

offices.

= |[nspections have been conducted since June 2006.
14
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Inspection of Conformity
the Minimum Requirement Level of PPS

Physical Protection

Protection Standard Conformity
Inspection

Inspection

Evaluation of

the Protection Capability Level
(Achievement Level )
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Time-line Analysis

On-site Exercise Evaluation
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Image figure of time line analysis

Fence surrounding Fence surrounding
protected area protected area
Boundary
of site
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On-site Exercise Evaluation

SR N CENSEESTCANY O UISTIUI AtEU AN IS0 FEXENCISES=S
_—‘DE‘ﬂUdIC‘aHy @yaluate the results and'the effectiveness:
::—___Df_the_protec‘tlve measures.

= |n addition to the simulated intrusion exercise and
communication exercise, which are performed
Internally, licensees also carry out a joint'exerciseto
respond adversaries with the local' legal enforcement
arbitrarily.

—

Japan Coast Guard joint exercise
( Response to unidentified ships )
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Priysicall Rro;scuon Insoeciior 1r
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sResponsible facilities
22 sites (7 Research Reactor,
22 Nuclear Material users)

une 2007 ~ February 2008
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Pnysical Proteciion Insoeci
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_c——-Resp@nSIbIe facilities
28 sites (19 Nuclear Power Plants,
2 Reprocessing Plants, -
6 Fuel Fabrication Plants,
1 Radioactive Waste

_ = Managemeﬁ@mhnesa-—
pection period "

June 2006 ~ March 2007
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= Inspections in FY2008 have started in July.

= I[nspection for performance of protectedimeasures
procedure Is needed to judge its effectiveness of

rmance, of protected measures. _
armidevi | o
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= Detailed phyS|caI protectlon Information Is categorized as
—=—‘-"—""“Sen§itéve1n‘formatlon” and the highest confidentiality is
require

= Sensitive Information includes the following:
— Design Basis Threat (DBT)
— Details of Physical Protection Systems (PPS)
— Details of surveillance and guards
— Details of emergency plans

‘Detaile’d* results of assessmentsy ——-*‘

ELC. -

Penalties for the unlawful disclosure of Sensitive
Information: Up to one year in prison, and/or up to one
million yen in fines.
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) Licensee creates a security plan NISAVIEser
APIOVE
O Define protected areas and control access SECULYNIIEI

O Monitoring equipment, patrols by guards

O Control of sensitive information
O Assessment
O Other

IVIENN/IVIEXSS

B developcurient NISATMEXTS

T — ASSUIMECTATEALSTITS inspecilic@_ Penalties fo
cooperatia | | annually: unilawial

HISCIESUTE!
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