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Directed Nuclear Security across the
BNFL Group for almost 20 years:
BNFL Security Budget - £40M/yr
Post 9/11 capital upgrades - £70M

Co-Chaired the Police Authority of

the United Kingdom Atomic Energy
Constabulary for 10 years: Budget -
£50M/yr

Chaired the Review of the IAEA
Security Programme in November
2007



The World Institute for Nuclear
Security (WINS)

A new international forum
to be formed for nuclear
security professionals to
exchange best practices,
with the aim of improving
nuclear security worldwide




Global Initiative to Combat Nuclear
Terrorism

/ "Participating in or hosting expert-level scenario based
exercises to test capabilities, develop new operational
concepts, and enhance preparedness, as well as expert-
level and develop
means for the rapid exchange of technical and
operational information among participating states under
the condition of appropriate protection of the
confidentiality of any information exchanged in
confidence”




Founding organisations

BANTI

Working for a Safer World
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National Nuclear Security Administration
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Director General IAEA

INTERNATIONAL ATOMIC ENERGY AGENCY

“..confident that establishing a forum
to help share and promote best
—— practices...will improve nuclear

It was a pleasure to see you in Oslo in February and to hear your ideas about the World Institute
for Nuclear Security (WINS), a new organization to promote best practices among nuclear facility

o security and contribute to and

At the Agency we are of the view that a ive nuclear security requires a
combination of prevention, detection and response measures established within a robust legal i ))
structure, and effective impl ion amongst the p and users of nuclear and other AE A
radioactive materials. As the full support of nuclear operators is key to effective nuclear security, I am C O I I I p 1 e I I I e nt th e e ffo rtS O f th e I
confident that establishing a forum to help share and promote best practices amongst them will
improve nuclear security, and contribute to and complement the efforts of the IAEA towards
establishing and helping to implement a global nuclear security regime based on internationally
accepted norms and guidelines.

1 am pleased, therefore, to provide my support and endorsement for the establishment of the
World Institute for Nuclear Security to be based in Vienna. The security of nuclear and radioactive
material has always been, and will remain, of the very highest priority to the international nuclear
community. I therefore welcome the intention of WINS to give increased attention to the corporate
dimension of nuclear security and thereby contribute to improved nuclear security worldwide and wish

R “I am pleased, therefore, to provide

Yours sincerely,

A my support and endorsement for
o the establishment of the World
e Institute for Nuclear Security, to be

Co-Chairman and Chief Executive Officer
Nuclear Threat Initiative

74 A V. T P based in Vienna”

UNITED STATES OF AMERICA

WAGRAMERSTRASSE 5, 0. BOX 100, A-1400 VIENNA. AUSTRIA
THL. (+ 42 1) 2600-21111, FAX: (+43 1) 26007
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Nuclear Decommissioning

Authority

Dr R Howsley

Co-ordination Committee

The World Institute for Nuclear Security
c/o NTI

1747 Pennsylvania Avenue, NW
Washington, DC 2006

20 June 2008

Dear R(?l‘

THE ESTABLISHMENT OF THE WORLD INSTITUTE FOR NUCLEAR
SECURITY (WINS)

The Nuclear Decommissioning Authority (NDA) has strategic responsibility for the UK's
nuclear legacy and is decommissioning a number of civil public sector nuclear sites
safely, securely, and cost effectively, whilst protecting the environment.

The NDA has the legal responsibility, as defined in the Energy Act (2004), to set out its
strategy for ensuring the adoption of what it considers good practice by the persons with
control of designated installations, sites and facilities. To that end, the NDA welcomes
and supports the establishment of the World Institute for Nuclear Security (WINS) to be
based in Vienna, Austria. WINS should promote good security practice and provide a
new forum for practitioners of security from both industry and government to foster a
shared nuclear security culture.

The NDA requires its contractors to demonstrate that their security arrangements
reflect good practice and WINS could make a valuable contribution to delivering this
requirement.

Yours sincerely

Dr Janet E Wilson
Head of Security, Safeguards & Non-Proliferation

>»0wns 19 sites in the UK

>Sites have a total of over 100 tonnes of
separated Plutonium and 3 tonnes HEU

»>90%+ of the UK Waste Inventory

“The NDA requires its contractors
to demonstrate that their security
arrangements reflect good practice
and WINS could make a valuable
contribution to delivering this
requirement.”




British Energy

A British Energy

Dr Roger Howsley
4 Berry Close
Wilmslow
Cheshire

“I believe more could be achieved

26 June 2008

B, by Howiley, with an effective and trusted

| am writing to express our supporl for lhe astabllshmenl of the World lnsmule of

e means by which operators would

Over the years | British Energy, the operalor of all but two of the UK 's nuclear

.
L s e work together to deliver a more
practice and safety made possible through 1he auspices of WANO. The

improvements in safety culture and operating performance at British Energy made in
the past few years owe much to our aquy to draw on world-wide experience and

i P T e L secure industry and learn from the

the arrangements in any other sector and reflect both the safety culture that is
for nuclear ions and a isation that an event anywhere in the world

N . .
will impact public confidence, regulatory attitudes and investor sentiment affecting I S S u e S e n C O u n te re d b t h e I r e e r S
every industry participant. Ll
For many years the security threat to our industry has had a similar potential, but has . "
not had the same profile. Particularly since 2001 we have worked to improve our W S e e WI N S h av I n t h e Ote n t I a I
secumy arrangements and maks sure that, within the Company, security ranks e

safety as an isite of our licence to operate. Externally,
however, the ability to share good practice and exchange ideas on mitigation of

.
threats has been a difficult area restricted by national security considerations and f I I t h e a a n d a S We m Ove
often more effectively conducted through regulators. | believe more could be 0 I g y
achieved with an effective and trusted means by which operators could work together
to deliver a more secure industry and learn from the issues encountered by their

. . .
peers. We see WINS having the potential to fill that gap and, as we move into an m n h a S e I t I O O k S
investment phase, it looks an increasingly appropriate development. I n I y
| wish you well in the task of getting WINS off the ground.

Y an increasingly appropriate

o, ”
run i et development
%%L.' //"ﬂ; { 2
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Powering the low carbon generation




Current situation (July 2008)

Spring 2008 -
further
outreach,
consultation
and refinement
of proposals

High level
support and
endorsement
from the IAEA
and USDOE

Foundation
Grant
approved by

! the NTI Board

Other funding
sources and
international

pledges of
support being
sought

Legal and

logistical

actions to
establish WINS




Activities and Future plans (cont)

Corporate
Governance
and
Leadership
of security at
Board level

Organisation
al Security
Culture

Multi-Agency
Threat
Reduction
Analysis
(MATRA) to
integrate
security
systems and
response

Performance
metrics for
security

Exercises
and
performance
testing

Operational
experience
reviews




Hierarchy of Security Responsibilities

» WHAT » WHO

Develop International Guidelines
and Recommendations

IAEA/UN

Government

Define National Security Policy

Define Regulatory Requirements National Security Regulator

Inspect and Verify Compliance National Security Regulator

Legal Accountability for Private Companies or Government
Implementing Security Owned Facilities




What the relationships should look
like...

National

Regulators _
Partnership

N

Mutual respect

Emergency National
Response Security
Agencies Agencies

Consultation Common purpose

Nuclear Companies
or Government
Organisations

Police, Security
Forces, Military

Tested




Effective Oversight of Security

THE
MANAGEMENT

: BOARD
ESCALATE THE RISK

REGISTER AND
PROVIDE
ASSURANCE TO THE
BOARD

DEFINE
ACCOUNTABILITY
AND OVERSIGHT
ARRANGEMENTS

REVIEW AND ASSESS THE RISKS
LEARN FROM AND

EXPERIENCE CONSEQUENCES

MONITOR DEFINE SECURITY
PERFORMANCE PERFORMANCE
MEASURES




Appropriate and Effective

“If you’re not keeping the score you’re
only practising”

Sir Hugh Collum, Chairman BNFL, 1999




Activities and Future plans

Members will choose themes but these are possible subject areas:

Using nuclear

: Identifying materials
Networking
R&D needs management
and Contact management
based on systems to

lists of world of security ) -
operational maximise the

class experts technology ) ]
experience benefit to

Encouraging
Best security members to
practice from [l promote their
other sectors own areas of

excellence
security




Please think about..

(

What does your organisation do that is
best of breed?

What special skills or knowledge do you
have that could be transferred to other
organisations to help improve security?




Please think about..

Where do you need assistance with an
improvement area and do you know who
has achieved best practice in this area?

How can you help WINS to help others?




WINS on the WEB



http://www.nti.otg/
http://www.inmm.org/
http://www.wins.org/

WINS Contact points



mailto:roger.howsley@btopenworld.com
mailto:roger.howsley@btopenworld.com
mailto:hinderstein@nti.org
mailto:jtape@cybermesa.com
mailto:Joyce_L._Connery@nsc.eop.gov

